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This essay is concerned with trusted system integration and/or
development to meet multilevel security (MLS) and operational re-
quirements. It addresses technical issues such as how to com-
bine products securely, TCB alternatives, and typical security
engineering phases — as well as the management concerns of
certification and accreditation.

This essay addresses the integration of multilevel security (MLS) tech-
nology into the concept definition, acquisition, design, product selec-
tion, and MLS integration phases of an operational system. Trade-off
analysis is required among factors such as technical risk, security risk,
cost, and satisfaction of operational requirements. The essay is divided
into four phases:

1.
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In the requirements phase, we discuss policy determination, the
need to identify trust requirements, application of user and mis-
sion requirements, use and development of the security Concept
of Operations (ConOps), applications for scenarios, and selection
of the correct version of security policy.

During the design phase, we discuss how to apply design guidance
and regulations, and consider the advisability of including certifica-
tion team participation in design.

Discussion of the integration phase surfaces issues from MLS in-
tegration policy needed, how to combine products securely, de-
termination of whether to build or buy a TCB, use and
considerations of trusted and untrusted processes, considerations
for porting untrusted applications to a TCB, and approaching
complex systems.

In closing, we discuss aspects of certification and accreditation, in-
cluding the role of certification and accreditation (C&A) and establish-
ing a C&A program.
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Focusing on the end objective of getting the system accredited for op-
eration, Bauer [BAUE91] identifies the key issues of the development
process to be:

* consideration of mission requirements and security requirements
prior to allocating requirements to trusted mechanisms,

* trade-offs between security disciplines and between overall secu-
rity versus mission requirements, and

e structure of complex integrated systems using custom developed
and commercial off-the-shelf (COTS) components.

However, a system integration normally involves a contract between
the integration organization and a customer. Unlike a product evalua-
tion, which has a primary goal of evaluating a vendor’s secure system,
the integration is based on the process of an integrator meeting a cus-
tomer’s operational mission. In many cases, the security features are
secondary, while assurances are relegated to a distant secondary role.

It may be true that the system cannot be used if it is not adequately
secure, but it is more true that if the operational requirements are not
met, the system development either will not be funded or will not be
accepted for contractor payment. This difference means that the re-
quirement definition and interaction desired, and possibly achievable in
a research environment, are not possible in a system integration. The
system engineering trade-offs are not under the control of a single en-
tity. Critical trade-offs occur prior to commencement of the system de-
velopment by the prospective integrator and become determining factors
in the system price. The structure of the final system is a result of the
proposal preparation and evaluation process, and rarely represents an
optimum set of answers.

Requirements phase

Policy determination. The system requirements phase includes de-
termination of the applicable security policy. One of the first steps in
security engineering is to identify the objective. As mentioned in Essay
13, there are varying statements of the security objectives in an organi-
zation, depending on an individual’s responsibilities and job function.
However, the TCSEC design and evaluation paradigm is predicated on
the notion that “design and analysis of systems proceeds from policy to
mechanisms” [TINT92].

At the general management level, the objectives of the system security
policy have to be stated in generalities; while at the specific system im-
plementation level, the objectives should be very concrete. The result
will be a layered policy in which each main layer relates to a set of re-
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sponsibilities. All layers must fit together in the sense that the policy
described for a lower layer must be an implementation of the policy at a
higher level.

The customer organization has an interest in protecting its informa-
tion assets against undesirable events expressed in a high-level infor-
mation security policy. This policy should address:

1. the information assets of the organization,

2. the damage that can occur to those assets, and

3. the measures that management has decided are reasonable, cost-
effective, and proper to protect those assets.

Top management will probably not need to understand or care about
the implementation details, as long as the information management
policy is satisfied. At this high level, all policies merge into something
like “Protect the organization’s information assets.” While it is easy to
understand the sentiment behind such a generalization, it does not
provide much guidance on whether specific actions are permitted or not.
Introducing such specificity requires a significantly more detailed inter-
pretation of the high-level policy. The specification, design, and imple-
mentation of a specific system require a different view of computing
than that of the top management. But a greater knowledge of comput-
ing does not permit the creation of new policy. The AIS (Automated In-
formation System) system policy is expected to be an implementation, at
a lower level of detail, of the policy adopted by top management.

Many organizations provide very specific implementation guidance.
This guidance should serve as a statement of policy that controls the
solutions available to translate the top-level information security policy
into a system. In general, the technical policy and solution available in a
system implementation differ in substance and intent from the higher
level prose abstraction. It may be impossible, or at least exceedingly dif-
ficult, to directly implement the natural language policy as rules within
the computer. The security engineer is responsible for demonstrating
the cost-effectiveness and correspondence between the high-level and
implementation policies.

Since natural language is prone to ambiguities and multiple interpre-
tations, information security policy is often expressed in a mathematical
formalism. For more information about models, see Essay 8.
Implementers should be able to rely on the formal model to resolve any
ambiguities concerning the policy to be implemented.

Identify trust requirements. The TCSEC design philosophy is to sepa-
rate trusted and untrusted code, relying on the trusted code to prevent
policy violations. The trusted code constitutes the trusted computing base
(TCB). But all TCBs are not created equal, and the customer’s security
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engineer has to select the trustworthiness that provides sufficient
countermeasures for the risk environment and simultaneously sustains
the operational requirements set.

The TCSEC provides a set of countermeasures and associated assur-
ances, as summarized in Table 1. This binding of functionality, strength
of mechanism, and assurance is policy within the US DoD. Essay 7 dis-
cusses additional policy expressed in the Environments Guideline (Yel-
low Book) [CSC85] and DoD Directive 5200.28 [DOD&88b] that relates
TCSEC evaluation class to the risk environment. This foundation of pol-
icy applies only to the concepts and countermeasures associated with
the confidentiality protection of classified information. In all other situa-
tions, including protecting information from unauthorized modification
and assuring reliable service, the customer’s security engineer must as-
sist management in deciding what countermeasures and assurances are
appropriate in terms of cost, feasibility, and inconvenience.

User and mission requirements. All security engineers must under-
stand the security requirements as they relate to overall mission effec-
tiveness. To achieve this understanding, the security engineer must
develop a much broader outlook toward the system than simply security
policy. Of particular concern are the constraints that can be placed in
an unwelcome manner on information flow as necessitated by various
combinations of countermeasures. It is rare that users see a need for
sophisticated security technologies; they merely experience unwelcome
constraints on their mission.

The engineering understanding of the system operation and its rela-
tionship to the operational requirements of the system are expressed in
the system Concept of Operations (ConOps). This document communi-
cates for the customer the integration of system requirements into a
single view of how the resulting system will operate, given the total set
of requirements. The document addresses all aspects of the operational
environment, including communications, operations, data management,
and applications of high-level security. However, a detailed examination
of how the security mechanism operates is usually addressed in a sub-
ordinate security-specific document, the security ConOps. The devel-
opment of a security ConOps and security scenarios to illustrate that
unique security ConOps is important in gaining an understanding of
user information security needs and the methods of addressing sensitiv-
ity of information.

Security Concept of Operations (ConOps). During the earliest
phases of any project, mission needs are determined, alternatives ex-
plored, and cost and feasibility studies conducted to optimize the com-
bination of requirements — and finally a high-level operational concept
is explored and defined in the system-level Concept of Operations.
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Once this overview of the system is expressed, an extract and amplifica-
tion of the security-relevant approach is documented in the security
ConOps.

Table 1. TCSEC summary chart.
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No requirements for this class
= No additional requirements for this class
B New or enhanced requirements for this class

The security ConOps emphasizes security over the other operational
aspects to focus the technology on this constraint-prone aspect of a sys-
tem design. Identification and agreement are required for security
modes of operation, transitions between modes, and identification of

1. the sensitivity range of information,
2. the clearance range of users, and
3. security-relevant characteristics of external interfaces.

A key part of the security ConOps is a section that describes results
from analysis of the anticipated flows of information:

1. where information originates,
2. where and how the information is anticipated to be received, and
3. the classification of that information.

The results of the analysis are used to identify cost-effective applica-
tions for MLS technology.

Requiring a security ConOps to be prepared and submitted by the pro-
spective integrator during the competitive cycle of the system acquisi-
tion is an effective approach. Advantages of this approach include
establishing a contract baseline, identifying applicable potential con-
cepts for MLS technology insertion, and describing the security aspects
of each competing design. If the security ConOps is to be delivered as
part of the contractual deliverables, it should be initially delivered early
in the design cycle in concert with preliminary design documentation.

The security ConOps should have a wide review audience, including
customer and integrator management, software developers, end users,
and the certification and accreditation team. Revisions to the security
ConOps resulting from the design process (if procured) should present
significant security issues. These issues are reviewed to provide valida-
tion and keep the review audience abreast of the evolution of the ap-
proach.

Scenarios. Scenarios are useful functions during several phases of
the evolution of a system, particularly during:

the requirement definition phase,

the definition of demonstration or rapid prototype requirements,
the initial operational evaluation, and

technology insertion for a developed system.

PO
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One scenario composition strategy is to focus on areas likely to be af-
fected in a substantial way by the introduction of MLS technology. By
focusing on these areas, the customer’s security engineers and end us-
ers could evaluate options and determine what specific MLS features
and capabilities are required.

A second strategy is to use scenarios to evenly evaluate the proposed
integrator’s solutions when using commercial off-the-shelf technologies.
Still later, scenarios are useful in developing test strategies and ensur-
ing functional security support for all phases of the mission execution.
Rapid prototyping can be a valuable method to introduce MLS concepts
to the end users early in the acquisition using a site-specific applica-
tion, especially as compared with abstract specification or criteria nota-
tions (for example, subjects, objects, read down, write up).

Another useful function for scenarios is to develop a range of flexibility
for the User Interface Sets (UIS) [FERR91]. This conceptual approach to
risk management provides the accreditor with significant insight into the
real impact a user can have on the system security. Thus a rigidly con-
trolled icon- or menu-driven interface can be used to restrict the opera-
tional user from access to capabilities (such as compilers) which may be
used to explore or exploit the system security posture.

Security policy. A security policy specifies how to manage, protect,
and distribute sensitive or critical information. Most of the time, the
customer’s security engineer supporting the acquisition will have to
help select or identify the applicable security policy. In addition, the se-
curity engineer may be required to resolve conflicts between identified
security policies from different layers of the organizational infrastruc-
ture. Most organizations are relatively hierarchical; therefore, it is logical
to develop the information system security policy using a top-down hier-
archical approach.

The results of the analysis can be represented using a structure that
resembles a tree with corporate/national policy at the top of the tree
and local policy and practices filling out the lower portions. This ap-
proach provides a “family tree” of security requirements. Some of the
documents and their relationships are not necessarily common knowl-
edge. For example, in some cases, they may have to be written. Identify-
ing all of the documents and their relationships gives the customer’s
security engineering team a firm understanding of the overall security
requirement. The family tree provides a common reference point for dis-
cussions with groups outside the security engineering team.

Once the customer’s security engineering team has resolved the con-
flicts between policies and structured the system-unique policy, the
customer’s team should continue with the development of the eventual
integrator’s contractual requirement for the system undergoing acquisi-
tion. This approach is distinctly different from development of a product:
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With a product, the team defining the policy is normally the team devel-
oping the solution.

In acquired systems the customer’s requirement team is defining the
set of constraints or policies that will be considered or established as
requirements during the acquisition. It is a rare situation where a revi-
sion to the security policy can be considered by an integrator subse-
quent to issuing the acquisition without significant impact on the cost
and schedule of the system delivery.

Design phase

Design guidance and regulations. The DoD has separate sets of
guidance governing the design and development of software systems
and trusted systems. The system integrator is faced with the necessity
to comply with the Contract Data Requirement List (CDRL) and the
Statement-of-Work (SOW) for the contract. This does not necessarily
result in the development of the standard TCSEC or system design
documentation. In most cases, the TCSEC documentation for the prod-
ucts underlying the system architecture has historically been assumed
to be adequate for the system itself. The result of this assumption is
that the system adaptations to support the integration are poorly docu-
mented. In addition, there is little opportunity to develop documenta-
tion unique to the integrated system environment and remain within
the cost and schedule originally conceived for the acquisition.

The general technical guidance for trusted systems design is con-
tained in the TCSEC under the concept of a product evaluation; the
DoD guidance for the design phase of a system development is con-
tained in “Defense Systems Software Development,” DOD-STD-2167A.
[DOD88a]. Where the system integration has been structured to acquire
both TCSEC-style and DOD-STD-2167A documentation, the two con-
cepts can be reasonably synchronized. Figure 1 illustrates the time lines
for the two sets of requirements and attempts to line them up one with
the other.

However, an integration of commercial off-the-shelf (COTS) products
cannot be guided by adherence to either set of documentation guid-
ance. Strict adherence to the DOD-STD-2167A process would ulti-
mately result in allocation decisions unmatched by any TCSEC-
evaluated product. This approach invariably results in a custom system
design rather than an integration. While DOD-STD-2167A can be sub-
verted to use COTS products, there is significant risk of misunderstand-
ing and conflict between the integrator and the customer organization.
During the acquisition process, there is little opportunity for the cus-
tomer to resolve at which point in the design process the integration
may transition from the custom design philosophy to the COTS design
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philosophy. For competitive reasons, there is little incentive for the in-
tegrator to examine unspecified alternatives that would result in addi-
tional cost.
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Figure 1. TCSEC and 2167A development requirements.

In a similar manner, vendor TCSEC documentation developed for a
product has no relationship to the environmental and operational con-
cerns that must be made a portion of the integrator’s requirement set.
This is not a fault of the documentation standard, the evaluation proc-
ess, or the vendor. Rather, it is a situational fact. When the product
vendor developed the TCSEC version of the document, the specific im-
plementation being integrated was not foreseeable. Therefore, the
documentation could not specifically address the environmental or op-
erational needs of the specific system. In a like manner, the vendor was
required to satisfy the documentation needs of the evaluation commu-
nity in describing the generic application and use of the security fea-
tures of the system. These requirements meant that the vendor
developed the system documentation for the generic evaluation, not the
operational system environment.
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During system integration, it is normally necessary to modify existing
products, develop “trusted processes,” and intentionally violate product
policy assumptions to meet system specifications. Each of these types of
integration actions creates system changes that mandate modification
of the vendor’s product documentation. In most system integration envi-
ronments, the TCSEC generic documentation is either invalidated or
superseded. However, without adaptation for use in the customer envi-
ronment, the resulting system integration would be unable to meet the
customer’s real purpose for the system.

Many customers have the misunderstanding that detailed application-
specific, or environmentally specific, tailored documentation is auto-
matically provided with a system. This type of customer misinterprets
the requirement for TCSEC compliance as calling out TCSEC documen-
tation, but tailored for the system. This belief that calling out the
TCSEC, or even TCSEC documentation, as a requirement will result in
usable system documentation has been repeatedly disproved.

The customer organization must establish the minimum set of rea-
sonable documents that is cost-effective, while establishing the neces-
sary discipline for the successful system. In many ways, it is the
discipline mandated by requiring the documentation rather than the
document itself that causes a gain in assurance. In other cases, it is
critical to advise users and administrators on how to operate the se-
lected set of features. In all cases, the need for a given document must
be viewed in terms of cost-effectiveness and applicability. The integrator
will be required to deliver only that documentation which the customer
has specified for purchase.

Certification team participation in design. The TCSEC approach was
formulated under the concept that the product evaluation team would
be working in concert with the vendor development team to achieve and
evaluate a secure product. This team effort was to be concerned with
attaining the requisite level of adequacy of the security aspects of the
system. There is little incentive for the evaluation team to consider op-
erability or performance. These operational considerations are left to
the vendor to address. The vendor evaluation team is thus frequently
placed in the position of accepting trade-offs, reducing operational ca-
pability simply to satisfy security evaluation team desires.

In contrast, the certification team assigned to an integration cannot ig-
nore the full set of requirements applicable to a system acquisition. This
team will be faced with relaxing some levels of security functionality or
assurance to meet operational requirements. This distinctly different
trade-off environment makes it critical that the certification personnel
be involved in all aspects of the system design, development, and inte-
gration.
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During an integration and acceptance process, the impact of the secu-
rity of the system is significantly influenced by the overwhelming set of
operational customer requirements. The integrator team and the cus-
tomer team are frequently placed in an adversarial position due to cost
and performance constraints. A significant number of large integrations
are additionally stressed by being fixed-price contracts with little room
for optimizing or trade-offs. As a result, the focus of the normal integra-
tion effort is on meeting immediate operational needs. The integrator’s
program management is frequently unwilling to make further trade-offs
that unfavorably affect the cost of the effort or that change the end-user
perception of the system’s operability.

The integration contractor does not have the authority to trade be-
tween different customer policy and requirement sets. This task falls to
the customer certification and accreditation team, which should be com-
posed of operational as well as security personnel. The certification team
executing the certification and accreditation plan should be composed early
in the project; it should include a representative of the Designated Ap-
proving Authority (DAA), whom we shall call the accreditor. Having the
certification team participate in developing the security ConOps and sys-
tem security architecture, or alternatively developing the set of security
requirements to be tasked in the SOW for the intended operational en-
vironment, provides the accreditor with insight into the rationale for the
security approach. It also allows trade-offs to be made by the customer
early in the development cycle. The accreditor's agreement should al-
ways be documented.

A logical extension of the TCSEC design and evaluation paradigm as
given by Tinto [TINT92] is that the product composition paradigm can be
viewed as being initiated by decomposing the system policy, then by al-
locating the system policy and functional responsibilities across the se-
lected system products.

Integration phase

MLS integration policy needed. There is no guidance for assessing
the level of security in an integrated trusted system solution. Likewise,
there is no nomenclature for even describing the level of technical secu-
rity in such an integrated system. The efforts closest to a description are
the product level descriptions (C1, C2, B1, B2, B3, Al) contained in the
TCSEC and the modes (dedicated, system high, partitioned, compartmented,
multilevel) of environmental description provided in the various DoD sys-
tem policy documents. Security engineers need to know how to assess
the level of trust of a system built from components. Lacking such a
yardstick, the accreditor relies on instinct and experience in assessing
the security of an integrated trusted system.
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Much of this assessment is developed from the credibility of either the
integrator’s security organization or the customer’s organization. Follow-
ing Tinto again, the integration and assessment issue is to adapt the
selected products and evaluate the adaptation of the system products in
accordance with the specifications for each product in the context of
the system policy.

Even when trusted components are used, the level of trust provided by
the integrated system is unclear. The attributes of each component are
affected by operation with other components. The unintended effects of
their interaction are little understood. Trade-offs necessary to meet the
customer’s mission needs, and the revisions made in the respective
components to achieve that result, further complicate the ability to ac-
curately perceive the totality of security provided in a system. The vari-
ous product security policies are, in many cases, different, resulting in
even further difficulties. For example, products selected from different
vendors by the integrator may have different approaches to labeling,
auditing, and access control. Design decisions made by the independent
vendor design teams are unconstrained by interoperability standards,
resulting in invariable incompatibilities in format and policy enforce-
ment. The result of the integration of these components may not pro-
vide adequate security controls for the system. Customer concepts
requesting centralized authentication, audit, administration, and sin-
gle-point (unitary) login each result in modifications to the various com-
ponents that invalidate their individual evaluations. The impact of the
adaptations or modifications on the integrated system solution is not
defined and therefore cannot be reasonably assessed.

Combine products securely. Engineering a trusted system that
meets requirements for functionality and trustworthiness is not simple
or well defined. It involves identifying TCB alternatives such as:

whether and how to modify the TCB,

which trusted and untrusted processes can be modified and used,
how to convert existing applications, and

when to develop new applications [GAMBS8S].

HOb

In a custom solution to a secure system requirement, the first step is
to decompose system requirements to the most detailed level possible,
allocating software and hardware requirements into modules, compo-
nents, or “boxes.” The second step is to partition trusted and untrusted
functionality for each requirement by determining which modules per-
form a security function in enforcement of security policy. Next come
supplementary steps for trusted software, which include:
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1. minimization of trusted code by iteration until minimum trusted
code remains,

2. elimination of duplicate security functions,

3. verification and validation of trusted software, and

4. if new hardware is involved, code optimization for the new hard-
ware platform.

The final step is then to recompose the policy to determine whether the
intended policy is enforced by the combination of system products and
adaptations.

For a COTS integration, the steps are somewhat different. The first
step is to identify the functional “boxes” required in the operational sys-
tem in a manner similar to a custom solution. The boxes likewise
should not be constrained by the security requirement at this stage but
reflect the best detail of the overall system requirements. Once the
functional allocation is achieved, the information requirements for inte-
gration of those functional boxes need to be determined. These re-
quirements may be expressed in the form of input, process, and output
requirements, or in the form of a module interface definition.

Other approaches supported by formal security modeling may also be
applied, such as information flow analysis. When these models are
used, the policy enforced on that information flow between boxes can
then also be described as either interface descriptions or input/output
definitions. This description of information needs and information con-
straint should include elements essential to the security policy, such as
security levels, access needs of users, and transmission across various
media. Once this “architecture” has been validated, the security re-
quirements should be overlaid to determine the functionality and level
of product assurance needed to achieve that information transfer.

Integrating or composing two or more system components requires
that an event in one component in some way causes a flow of informa-
tion to an event in the target component. The method chosen to asso-
ciate, or couple, events in the systems is the heart of TCB composition
or trusted system integration. Possible levels of coupling range from
completely disjoint to a completely coupled system in which all compo-
nent policy elements are shared [FELL91]. Neither of these extremes is
of practical use to the integrator. The real integration activity occurs in
partially coupled cases. Partial coupling requires the precise definition of
functionality and allocation of that functionality to the component.

Once the security functionality is established, the performance re-
quirements need to be introduced into the solution. This late perform-
ance introduction ensures that the full set of operational requirements
and security requirements is considered when calculating the hardware
needs of the system. Invariably, the result will be a null set. This simply
means that there is not available, as an evaluated solution, the precise
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combination of applications, trusted products, and hardware that meets
the requirements defined by the customer. This fact results in a set of
trade-offs that must be considered by the integrator to meet the cus-
tomer needs.

Build or buy a TCB? The TCB integrator’s basic alternative is
whether to build or buy. You should, as an integrator, buy whenever
you can, as TCB development is very expensive, time consuming, and
specialized. Basing the solution on a combination of NSA-evaluated TCB
products listed in the evaluated products list (EPL) greatly simplifies certifi-
cation, even though modification or addition will be required. A previ-
ously evaluated TCB can be modified, even though the modification
destroys the EPL rating. Even with the EPL evaluation invalidated by ad-
aptations, incorporating evaluated products into systems usually makes
certification easier when the integrator is constrained by the contract in
the formulation of the revisions. Building a new TCB is an integrator’s
last resort because of technical risk, expense, elapsed time, and certifica-
tion difficulties.

The need to modify the product TCB occurs as a result of the trade-
offs noted in the previous section in response to allocation decisions. In
particular, the decisions regarding allocation of trusted features result
in the need to modify the component TCB. The system-level security
policy is used to ensure completeness of the functional security alloca-
tion. Once allocated to a component, the security function can then be
compared with the component feature set. (This can be a recursive or
reiterative process. The spiral approach has often been used to describe
the allocation evolution.) Frequently, the component TCB contains fea-
tures that are determined to be allocated to another component and
not desired in this component. Additionally, the system may require a
component to provide a function somewhat different from the product
COTS capability. Note that if source code modification is necessary, it
requires cooperation of the component TCB vendor. There are many
business factors that might inhibit such cooperation.

You may elect to modify the component TCB by excising a feature of
the component when that feature is to be provided in a different com-
ponent. This is probably the more typical case of modification. You may
amend the vendor software that provides a feature, when the system
specification requires such a modification (for example, changing the
password mechanism).

The third approach to modification may be to revise a vendor policy
assumption used in the product evaluation (for example, identity based
on TCB identity rather than user identity). This modification requires no
revision to the TCB code but just as clearly invalidates the product
evaluation.
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Trusted and untrusted processes. Trusted processes are, by defini-
tion, part of the TCB. They are inside the TCB boundary because they
enforce some customer security policy, or because they are exempt, in
whole or in part, from mediation by other parts of the TCB. This exemp-
tion is necessary for the system to perform some element of the cus-
tomer’s intended mission. An “off-the-shelf” product’s security policy
often prevents necessary customer actions; this is circumvented by in-
cluding selected “additional feature” modules within the TCB.

The concept of how a trusted process impacts on system integration
requires some explanation. The common thought is that (a) because
the processes violate the TCB policy, (b) they are trusted. However,
these processes are not trusted because they violate the policy; rather
they must be analyzed thoroughly to achieve a sufficient level of trust to
be permitted to become part of the TCB. This means that the same level
of assurance used for the product, or demanded by the system policy,
must be applied to the design and development, evaluation, and con-
figuration management of the “trusted processes” as defined for use in
the system architecture.

Trusted processes are normally developed by the integrator as an ad-
junct to the COTS TCB. Trusted software must be analyzed extremely
carefully for any undesirable interaction with other parts of the TCB. It
is, therefore, highly desirable to minimize the amount of unique applica-
tions software with security relevance requiring insertion into the TCB.
The process described in the section “Combine products securely”
should be used to absolutely minimize the application requirement to
that which is truly security relevant. Design review, redesign, and
reanalysis should be iterated until you are satisfied that:

1. the amount of TCB code has been minimized,
the solution is necessary and sufficient to achieve only that
minimum set of features required, and

3. the implementation is direct, concise, and easily assessable.

The untrusted processes are, by definition, outside of the TCB. These
applications may have to be restructured to be integrated into a trusted
system and continue to function correctly. This process is commonly
called “porting the application,” although normal portation is much sim-
pler. You start by identifying all routines and software modules without
security functions and continue by assessing compliance with system
design objectives for all untrusted software.

Converting an existing application starts with selecting a TCB upon
which to rehost it. Starting with a mature TCB is necessary to reduce
the certification effort to permit the application to be installed as a single-
level application in an overall trusted multilevel operation. After analyz-
ing requirements to convert the existing software application to operate
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under the control of the selected TCB, you discard the code that per-
forms features which will be performed by the underlying TCB. As a re-
sult of this process, it will normally be necessary to make modifications
to the application because of partitioning between trusted and un-
trusted software. Certain functions will move from untrusted to trusted
software.

Some existing applications may not work because of security viola-
tions caused by design or performance shortcuts, such as direct memory
or screen access. These violations can be eliminated by rewriting, if you
have the application source code. Other security violations, such as at-
tempting to open files at multiple security levels at the same time, may
require so much redesign as to be prohibitively difficult. This situation is
especially critical if the integrator is not familiar with the detailed design
of the application and its internal documentation is inadequate.

Porting untrusted applications to a TCB. Porting an application to
a TCB involves understanding the needs of the application and the
services offered by the target TCB. In this discussion, we concentrate on
meeting security needs. Differences in operating systems are extremely
important and may pose considerable difficulty, but these differences
are well-known porting problems outside the scope of this discussion.

All TCBs will include a DAC mechanism that provides at least permis-
sion bits for read, write, and execute capabilities for owner, group, and
others, and may also include an ACL (access control list) capability. This
capability allows access control to the level of specific users or, at a more
general level, multiple groups of users. For instance, an ACL can be
composed that allows a specific user read and write access to a file or
the members of several groups read access to a file. Since most operat-
ing systems provide some form of DAC, there should be little or no diffi-
culty in adapting the application to the DAC on the target TCB.
However, the interaction between permission bits and ACL may be com-
plex and difficult to administer securely.

The creation and maintenance of DAC group membership vary among
operating systems. Some permit any user to create a group; adding or
removing members is under the control of the creator (the owner) of the
group. Other operating systems centralize group administration under a
role such as information system security officer. Such differences may affect
the installation and operation of untrusted applications.

Mandatory access control (MAC) is one of the significant security fea-
tures on the TCBs in the B and A classes. MAC enforces a security policy
based on labels. MAC-based systems permit multilevel operation, but the
MAC policy rules may not be compatible with some applications. Applica-
tions that internally manage temporary resources or cross-reference
documents may fail when constrained by the MAC policy. Invariably,
enabling an application to understand security labels necessitates plac-
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ing some subset of that application inside the TCB boundary. Precluding
the application from being either in the TCB or obstructed by the MAC
policy generally requires conceptual reorganization in the application.

During the identification and authentication login dialogue, the user es-
tablishes an initial current sensitivity level at or below his or her clear-
ance. Most operating systems allow a user to change the current
sensitivity level without requiring the user to log off. However, there is a
wide variation in restrictions applied to the initial login level, such as
the initial level being constrained to a minimum or maximum level.
Such variation between COTS TCBs may only be an inconvenience or
may be a major problem, depending on the amount of flexibility the cus-
tomer has allowed the integrator.

A multilevel directory capability is provided in most trusted operating
systems, but some do not provide an interface that allows an application
to use this capability. In certain situations, the multilevel directory ca-
pability is an effective means of buffering the application from the effects
of MAC, thereby easing the installation of an untrusted application.
However, there are quirks in the implementation of multilevel directo-
ries on TCBs that must be dealt with.

Some applications record events in an application audit file. Trusted
systems enforce access policies to the audit file that may not be com-
patible with the untrusted application. Further, MAC can require an
audit log at each sensitivity level if a “write equal” policy is enforced.
When such a restriction is levied, unanticipated by the untrusted appli-
cation, unexpected application errors will occur. User dictionaries may
“disappear” as a result of being modified by a higher level application
domain. In addition, logical views of separate database tables may mal-
function due to similar modification difficulties.

The effects of multilevel security are generally transparent in a single-
level mode of application operation, but can cause problems when the
application attempts to dynamically create files and write to files, due to
the “no write down” aspect of MAC policy. For example, temporary work
files can be a problem due to a mismatch between the user’s operating
level and the directory in which the temporary file is written.

Complex systems. While developing trusted products is difficult, inte-
grating evaluated trusted products (and some unevaluated products)
into a real system to function in a real environment is even more chal-
lenging. If the system is sufficiently simple to permit implementation of a
single security policy under a single security administration, the prod-
ucts possibly can be modified to meet the requirements for what the TNI
calls a single trusted system. DODD 5200.28 uses the term unified system
to refer to the same concept. In this concept, the integrator normally
must demonstrate a single point of policy enforcement within the TCB
which unambiguously performs each of the minimum functions of the
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TCSEC or TNI. This simplistic integration then could be evaluated under
the concept of a network product. However, the network product rarely
fully meets the needs of a secure system’s integration.

The administration of a large integration necessarily requires multiple
administration points. The geographical dispersion of a large integration
requires multiple contingency recovery approaches.

The network-based alternative is to approach the integration as an in-
terconnection of separately accredited AIS. In this approach, each of the
partitioned components would be assessed on its own merits. In a typi-
cal system integration, there is also little likelihood that the system
would meet the definition of the TNI for this product evaluation. How-
ever, each of these separately accredited AlSs must fully support accredita-
tion on its individual merits. The allocation of partitions of policy
requirements for the system TCB to individual components removes fea-
tures from the components necessary for the independent accreditation
of those components. Even in the case of interconnection of separately ac-
credited AlSs, the collection of components within the integrated system
cooperates to collectively meet the intent of, or the set of features re-
quired by, the security accreditation policy. As stated earlier, there is no
guidance for evaluation of an integrated system. The available guidance
focuses on merely the evaluation of the underlying computer or network
components.

The salient feature of systems integration is that the community
needs additional guidance. Although two integrated systems may be de-
fined as requiring the same level of trust (either TCSEC or TNI), applica-
ble security features and assurances associated with these systems can
vary significantly [FERR91].

Certification and accreditation

In this section, we discuss the role of certification and accreditation
(C&A) and establishing a C&A program.

Role of certification and accreditation (C&A). Certification is a formal ex-
tension of independent verification and validation (IV&V). That is, the
organized process of quality control is separated from the process of sys-
tem development and provided by independent persons. Certification pro-
vides a technical assessment of the security properties of a system
relative to criteria selected at system inception. This process is actually
the recomposition of the “system policy to determine that the intended
policy is enforced by the combination of system elements” [TINT92]. The
certification process then requires evaluation of the integrated system
operating in its environment. The purpose of this process is to ensure
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that all of the criteria have been satisfied at some standard level. The
technical certification report is a valuable input to accreditation.

Accreditation involves an assessment to determine if a system in its op-
erational mode has minimized risks to a level that is secure enough to
permit the system to process operational data. While certification is a
technical assessment of the adequacy of the features of the system, ac-
creditation is a management decision that balances operational mission
criticality or need against the residual risk. This decision is made also
considering:

1. the sensitivity of the data,
cost-effectiveness of additional enhancement of features or as-
surance,

3. definition and enforcement of administrative procedures, and

4. evaluation of the adequacy of the security administration and
end-user training program.

The accreditor makes the case-by-case decision to permit the system to
operate within a given set of operational constraints. These constraints
are normally expressed as mode of operation. Only the dedicated mode
processes a single level of information; system high, partitioned, and multi-
level secure modes all simultaneously process multiple levels of informa-
tion. Only the protection requirements or user/facility clearance
environments are differently constrained.

The accreditor has other options, among which are:

1. reject the system for operational use,

2. modify the mode of operation to a mode having a lower risk,

3. redefine the operational environment by restricting potential us-
ers, or

4. accept the system for operational use, conditional upon progress
being achieved on correcting the deficiency.

The ITSEC emphasizes that accepting a system for use in a particular
environment requires consideration of multiple factors before the sys-
tem can be considered as fit for its intended purpose. Considerations
include:

*  sensitivity of data processed,

. user trustworthiness,

* intended mode of operation (for example, dedicated, system high,
multilevel),

* assurance in the technical security provided by the system,

. the owner of the information,

* confirmation of management responsibilities for security,

348 Information Security



* compliance with relevant technical and legal/regulatory responsi-
bilities for security,

 confidence in the adequacy of nontechnical security measures
provided in the system environment, and

* the mission and operational concept.

The accreditor has the following options:

*  permit operation as planned;

* require specified changes in system design or implementation, the
way the system is operated, or the environment before operation
is permitted,;

* permit operation for a limited period on the condition that speci-
fied changes are made within that period;

* restrict the mode of operation (for example, deny multilevel opera-
tion but permit partitioned mode); or

*  prohibit operation.

The available official guidance [GUID83, GUID84]| is not current; some
papers are available (see [BAUE91] and its references) that report on ac-
tual experience and lessons learned.

Summary

We have shown that the transition from product to workplace requires
a set of ideals different from that of building a trusted or evaluated
product. The dominance of security in the development of a product is
replaced by the functional and performance requirements of a system
statement of work or contract specification. The challenge is that of
working in an environment which has no agreed on guidance or stan-
dards. This situation can be both frustrating and risky. The keys to
achieving a successful system integration are the cooperation of the ac-
creditor in establishing the requirements before contract solicitation, the
skill of the integration teams in developing approaches that minimize
risk, and the skill of the customer in choosing the winning approach.
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