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the former White House counterterrorism chief turned
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http://www.wired.com/dangerroom/2011/11/darpahackerscybersecurity/



http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/

A Thought Experiment

Analyst, Administrator or Adversary?

Aadct2z2 R2 Yé 220X L VYSSR
traffic entering or leaving your site:
I | need access to every packet.
I | need the timehistory of the traffic.
iL ySSR Gz22fa a2 L Oly Ly
A Analysts, administrators, and adversaries desire
the same resources.

A Analysts, administrators, and adversaries pose
similar threats to cybersecurity.

aLy | { [ NRkavsimbtivd, anfloppdriunity is a popular cultural summation of
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Sourcehttp://en.wikipedia.org/wiki/Means, _motive, and_opportunity
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A Thought Experiment

Are we doing cybersecurity wrong?

ACritical Control 9 : Controll ed Acce

- http:// anssokalcritigal-gecurity-controls/control.php?id=9

t NRPOIl OAT Al @

2 F YLINRYAEAS AYQNSBI
F RYAYAAaGNF 02 NE

2
yiEteadgIxo GKHO A



http://www.sans.org/critical-security-controls/control.php?id=9
http://www.sans.org/critical-security-controls/control.php?id=9
http://www.sans.org/critical-security-controls/control.php?id=9
http://www.sans.org/critical-security-controls/control.php?id=9
http://www.sans.org/critical-security-controls/control.php?id=9

A Thought Experiment

Are detection and protection mutually exclusive”

A Increasedietection:

I mayincrease the probability that a bad guy will be discovered and
caught.

I will increase the probability that data will be compromised.

A Improved useprotection:
I will decrease the probability that data will be compromised.
I mayenable compromise without detection.

of it is capable ofevealingall that is going on inside of it.

Any system that is capable détectingall that is going on insidIs




A Thought Experiment

The Thought Experiment in Perspective:
Moving from Fird=ightingto FireScience

San Francisco, 1906



A Thought Experiment
A comprehensive approach to cybersecurity ha:

multiple timeframes and objectives.

klers ...
eterrence Strategies

Create a Cyber Security

LONG TERM: |

Complex Systems, Inf
Systems Engin
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Develop and Apply Cyber Security SCIENCE
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G ¢ KeHfulfilling prophecyis, in the beginning, dalsedefinition
of the situation evoking a new behavior which makes the original
FILf{aS O2yOSLIWiA2Yy O2YS UUN

- Social Theory and Social StructlRebert K. Merton



The Exemplar Threat: The Insider

User actions can defeat the strongest
security system.

The Ottomans laid siege to
Constantinople in April 1453

‘ ( ,’[' - Y
After two months of 5N | " | 3°
unsuccessful attemptsto 4 =
breach the city walls, the & "N VN
Ottomans discovered an | | & B Y
unlockedgate. R B L
The Ottomans rushed in ang \
conguered the city. :

Users are the critical element in any security strategy.



The Exemplar Threat: The Insider
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malevolent, manipulated, or confused users.
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;'5. i i hydroelectric power plant beforerrant keystrokes
o TS by the operator of a remote cybernetwork turned
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dozens of workers and tore the machine
2dzi 2F Al QA Y2dz3fi'])\
fear that such effects can be created by
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Photo Source: http://www.bigpicture.in/thesayaneshushenskayaamaccident/



The Exemplar Threat: The Insider

Insider Threat Observations

A Intent is the only certain way to distinguish between benign
and malicious insiders.
I Intent is devilishly hard to determine.
I Manipulated or confused insiders are equivalent to malicious insiders.

A In cyberspace, smart and/or wetsourced people will always
be able to redirect attribution to the neso-smart or welt
resourced.

I There is no physicality in cyberspace.

I Any conclusion reached based solely on cyber data is subject to
deception.

. Se2yR | wSlaz2yrotsS 52dzoay

The standard that must be met by the prosecution's evidence in a criminal prosecution: that no
other logical explanation can be derived from the facts except that the defendant committed the
ONAYSZI GKSNBoée 20SND2YAYy3I (GKS LINBadzyLIXiAzy G

Sourcehttp://legal-dictionary.thefreedictionary.com/Beyond+a+Reasonable+Doubt
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The Exemplar Threat: The Insider
aDSYSNA O

A disgruntled former employee takes
revenge on the victim organization
after they failed to fix a vulnerability
he reported in their software while
he was employed.

Insider resigns after
employer failed to

take action
Insider found a

serious security flaw

in current

SYLJ 28& SNRa&

A Immediately
notified employer
about the
vulnerability

A Left the victim
SFamzation a
month later

Insider had a history

of insider sabotage

A Convicted three
years earlier at a

A Never patched
the vulnerability

The content of this slide was collected strictly
from publicly available information.
(from http://www.cert.org/insider_threat/)

previous employer

Ly aAR

Subject destroyed
2NHF yAT I 0A2YyQa
A Used his stilhactive

previous company email
account to notify the
O2YLJ ye Qa
the security flaw

Odza i

A Directed customers to

Ay aAh RSNQa 6So
contained instructions
for fixing the security

hole

A Accidentally crashed

LINB OA 2dza SYLIX
email servers
A Victim organization went

out of business



The Exemplar Threat: The Insider

The insider threat Is otf-scope for
current cybersecurity thinking.

Ad. IRatBCI f £ I Oe €Y
I The small proportion of insiders in a largely

7.) Application law-abiding population makes even a system
%) Bresaaion with a very low false positive rate useless in
5.) Session practlce.
4.) Transport
3.) Network A Userfrustration and confusion are
2.) Data Link unintended consequences of using limited
1) Physical scope rules to address an eof-scope
problem.
A TheA y
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to Gen. Keith Alexander, who leads U.S. Cyber Command, the military
organization devoted to active, dajo-day defense of military
VSUg2N)l ad d2S RAIFIAy2aS UKS Yl gl
up again and wait for the next exploitation. We have to change the
gl e 6S GKAY]l l062dzi RSTSYRAY:

http://www.wired.com/dangerroom/2011/11/darpahackerscybersecurity/
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Fullscope Cybersecurity

Fullscopecybersecurity addresses all systen
vulnerabilitiesandthe insider threat.

HMI Human Less predictable Example Layer 125
Perception Cultural Norms Larger Error Bars Vulnerabilities:
Cognition Social Norms Less Deterministic ASpearphishing
Experience Organizational Roles ASocial engineering

7.) Application
Authorities 6.) Presentation
:En)((:%?]%t\?gsn ] ii i;issl‘gzrt Traditional, Iimiteql-scope

cybersecurity

3.) Network

2.) Data Link

1.) Physical

System Hardware

(Motherboard, etc.) EX?mpIeb_:T?yer—Il

A v | o < Y[ Vulnerabllities:
o EYLRYSYU | fibre Celidlin ASupply Chain Attacks

2 |Semiconductor Physicsmaller Error Bars
More Deterministic

1 [Atomic




Fullscope Cybersecurity

Fullscopecybersecurity acknowledges that
Insiders can baired ordereor created

R s

Hired

B
Deliberate

S

k=

S Hiring and Poor Treatment and Malicious Insider

S Recruiting | Incentives (Intentional)

Benign Created ﬁ
Poor Business Processes, Manipulated
Support, and Training Malicious Insider
Ordered (Unknowing)

Requisitions and
Contracts

Solutions to the insider threat problem may lie predominantl ?
outsidethe purview of traditional cybersecurity practice.

Salt-© 2011 Sony Pictures Digital Inc. All Rights Reserved.

Service, Supplies, and Equipment

Purchase
Order




Fullscope Cybersecurity

Limited scope strategigeansform a loyal and committed
workforce to a confused and/or bitter set of vulnerabillities

Poor Treatment and Dell_b_erate .
X : Malicious Insider
O Incentives :
Q Hiring and (Intentional)
S n g.t. Benign Created
F rectuiting . Manipulated
Poor Business Processes, L _
Supoort. and Trainin Malicious Insider
PPOrL, g (Unknowing)
M
“ * r'\ ' f Loyal, Committed Confused, Bitter,
% ? f’ Social Network Disconnected Individuals

G ¢ Keffulfilling prophecys, in the beginning, falsedefinition of the situation
SP21Ay3a I yS¢é 0SKIGPBAZ2NI 6KAOK YI 1S4 (K¢
- Social Theory and Social StructiRebert K. Merton



Fullscope Cybersecurity

What message does this banner conve

A Generic Login Banner:

WARNING NOTICE TO USERS: Systems Are Monitored

All users of this system and all information on this system are subject tc
interception, monitoring, recording, copying, auditing, and inspection at our
discretion, and disclosure to us and third parties, including, but not limited|to,
the United States Government, any authorized investigative and law
enforcement personnel, and officials of other entities, both domestic anc
foreign. By using or accessing this system, you consent to and permit all of the
above without limit as to when such action may be undertaken.

Unauthorized or improper use of this system may result in disciplinary,
administrative, civil, and/or criminal penalties.
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"We can have all the records in the world and if somebody wants to
trade outside them or something, you know, they're not going to tell us
IKS@UNBE UNIYRAY3I AY (UKSAN O2dzaAyUda
Munger said. "l think your best compliance cultures are the ones which
have this attitude of trust and some of the ones with the biggest
O2YLX Ay OS RSLINIYSyduaszs tA1S 21 ¢
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Effective Cybersecurity

Absolute Certainty is Unobtainable

1‘ ' T

‘ '!ﬂ!" f Loyal, Committed Confused, Bitter,
‘ % 5’ Social Network Disconnected Individuals

No Certainty
YY 20 [Aﬂﬂfé
Know Trust No Trust

Stepld2S FTRYAGGSR ¢S & SNBt thaRoardwed Saa
KIR 0S02YS dzymdithaferibpbdd.doildi®-step program
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Effective Cybersecurity

Effective Cybersecurity

Are the processes
we are putting in
place todetect

GKAAa GKN

XAY Il ROS
resulting in the
creationof this

threat?
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I Develop and cultivate trust, loyalty and accountability.

Salt-© 2011 Sony Pictures Digital Inc. All Rights Reserved.



Effective Cybersecurity

Are we doing cybersecurity wrong?

Opportunity: Balanceéetectionwith userprotection.




Effective Cybersecurity

Changing the cybersecurity dialog
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T Includes detection of adversaries.
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née structur al reforms to
and safeguarding of classified information on

computer networks that shall be consistent with
appropriate protections f
Executive Order 13587, fAStrwuctur al Ref

Net wor ks and the Responsi ble Sharing a
(aka the AWi kil eaks Executive Ordero),




Effective Cybersecurity

A Notional User Protection Systernr

A Nonbetrayalc data cannot be used against the users will.
A Privacyc user control over all data.

A Anonymityc adversary is provably unlikely to extract useful
data.

A Nonattribution ¢ forensics pushed to the physical endpoints.
A Nonpersistence; no trace remains of data transferred.

A Strong authenticatiorg at all endpoints, as certain as the real
world (endpoint and real world equivalence).



Summary: Cybersecurity Challenges
and Opportunities

A Cybersecurity as it is practiced today is limited in scope.
I Ignores significant vulnerability space.

A Fullscope cybersecurity is based on what people (and systems)
actually do.

I Not what we wish they did.
I A focus on user protection supports users.

A People respond favorably to interesting challenges, positive
Incentives and being treated well.

I Effectivecybersecurity develops a culture of trust, loyalty and
accountability through positive incentives and fairness.

A What would auserprotection systemook like?

I What governance and policy changes are needed to encourage
development of this system?
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