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άΧ¦Φ{Φ ƴŜǘǿƻǊƪǎ ŀǊŜ άŀǎ ǇƻǊƻǳǎ ŀǎ ŀ ŎƻƭŀƴŘŜǊΣέ wƛŎƘŀǊŘ /ƭŀǊƪŜΣ 

the former White House counterterrorism chief turned 
ŎȅōŜǊǎŜŎǳǊƛǘȅ /ŀǎǎŀƴŘǊŀΣ ǘƻƭŘ ŀ ǇŀŎƪŜŘ ōŀƭƭǊƻƻƳΦέ 

 

http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/ 
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Analyst, Administrator or Adversary? 

Åά¢ƻ Řƻ Ƴȅ ƧƻōΣ L ƴŜŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƻǊ ŀƭƭ ǿŜō 
traffic entering or leaving your site: 
ïI need access to every packet. 
ïI need the time-history of the traffic. 
ïL ƴŜŜŘ ǘƻƻƭǎ ǎƻ L Ŏŀƴ ŀƴŀƭȅȊŜ ǘƘŜ ŘŀǘŀΦέ 

ÅAnalysts, administrators, and adversaries desire 
the same resources. 
ÅAnalysts, administrators, and adversaries pose 

similar threats to cybersecurity. 

A Thought Experiment 

άLƴ ¦{ /ǊƛƳƛƴŀƭ ƭŀǿΣ means, motive, and opportunity is a popular cultural summation of 
ǘƘŜ ǘƘǊŜŜ ŀǎǇŜŎǘǎ ƻŦ ŀ ŎǊƛƳŜ ƴŜŜŘŜŘ ǘƻ ŎƻƴǾƛƴŎŜ ŀ ƧǳǊȅ ƻŦ Ǝǳƛƭǘ ƛƴ ŀ ŎǊƛƳƛƴŀƭ ǇǊƻŎŜŜŘƛƴƎΦέ 
  Source: http://en.wikipedia.org/wiki/Means,_motive,_and_opportunity  

http://en.wikipedia.org/wiki/Means,_motive,_and_opportunity


Are we doing cybersecurity wrong? 

tǊƻōŀōƛƭƛǘȅ ƻŦ ŎƻƳǇǊƻƳƛǎŜ ƛƴŎǊŜŀǎŜǎ ǿƛǘƘ ŜŀŎƘ άƳƻƴƛǘƻǊέ όǇǊƻƎǊŀƳΣ 
ŀŘƳƛƴƛǎǘǊŀǘƻǊΣ ŀƴŀƭȅǎǘΣΧύ ǘƘŀǘ ƛǎ ŀŘŘŜŘ ǘƻ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇŀǘƘΦ 

Χ ŀƴŘ 
so on 

A Thought Experiment 

ñCritical Control 9: Controlled Access Based on the Need to Knowò 

  -  http://www.sans.org/critical-security-controls/control.php?id=9 

http://www.sans.org/critical-security-controls/control.php?id=9
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Are detection and protection mutually exclusive? 

Å Increased detection: 
ïmay increase the probability that a bad guy will be discovered and 

caught. 

ïwill  increase the probability that data will be compromised. 

 

Å Improved user protection: 
ïwill  decrease the probability that data will be compromised. 

ïmay enable compromise without detection. 

Any system that is capable of detecting all that is going on inside 
of it is capable of revealing all that is going on inside of it. 

A Thought Experiment 



Chicago, 1871 

San Francisco, 1906 

The Thought Experiment in Perspective:  
Moving from Fire Fighting to Fire Science 

A Thought Experiment 



A comprehensive approach to cybersecurity has 
multiple timeframes and objectives. 

    Near term                                Mid term                                      Long Term         

PAUSE 

Strong Kerberos Passwords 

Better Education of Users 

Upgrade and Patch 

NEAR TERM: Put the fire out ....   

Improve HYGIENE 

Model Adversaries, Their Operations, and Develop Deterrence Strategies  

Develop Robust Cultural Security Metaphors 

Make Cyber Security Easier, Clearer and More Intuitive 

MID TERM: Install fire suppression sprinklers ... 

Create a Cyber Security CULTURE 

Complex Systems, Informatics, Information Theory 

Systems Engineering, Risk Management 

LONG TERM: Intrinsically fireproof buildings 

Develop and Apply Cyber Security SCIENCE 

Human, Economic, Legal Systems 

A Thought Experiment 



Outline 

ÅA Thought Experiment 
ïAre we doing cybersecurity wrong? 

ÅThe Exemplar Threat 
ïThe Insider 

ÅFull-scope Cybersecurity 
ÅEffective Cybersecurity   

 
ά¢ƘŜ self-fulfilling prophecy is, in the beginning, a false definition 
of the situation evoking a new behavior which makes the original 

ŦŀƭǎŜ ŎƻƴŎŜǇǘƛƻƴ ŎƻƳŜ ϥǘǊǳŜϥΦέ 

  

- Social Theory and Social Structure, Robert K. Merton 



User actions can defeat the strongest 
security system. 

The Ottomans laid siege to 
Constantinople in April 1453. 
 
After two months of 
unsuccessful attempts to 
breach the city walls, the 
Ottomans discovered an 
unlocked gate.  
 
The Ottomans rushed in and 
conquered the city. 

Users are the critical element in any security strategy. 

The Exemplar Threat: The Insider 



ά9ǊǊŀƴǘ YŜȅǎǘǊƻƪŜǎέ Ŏŀƴ ōŜ ŎŀǳǎŜŘ ōȅ 
malevolent, manipulated, or confused users. 

άΧǘƘŜ ǘǳǊōƛƴŜ ǊƻƻƳ ƻŦ ǘƘŜ {ƘǳǎƘŜƴǎƪŀȅŀ 
hydroelectric power plant before errant keystrokes 
by the operator of a remote cybernetwork turned 
ƻƴ ŀ ŘƛǎǳǎŜŘ ǘǳǊōƛƴŜ ŀƴŘ ŎǊŜŀǘŜŘ ŀ ŘƛǎŀǎǘŜǊΦέ 

ά¢ƘŜ ŘƛǎǳǎŜŘ ǘǳǊōƛƴŜ ŎǊŜŀǘŜŘ ŀ άǿŀǘŜǊ 
ƘŀƳƳŜǊέ ǘƘŀǘ ŘŜǎǘǊƻȅŜŘ ǘƘŜ ŦŀŎƛƭƛǘȅΣ ƪƛƭƭŜŘ 
dozens of workers and tore the machinery 
ƻǳǘ ƻŦ ƛǘΩǎ ƳƻǳƴǘƛƴƎǎΧ aƛƭƛǘŀǊȅ ƻŦŦƛŎƛŀƭǎ 
fear that such effects can be created by 
ƘŀŎƪŜǊǎ ƻǊ ŎȅōŜǊǿŀǊǊƛƻǊǎΦέ 

vǳƻǘŜ {ƻǳǊŎŜΥ ά/ȅōŜǊ 5ŜƭǳƎŜΣέ !Ǿƛŀǘƛƻƴ ²ŜŜƪ ŀƴŘ {ǇŀŎŜ ¢ŜŎƘƴƻƭƻƎȅΣ aŀȅ ноΣ нлммΣ ǇΦпн 

Photo Source: http://www.bigpicture.in/the-sayano-shushenskaya-dam-accident/ 

The Exemplar Threat: The Insider 



Insider Threat Observations 

Å Intent is the only certain way to distinguish between benign 
and malicious insiders. 
ï Intent is devilishly hard to determine. 

ïManipulated or confused insiders are equivalent to malicious insiders. 

Å In cyberspace, smart and/or well-resourced people will always 
be able to redirect attribution to the not-so-smart or well-
resourced. 
ïThere is no physicality in cyberspace. 

ïAny conclusion reached based solely on cyber data is subject to 
deception. 

ά.ŜȅƻƴŘ ŀ wŜŀǎƻƴŀōƭŜ 5ƻǳōǘΥ 

The standard that must be met by the prosecution's evidence in a criminal prosecution: that no 
other logical explanation can be derived from the facts except that the defendant committed the 
ŎǊƛƳŜΣ ǘƘŜǊŜōȅ ƻǾŜǊŎƻƳƛƴƎ ǘƘŜ ǇǊŜǎǳƳǇǘƛƻƴ ǘƘŀǘ ŀ ǇŜǊǎƻƴ ƛǎ ƛƴƴƻŎŜƴǘ ǳƴǘƛƭ ǇǊƻǾŜƴ ƎǳƛƭǘȅΦέ  
   Source: http://legal-dictionary.thefreedictionary.com/Beyond+a+Reasonable+Doubt 

The Exemplar Threat: The Insider 
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άDŜƴŜǊƛŎέ LƴǎƛŘŜǊ ¢ƘǊŜŀǘ aƻŘŜƭ 

A disgruntled former employee takes 
revenge on the victim organization 
after they failed to fix a vulnerability 
he reported in their software while 
he was employed. 

The content of this slide was collected strictly 
from publicly available information. 

(from http://www.cert.org/insider_threat/) 

Insider had a history 
of insider sabotage 
ÅConvicted three 

years earlier at a 
previous employer 

Insider found a 
serious security flaw 
in current 
ŜƳǇƭƻȅŜǊΩǎ ŎƻŘŜ 
Å Immediately 

notified employer 
about the 
vulnerability 

Insider resigns after 
employer failed to 
take action 
ÅNever patched 

the vulnerability 
ÅLeft the victim 

organization a 
month later 

Subject destroyed 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǊŜǇǳǘŀǘƛƻƴ 
ÅUsed his still-active 

previous company email 
account to notify the 
ŎƻƳǇŀƴȅΩǎ ŎǳǎǘƻƳŜǊǎ ƻŦ 
the security flaw 

ÅDirected customers to 
ƛƴǎƛŘŜǊΩǎ ǿŜōǎƛǘŜΣ ǿƘƛŎƘ 
contained instructions 
for fixing the security 
hole 

ÅAccidentally crashed 
ǇǊŜǾƛƻǳǎ ŜƳǇƭƻȅŜǊΩǎ 
email servers 

ÅVictim organization went 
out of business 

The Exemplar Threat: The Insider 



The insider threat is out-of-scope for 
current cybersecurity thinking.  

Åά.ŀǎŜ Rate CŀƭƭŀŎȅέΥ 
ïThe small proportion of insiders in a largely 

law-abiding population makes even a system 
with a very low false positive rate useless in 
practice.  

 
ÅUser frustration and confusion are 

unintended consequences of using limited 
scope rules to address an out-of-scope 
problem. 
 

ÅThe ƛƴǎƛŘŜǊ ǘƘǊŜŀǘ ƛǎ ŀ ŎȅōŜǊǎŜŎǳǊƛǘȅ ά.ƭŀŎƪ 
{ǿŀƴΦέ 

 

7.) Application 

6.) Presentation 

5.) Session 

4.) Transport 

3.) Network 

2.) Data Link 

1.) Physical 

The Exemplar Threat: The Insider 
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Ϧ¢Ƙŀǘ ƳŜŀƴǎΣ ǘƻ ǳǎŜ ŀ ƘŀŎƪƴŜȅŜŘ ǇƘǊŀǎŜΣ ŀ άƴŜǿ ǇŀǊŀŘƛƎƳΣέ ŀŎŎƻǊŘƛƴƎ 
to Gen. Keith Alexander, who leads U.S. Cyber Command, the military 

organization devoted to active, day-to-day defense of military 
ƴŜǘǿƻǊƪǎΦ ά²Ŝ ŘƛŀƎƴƻǎŜ ǘƘŜ ƳŀƭǿŀǊŜΣ ŎƭŜŀƴ ǳǇ ǘƘŜ ǎȅǎǘŜƳǎΣ ƎŜǘ ǎŜǘ 
up again and wait for the next exploitation. We have to change the 

ǿŀȅ ǿŜ ǘƘƛƴƪ ŀōƻǳǘ ŘŜŦŜƴŘƛƴƎ ƻǳǊ ǎȅǎǘŜƳǎΦέ 
 

http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/ 

http://www.wired.com/dangerroom/2011/11/darpa-hackers-cybersecurity/
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7.) Application 

6.) Presentation 

5.) Session 

4.) Transport 

3.) Network 

2.) Data Link 

1.) Physical 

Full-scope cybersecurity addresses all systemic 
vulnerabilities and the insider threat. 

More Deterministic 

Less Deterministic 

Smaller Error Bars  

Larger Error Bars  

Less predictable 

More Certain 

15  Human 

14  Cultural Norms 

13  Social Norms 

12  Organizational Roles 

11 7.) Application 

10 6.) Presentation 

9 5.) Session 

8 4.) Transport 

7 3.) Network 

6 2.) Data Link 

5 1.) Physical 

4 System Hardware 
(Motherboard, etc.) 

3 /ƻƳǇƻƴŜƴǘ όL/ǎΧύ 

2 Semiconductor Physics 

1 Atomic 

HMI 
Perception 
Cognition 
Experience 

Authorities 
Expectations 
Incentives 

Example Layer 12-15 
Vulnerabilities: 
Å Spear-phishing 
Å Social engineering 

Traditional, limited-scope 
cybersecurity 

Example Layer 1-4 
Vulnerabilities: 
Å Supply Chain Attacks 

Full-scope Cybersecurity 



Full-scope cybersecurity acknowledges that 
insiders can be hired, ordered or created. 

Manipulated 
Malicious Insider 
(Unknowing)  

Deliberate 
Malicious Insider 
(Intentional) 

Requisitions and 
Contracts 

Service, Supplies, and Equipment 

Hiring and 
Recruiting 

Benign 

Poor Treatment and 
Incentives 

Poor Business Processes, 
Support, and Training 

P
a
yc

h
e

ck 
P

u
rc

h
a

s
e

 
O

rd
e

r 

Solutions to the insider threat problem may lie predominantly 
outside the purview of traditional cybersecurity practice. 

Hired 

Created 

Ordered 

Full-scope Cybersecurity 

Salt - © 2011 Sony Pictures Digital Inc. All Rights Reserved.  



Limited scope strategies transform a loyal and committed 
workforce to a confused and/or bitter set of vulnerabilities. 

Manipulated 
Malicious Insider 
(Unknowing)  

Deliberate 
Malicious Insider 
(Intentional) 

Hiring and 
Recruiting 

Benign 

P
a
yc

h
e

ck 

Loyal, Committed 
Social Network 

Confused, Bitter, 
Disconnected Individuals 

Poor Treatment and 
Incentives 

Poor Business Processes, 
Support, and Training 

Created 

ά¢ƘŜ self-fulfilling prophecy is, in the beginning, a false definition of the situation 
ŜǾƻƪƛƴƎ ŀ ƴŜǿ ōŜƘŀǾƛƻǊ ǿƘƛŎƘ ƳŀƪŜǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ŦŀƭǎŜ ŎƻƴŎŜǇǘƛƻƴ ŎƻƳŜ ϥǘǊǳŜϥΦέ  
   - Social Theory and Social Structure, Robert K. Merton 

Full-scope Cybersecurity 



What message does this banner convey? 

WARNING NOTICE TO USERS: Systems Are Monitored 
  

------------------ Be aware you have no privacy on these systems. ---------------------- 
 

All users of this system and all information on this system are subject to 
interception, monitoring, recording, copying, auditing, and inspection at our 

discretion, and disclosure to us and third parties, including, but not limited to, 
the United States Government, any authorized investigative and law 

enforcement personnel, and officials of other entities, both domestic and 
foreign. By using or accessing this system, you consent to and permit all of the 

above without limit as to when such action may be undertaken. 
 

Unauthorized or improper use of this system may result in disciplinary, 
administrative, civil, and/or criminal penalties. 

A Generic Login Banner: 

Full-scope Cybersecurity 
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"We can have all the records in the world and if somebody wants to 

trade outside them or something, you know, they're not going to tell us 
ǘƘŜȅϥǊŜ ǘǊŀŘƛƴƎ ƛƴ ǘƘŜƛǊ Ŏƻǳǎƛƴϥǎ ƴŀƳŜΣϦ ώ²ŀǊǊŜƴ .ǳŦŦŜǘǘΩǎ ǇŀǊǘƴŜǊ /ƘŀǊƭƛŜϐ 
Munger said. "I think your best compliance cultures are the ones which 

have this attitude of trust and some of the ones with the biggest 
ŎƻƳǇƭƛŀƴŎŜ ŘŜǇŀǊǘƳŜƴǘǎΣ ƭƛƪŜ ²ŀƭƭ {ǘǊŜŜǘΣ ƘŀǾŜ ǘƘŜ Ƴƻǎǘ ǎŎŀƴŘŀƭǎΦέ 

 

http://articles.economictimes.indiatimes.com/2011-05-03/news/29499643_1_charlie-munger-warren-buffett-berkshire-hathaway 
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Absolute Certainty is Unobtainable 

Loyal, Committed  
Social Network 

Confused, Bitter, 
Disconnected Individuals 

No Certainty 

Yƴƻǿ [ƛǘǘƭŜ                                                         Yƴƻǿ ά9ǾŜǊȅǘƘƛƴƎέ 

Know Trust                                                                            No Trust 

Effective Cybersecurity  

Step 1: ά²Ŝ ŀŘƳƛǘǘŜŘ ǿŜ ǿŜǊŜ ǇƻǿŜǊƭŜǎǎ ώƻǾŜǊ ŀƭŎƻƘƻƭϐτthat our lives 
ƘŀŘ ōŜŎƻƳŜ ǳƴƳŀƴŀƎŜŀōƭŜΦέ ς from http://en.wikipedia.org/wiki/12-step_program  

http://en.wikipedia.org/wiki/12-step_program
http://en.wikipedia.org/wiki/12-step_program
http://en.wikipedia.org/wiki/12-step_program


Effective Cybersecurity 

Å²Ƙŀǘ ŘƻŜǎƴΩǘ ǿƻǊƪ όōȅ ƛǘǎŜƭŦύΥ 

ï9ƴŦƻǊŎŜƳŜƴǘκŎƻƳǇƭƛŀƴŎŜκƻǾŜǊǎƛƎƘǘκƎƻǾŜǊƴŀƴŎŜΧ 

ïtƘȅǎƛŎŀƭ ŎƻƴǘǊƻƭǎ όƎǳŀǊŘǎΣ ƎŀǘŜǎΣ ƎǳƴǎΣΧύ 

ï/ȅōŜǊ ŎƻƴǘǊƻƭǎ όŀŎŎŜǎǎ ŎƻƴǘǊƻƭǎΣ L5{ΣΧύ 

ÅWhat works ς άŀǘǘƛǘǳŘŜ ƻŦ ǘǊǳǎǘέΥ 

ïDevelop and cultivate trust, loyalty and accountability. 

Are the processes 
we are putting in 
place to detect 
ǘƘƛǎ ǘƘǊŜŀǘΧ 

ΧƛƴŀŘǾŜǊǘŜƴǘƭȅ 
resulting in the 
creation of this 
threat? 

Effective Cybersecurity  

Salt - © 2011 Sony Pictures Digital Inc. All Rights Reserved.  



Are we doing cybersecurity wrong? 

Opportunity: Balance detection with user protection.  

Χ ŀƴŘ 
so on 
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Changing the cybersecurity dialog. 

ÅCǊƻƳΥ άIƻǿ Ŏŀƴ ǿŜ ŘŜǘŜŎǘ ŀŘǾŜǊǎŀǊƛŀƭ ŀŎǘƛǾƛǘȅ ƻƴ ƻǳǊ 
ƴŜǘǿƻǊƪǎΚέ 

Å¢ƻΥ άIƻǿ Ŏŀƴ ǿŜ ǇǊƻǘŜŎǘ ǳǎŜǊǎ όƛƴŦƻǊƳŀǘƛƻƴΣ ǇǊƛǾŀŎȅΣ 
ŎƛǾƛƭ ƭƛōŜǊǘƛŜǎΧύ ŦǊƻƳ ŀŘǾŜǊǎŀǊƛŀƭ ŀŎǘƛƻƴǎΚέ 
ïIncludes detection of adversaries. 

ñé structural reforms to ensure responsible sharing 

and safeguarding of classified information on 

computer networks that shall be consistent with 

appropriate protections for privacy and civil liberties.ò  

Executive Order 13587, ñStructural Reforms to Improve the Security of Classified 

Networks and the Responsible Sharing and Safeguarding of Classified Informationò 

(aka the ñWikileaks Executive Orderò), issued by the President on 7 October 2011 
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A Notional User Protection System 
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ÅNon-betrayal ς data cannot be used against the users will. 
ÅPrivacy ς user control over all data. 
ÅAnonymity ς adversary is provably unlikely to extract useful 

data. 
ÅNon-attribution ς forensics pushed to the physical endpoints. 
ÅNon-persistence ς no trace remains of data transferred. 
ÅStrong authentication ς at all endpoints, as certain as the real 

world (endpoint and real world equivalence). 



Summary: Cybersecurity Challenges 
and Opportunities 

Å Cybersecurity as it is practiced today is limited in scope. 
ï Ignores significant vulnerability space. 

Å Full-scope cybersecurity is based on what people (and systems) 
actually do. 
ïNot what we wish they did. 
ïA focus on user protection supports users. 

Å People respond favorably to interesting challenges, positive 
incentives and being treated well. 
ïEffective cybersecurity develops a culture of trust, loyalty and 

accountability through positive incentives and fairness. 

 
ÅWhat would a user-protection system look like? 
ïWhat governance and policy changes are needed to encourage 

development of this system? 

ά²Ŝ Ŏŀƴƴƻǘ ǎƻƭǾŜ ƻǳǊ ǇǊƻōƭŜƳǎ ǿƛǘƘ ǘƘŜ ǎŀƳŜ ǘƘƛƴƪƛƴƎ ǿŜ ǳǎŜŘ 
ǿƘŜƴ ǿŜ ŎǊŜŀǘŜŘ ǘƘŜƳΦέ  - Albert Einstein 




