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Introduction

• Service-oriented architectures
– Relies on the ability to communicate relevant security 

information in a machine-understandable manner

• Resources are protected by security 
mechanisms
– Can act as barriers to access

• Interoperability requires semantic markup of 
resources with security-related metadata
– Enable dynamic discovery and invocation of services 

in a secure and trusted environment



Security in SOA
Specification & Matchmaking
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Security Specifications in SOA

• More complex than functional descriptions
– Security Requirements and Capabilities

– Matchmaking is different
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NRL Security Ontology

• Ontologies provide fine-grained semantic description and discovery
• Used at all levels of SOA for security specification
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Infrastructure level

• Industry standard UDDI repositories 
cannot store ontology information

• OWL2UDDI
– Provide capabilities for ontology-based 

service description and discovery in UDDI 
using client-side modules



Web Services Level and 
Enterprise Application Level

• Web Services Level
– Describe security capabilities and requirements using NRL 

Security Ontology
– GUI to browse ontologies, specify security, and discover 

services

• Enterprise Application Level
– Created a simple GUI that represents data flow among tasks to 

specify security requirements:
– Capturing mission software logic that spans multiple 

organizations and multiple applications
– Consider security requirements in the context of mission 

software 
– Bridge the gap between operational community and security 

community







Beyond the Paper
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Questions?








