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Abstract

TheParanoid le systenis an encryptedsecue, global
le systemwith usermanayedaccesscontmol. Thesystem
providesefcient peerto-peerapplicationtranspaent le
sharing This paper presentsthe design,implementation
and evaluation of the Paranoid le systemand its access-
contol architectue. The systemlets uses grant safe se-
lective UNIX-like, le accesgo peergroupsacrossadmin-
istrative boundaries. Files are kept encryptedand access
contmol translatesinto key manayement. The systemuses
a novel transformatiorkey schemeto effectaccessevoca-
tion. The le systenworksseamlesslwith existingapplica-
tionsthroughthe useof interpositionagents.Theinterposi-
tion agentsprovide a layer of indirectionmakingit possible
to implementtranspaent remote le accessand data en-
cryption/decryptiorwithoutany kernel modi cations. Sys-
temperformancesvaluationsshowthat encryptionandre-
mote le-accessoverheadsare small, demonstating that
the Paranoidsystemis practical.

1. Intr oduction

Computersaroundthe globeareincreasinglybeingused
to create, store and sharecon dential and private data.
Keepingsuchinformationsecurds anincreasinglydif cult
job. As moreandmorecomputergyetinterconnectedising
anuntrustecandhostilenetwork, thesetof possiblesecurity
attackshasincreasednanifold. Securityconcernsarealso
amajor barrierto informationsharingin a global comput-
ing ervironment.In-spiteof securityrisks, the addedfunc-
tionality providedby network interconnectiity andsharing
is socompellingthatmostpeopleandcompaniesillingly
assumeheserisks. Moreover, currentsystemsare poor at

providing globalinformationsharingmechanisms.

Traditional operatingsystemsprovide accesgprotection
andcontrolledaccesgo resourcesHowever, thesemecha-
nismshave provedto befragile at best. Intrudersroutinely
exploit programmingerrors,systemdesignerrors,errorsin
operatingsystemsettingsor "social engineering”to gain
superuseraccessights,bypassingystenprotections.

New errorsareintroducednto the operatingsystemjust
asfastasold errorsarediscoreredandcorrected.Thetime
betweena vulnerability beingidenti ed andits exploit be-
ing generatedhasreduceddramaticallyover the years.Op-
eratingsystemsave becomdargeandcomplec asnew de-
vicesand operatingsystemservicesare continually added
or upgradedEvery operatingsystemupdatepotentiallyin-
troducesnew errorsthat allow intrudersto bypassthe op-
erating systemprotectionmechanisms. This unfortunate
steady-statef insecurityis notlikely to improve ary time
soon.

Anothermajordesignweaknes®f traditionaloperating
systemds the needfor privilegedaccessA superuserac-
countis a compromisejntroducedn orderto enableinter
useroperatingsystemservicesandfacilitateadministratve
taskssuchas, le-system andaccountmanagemengmail,

les backup.etc. Thiscompromisereate®pportunitiesor
attackson the system.Most serioussecuritybreache$ap-
penwhenan attacler nds a way to gain superuserprivi-

leges,totally bypassinghe operatingsystemaccesgontrol
mechanisms.

This paperintroducesParanoid, a global le Access
Control systemthat allows usersto selectvely, securely
and easily shareinformation with others,even thosethey
don't know anddon't have prior trustrelationships.t pro-
videsuserswith a global computingervironment,without
the fear of compromisingthe securityof informationthey
considerprivate or privileged. Eachuseris ableto grant



selectve le accessrivilegesto othersoutsidehis admin-
istrative domainwithout having to createaccountsor grant
outsidersary userprivileges.

The le systemlets usersde ne accesgroups. A per
sonwith Paranoidaccesgrivilegescanaccessles regard-
less of whetherthey are trustedlocal usersor outsiders.
One of the key featuresof Paranoidaccessontrol is that
eachgroupmemberhascryptographicaccesdo the group
accessibleles without possessing sharedgroup secret.
TheParanoidsecurele systemisimplementedisatoolkit
alongwith a setof dynamicallyloadabléelibraries. The le
systemis implementedat the userlevel completely Para-
noid is an encryptedle system,but the cryptographimna-
ture of theunderlying le systemis applicationtransparent
throughuseof interpositionagent§20]. The advantageof
this approachis that group ownersdon't needsuperuser
privilegesto securelyshare les with others,and existing
applicationsare usedwithout re-compiling. The choiceof
usinginterpositionagentslimits le systemaccesdo dy-
namically linked programs. However, most modernday
UNIX programsare dynamicallylinked. Staticallylinked
programscant usethe Paranoidle system.

2. Design
2.1 Overview

The overall goal of the Paranoidsystemis to facilitate
global peerto-peer le sharingwith enhancedecurityand
privacy, minimal administratve overheadand application
transpareng. File contentsare locked via encryptionand
areunlocked only with a correctkey. Thus,accessontrol
transformsinto a key managemenproblem. Usersareim-
plicitly authenticatetby their ability to gainaccesdo keys.
Paranoidusesa novel approachusing transformkeys (de-
tailedin Section3) to addresghe key distribution andre-
vocationproblems.The transformatiorkey approachelim-
inatesthe needfor a sharedgroup secretfor le sharing.
To enhancesecurity key decryptionis performedusinga
trusteddevice. We call this trusteddevice a PersonalSe-
curity Proxy (PSP)(seesection2.4) and suggestusing a
commerciahandhelccomputerfor this purpose.

2.2 Encrypted Files

Files' contentsarelocked andmadeinaccessibldy en-
cryption. Paranoidusesa hybrid encryptionsystem. Data
areencryptedwith a symmetriccipherandsymmetrickeys
areencryptedwith publickey cipher Each le is encrypted
with a differentrandomkey. Sincepublic key ciphersare
too slow, a symmetriccipheris used. (Using public key
ciphersto encryptanddecrypttheentire le would addsig-
ni cant delaysto le operations.)The prototypesystemis
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Figure 1. Sharing a le

implementedusing DES [14] but any other symmetricci-
pher could be used,suchas AES [15]. Eachsymmetric
key is encryptedwith the le owner's public key. For shar
ing, groupaccesgo a le is grantedby encryptingthe le' s
symmetrickey with the group's public key. This informa-
tion, alongwith the le digital signaturesyersionnumber
anda time-stampare storedin a headertogethemwith the
encryptedle' scontents.TheheadersiseXML formatting
to storethe data. Headersaredescribedn Section4.1. A
superusercan accesghe encryptedParanoid les for ad-
ministrative tasks,suchas le backup,but hasno accesgo
the les' contents.

2.3 AccessGroupsand File Sharing

Whena le owner wantsto sharea le with person
, theownercanencryptthe le' ssymmetrickey with 's
public key. Theencryptedkey canbe storedalongwith the
encryptedle or sentdirectlyto . Theoretically this is
all thatis neededor le sharing. However, if a group of



peopleis sharinga setof les, a moreefcient methodis
adopted Theownerof asetof les de nesanaccesgroup
for the les. Groupmembersencrypt les with symmetric
keys andencryptthe symmetrickeys with thegrouppublic
key. In this case the owneris responsibldor distributing
thegroup's privatekey to all groupmembersThis scheme
posedogistical problemssinceexplicit key distribution is
needed.Onesolutionis to storegroupaccessnformation
in a le which canbe provideduponrequest.A groupac-
cessinformation le holdsgroupidentitiesalongwith the
group's privatekey encryptedwith the public keys of group
members.In this schemewhena useris trying to access
a le, heuseshis identity to retrieve the group's encrypted
private key from the group information le. He thende-
cryptsit using his own private key. The group's private
key in turn allows him to decryptthe le' s symmetrickey,
grantinghim accesgo the le' s content. The groupowner
is responsibldor groupmanagemertaskssuchasadding,
deletingandupdatingentries.

This schemeis similar to the lockboxes adoptedby
Cepheudb] althoughthey useda centralgroup database
to distribute keys. Their schemesuffers from aninherent
weakness Not only is the database centralpoint of vul-
nerability, but the schemeagivesusersmorerightsthannec-
essary Group membershipgshouldonly enableaccesso
sharedles. With Cepheusary groupmembeicanaddnew
memberdo the group by disclosingthe group secret(pri-
vatekey). Additionally, revoking accesgightsis dif cult.
It requireschanginghegroup's public andprivatekeysand
there-encryptionof all symmetrickeys. Coordinatingkey
change®vertheInternetis dif cult.

The Paranoidsystemusesa novel schemehatdoesnot
requireghe sharingof a group-speci csecretWhenauser
(a group owner) createsa hew accesgroup, he createsa
new publicandprivatekey pairfor thegroupusingtheRSA
public key cipher[17]. He publisheshe grouppublic key,
thatisthemodulus andthepublicexponent . All group
membersusethe samemodulus  but eachgroup mem-
ber is assigneda different randomexponentas a private
key. Associatedwith eachgroup members private key is
a transformkey known only to the groupowner. Whena
groupmemberrequestaccesso a le, thegroupownerap-
pliesamemberspeci c transformkey tothe le' sencrypted
symmetrickey. Thetransformatiorchangeghe symmetric
key's encryptionfrom anencryptionwith the grouppublic
key to an encryptionthat correspondgo the group mem-
ber's uniqueprivatekey. The encryptedle togetherwith
the transformedencryptedsymmetrickey are sentto the
member Pleasenotethat the systemdoesnot useexplicit
authentication.The systemrelieson the fact that only the
designatedjroup memberposseghe membesspeci c pri-
vatekey, andthereforeonly shecanaccesshe le content.
Othersmay pretendto be groupmembersput they do not

possesa valid private key andthus cant accesshe le's
content.Detailsof how the transformatioris computedare
givenin section3. Detaileddescriptionsf le operations
like read,write, createanddeletearegivenin section2.5.
The Paranoid le systemusesXML groupde nition les
createdby theowner. Usersde ne their own readandwrite
accesgroups.Groupde nition les aredigitally signedso
thatany tamperingcanbedetectedEachaccesgrouphasa
publicandprivatekey pairthatareusedby thegroupowner
to encryptanddecryptsymmetrickeys. The groupprivate
key is kepta secretandis not sharedwith the groupmem-
bers. Additions and deletionsfrom the group aredoneby
thegroupownerusinghis PersonaBecurityProxy.

2.4. The Personal Security Proxy

TheParanoidle sharingsystemis secureprovidedkeys
arerandomand are kept secret. To enhancekey manage-
mentsecurity we developedsoftwarefor anattacheaopro-
cessotthatwe call the PersonaBecurityProxy. The PSPis
anintegral partof the system.ThePSPcanbeimplemented
on an attachedportabledevice suchas a PersonaDigital
Assistant(PDA) or a smartcard. The PSPis usedto pro-
tectsecret@ndperformsensitve encryptionanddecryption
operation®nbehalfof its owner. Thegenerapurposecom-
putercommunicatewith thePSPthroughasecureprotocol.
Theowner's passverd protectedprivatekey is storedonthe
PSPalongwith privatekeys of groupsownedby the user
OncethePSPis activated,it authenticatetheowneranden-
cryptsanddecryptskeys on behalfof the owner. The PSP
is responsibléor communicatingvith theclientandsener
modulesresidingon the owner's machine.The PSPis also
usedfor generatingsymmetrickeys and computingdigital
signatureslin the prototypeimplementationthe PSPopera-
tionswere”simulated”onagenerapurposemachine After
the prototypedevelopmentwas completedwe discovered
thatall thefunctionality of the PSPcanbeimplementedis-
ing the attachedprocessonf the TrustedComputingPlat-
form (TCPA) [19]. Relatively small modi cations of the
currentParanoidimplementatiorcouldmake the codework
with TCFA.

2.5. The Paranoid File System

File Accessand Group Operations. The Paranoidsys-
temis aglobal le systenmsupportingglobalusemamesand
le names.The systemusesemailaddresseasglobaluser
identities,andfor global le nameghesystemusesa URL-
like namingcorvention. Each le namecontainsa global
hostnamefollowed by the le name. A protocolsimilar
to HTTP is usefor communication.Paranoid les areen-
cryptedusingthetoolkit developed.Thetoolkit takesa le,
encryptdt andattachesnextendecheadetoit. Theheader
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Figure 2. Paranoid system diagram

containsinformationaboutthe encryptedkeys, readaccess
groupswrite accesgroupsanddigital signatures.

Eachaccesgrouphasan XML groupde nition le list-
ing members'identities, transformkeys, and accesrivi-
leges.Thegroupde nition le isencryptedvith thegroup's
publickey. It is only accessibléo thegroupowner. Adding
or remaving groupmembersaindchangingheaccessights
for a le or directory are doneby the group owner using
thetoolkit. Sharedles areaccessedliaa le seneragent.
The le sener enforcesaccessights, checksgroupmem-
bers' accessrights, applieskey transformationsand per
formswrite operationn behalfof legitimateusers.

File headersgencryptedles, andgroupde nition les
aredigitally signed.While thesystemdoesnot provide spe-
cial protectionagainstmalicious le deletion,arny tamper
ing with Paranoid les is detected.Operationghat modify
les requireusers'PSPgo beactive andableto communi-
catewith the le senerandclientagent.

To globally shareles, a le seneragentmustbe run-
ning on the groupowner's machine.This processauthenti-
catesaccessequeston behalfof the owner, performskey
transformations sendsrequestedles to group members
andwrites les on behalf of group members. Modifying
groupaccesgightsis doneby adding,remaoving or modi-
fying a members entry in the groupde nition le. Sym-
metrickeysof les thatarevokeduserhasalreadyaccessed
arelazily re-encrypted thatis, the operationis doneat a
later stagewhenthe le is next written to. Note thatonly
thegroupownercanperformtheseoperations.

Adding a memberto a group requiresadding a new
memberentry, generatinga randomprivatekey, computing
a transformkey, and delivering to the memberhis private
key. TheParanoidsystemassumethatprivatekey informa-
tion is sentto membersasan out of bandoperation.These
operationganonly bedoneby thegroupowner.

Paranoid File Read. Table 1 describesthe chain of
events triggered by an applicationrunning on a remote

Table 1. Sequence of events for reading a re-
mote Paranoid le .

Machine | Action
C openle(r, le )

Tasksand Explanations

User applicationopensthe le for
reading
Bypassinterceptgheopen le sys-
tem call and passescontrol to the
clientmodule.

The client agentopensa connec-
tion to le sener, sendsrequest,
UsetlID, File_name.

The le senercheckstheusersre-
quest: Doesthe le exist? Whatis
theaccesgroup?Is theuserin the
accesgyroup? Doesthe userhave
readrights?

The sener's personal security
proxy appliesmemberspeci ¢ key
transformation

[} Intercept

C RemoteAccessReq

S checkrequest

S PSP key_transform

S send le The le-serversignsthe le-header,
sendsle to clientmachine.

C receve_le The client agentreceves the le,
parseghe le-header

C_PSP decodekey Theclient's PSPdecipherghesym-
metrickey.

C decodele Theclientagentdecodeshe le, re-
turns le pointerto Bypass.

C return Bypassreturns control to applica-

tion, passesle pointerto applica-
tion.

clientmachineopeninga Paranoid le for areadoperation.
To keepthe descriptionsimpleit only coversa successful
le opencase.Thetablehasthreecolumns. The rst col-
umnliststhemachineakingtheaction. Therearefour com-
putersinvolved: C, the client machine,C_PSP the client
Personakecurity proxy machine,S, the group le sener,
andS_PSRthegroupowner's PersonaBecurityProxy. The
secondcolumnin Tablel lists the actiontaken. Thethird
column provides an explanationand lists stepsassociated
with eachaction.

Whena client applicationopensa le for areadopera-
tion, the systemcall to openthe le is trappedby theinter
positionagentcreatedwvith Bypass.Therequesis checled
to sedf its operands aParanoidle. If so,theinterposition
agentinvokesa clientagentwhich sendsout areadrequest
to theappropriatele seneralongwith therequestes cre-
dentials.The le senerveri es thatthe les exist andthat
thegroupmembelhasreadaccesgrivileges.This veri ca-
tion is doneusingthe groupde nition le. The le sener
identi es which groupthe requestebelongsto andapplies
therequestesspeci c key transformatioron the le' s sym-
metrickey. Theencryptedle is sentbackto theclientagent
alongwith a signedParanoidheaderand the transformed
symmetrickey. File tamperingis caughtby verifying the
digital signatures.The group members PSPdecryptsthe
transformedkey andsendst to the clientagent.The client
agentdecryptghe le andsendst totheinterpositionagent,
whichforwardsit to theapplication.



Table 2. Sequence of events for writing a re-
mote Paranoid le

Machine | Action
C close le

Tasksand Explanations
Clientapplicationclosesamodi ed
Paranoid le

Bypassinterceptsthe close le op-
eration, passescontrol to client
agent.
Theclientagentgeneratearandom
symmetrickey, encryptshe le, en-
crypts the symmetrickey with the
grouppublickey, generateaheader
whichincludesa hashof the le.
The client PSPsignsthe le hash
andsignsthe headehash.
Theclientagentconnectdo the le
senersendingawrite requesalong
with the le nameanduserID. It
sendghe le.

The le sener receves the le,
parseghe le headerchecksmem-
berauthorization.

The sener PSP transforms the
client signatureinto a groupsigna-
ture.

The sener copiesthe le into the
appropriatedirectory

C intercept

C encrypt le

C_PSP encryptkey

C send le

S receve.le

S_.PSP signaturetransform

S write_le

Writing RemoteFile. Remote le writes aredoneon
whole les. Whenanapplicationcreate®r modi es apara-
noid le, theclientagentperformsreadandwritesonalocal
copy. Oncethe le is closedtheclientagentdoesaremote
write into the Paranoid le system. The client agenten-
cryptsthe le with anew randomsymmetrickey. Thesym-
metrickey is encryptedwith the members own privatekey
andthe group's public key. The encryptedle is attached
to the headerandis digitally signedby the writer usinghis
groupprivatekey. The le issentbacktothe le sener. The
le seneronthegroupowner's machineveri es thegroup
members write authorization.Oncecredentialsandsigna-
turesareveri ed, the newer versionof the le replaceshe
old one. The Paranoid le addressesnultiple concurrent
write back consisteng by usinga last writer wins policy.
However, older versionsof les arearchived. Remote le
anddirectorycreationsarethesameas le write operations.
In casea groupmemberhasremote le creationrights, the
le sener providesa default empty le to the requesting
client agent. Newly created les inherit the sameaccess
groupsasthedirectoriesthey arecreatecon. Alternatively,
defaultgroupscanbespeci edin acon guration le.

Table 2 describeghe chainof eventsthat follows a re-
mote client write request.Like Table 1, Table 2 hasthree
columns. The rst columnspeci esthe machine the sec-
ondcolumnspeci estheaction,andthethird describeghe
actionandits associatedequencef steps.

3. Key Transformation

The Paranoid le systemusesa modi ed versionof the
RSApublic key cipher[17]. Eachaccesgroupusesa dif-
ferentmodulus , but all the membersof a groupusethe
samemodulus. The modulusand the public exponentof
the groupkey pair are publishedandthe private exponent
is only known to the groupowner. Eachgroupmemberis
given a randomexponentto useas his group private key.
Associatedwith eachgroup memberis a transformkey,
known only to the groupowner, that cantransforma sym-
metric key encryptedwith the group's public key into the
symmetrickey encryptedby the "public half’ correspond-
ing to the members group privatekey. Thuseachgroup
membercanencrypta symmetrickey for groupuse,but he
canonly decryptasymmetrickey afterhis speci c transfor
mationis appliedto an encryptedkey. The transformation
steppreventsa groupmemberfrom grantinggroupaccess
rightsto outsiderswithoutrevealingtheir groupprivatekey.
Sincethis canbe easily traced, it is expectedto dissuade
leakage.In contrast,systemghat handout the group pri-
vate key to userseffectively allow themto add new users
by giving thekey to otherswithoutany accountability Fur-
ther, Paranoids schemdets the ownerremove a userfrom
agroupwithout having to re-encryptary keysor les.

Thissectiondescribeshetransformationn detail. When
ausercreatesa new grouphe createsa standardRSAmod-
ulus  where where and aretwo largerandom
primenumbersThegrouphasapublicandprivatekey pair,

and ,where:

where

Every groupmember is givena large
randomprivate key thatis relatively primeto . The
groupowneralsocomputegheinverseof thiskey ~ , such

that:

Additionally, atransformkey
lowing formula:

is computedusingthefol-

Theinverseprivatekey is discardedandthe transform
key isstorednthegroupde nition le togethemwith the
memberidentity . Thegroupde nition le is encrypted
andis keptontheownermachinewhereit is only accessible
tothe le sener.

Assumethat a symmetrickey
RSA cipherusingthe public key

is encryptedwith the
, thatis:



Whenuser askstoreada le encryptedwvith | the le-
senercomputes andsendsit to thegroup
member . Thegroupmembercomputes:

Proposition:

Proof: Sincethe setof integersrelatively primeto is a
commutatve groupundermultiplicationmodulo

ThereforeusingEuler's Totient Theoem

QED.
Pleasenote: Applying thetransformkey  to asigna-
ture generatedy with hisprivatekey  transforms

thesignature
Thatis:

into a groupsignaturegeneratedvith

Theproofis almostidenticalto the proof of the proposition
above andis left to thereader Also notethataslong asthe

groupownerkeeps , , andthe transformkeys secret,
he canusethe samemodulus for mary differentaccess
groups.

3.1 Transformation Security

A primary questionconcerningthe key transformation
schemas how securds it? Theanswels asfollows. Since
eachgroupmembers privatekey is alargerandomnumber
knowledgeof the grouppublic key anda group-membes
privatekey doesnotgive anattaclertheability to gainaddi-
tional capabilitiesbeyondimpersonatinghe member Any
setof collaboratinggroupmembersould not gainarny ad-
ditional capabilitiesthey don't alreadyhave. For example,
if group accessrivilegeswere taken away from a set of
groupmembersthey cannotregaingroupaccessy collab-
orating. Any group membergetting hold of a symmetric
key encryptedwith the grouppublic-key could not decrypt
it withoutknowing the correspondingransformkey.

However, the transformkeys must be kept secet.
Any personthat knows both a group-membeprivate-ley

and the correspondingransformkey candecrypt
ary symmetrickey encryptedwith the group's public key
. Thusshecanaccessll the group les, bypassingary
accesgontrols.If shewasalsoableto penetratehesener,
thenshecould modify les, forge signaturesand alterthe
groupde nition le, addingor subtractingnembers.

<FILE name=... path=... hostname=...>
<OWNERhame=.../>
<SYMMETRIC_KEYkey=...  iv=../>
<READ_GROUPS>
<GROUPnames=...>
<GROUP_SYMMETRIC_KERey=...
</GROUP>

iv=.../>

<GROUPnames=...>
<GROUP_SYMMETRIC_KERkey=...
</GROUP>

</READ_GROUPS>

iv=.../>

<WRITE_GROUPS>
<GROUPnames=...>
<GROUP_SYMMETRIC_KERkey=...
</GROUP>

</WRITE_GROUPS>

iv=.../>

<TIME_STAMP value=.../>

<SIGNATURE lastwriter=... value=.../>

</FILE>

Figure 3. XML headers for Paranoid Files

4. Implementation details and results
4.1 XML

Paranoid les areencryptedandstoredin XML format.
An XML headeiis prependedo theencryptediata.Binary
data,suchasencryptedkeys, is storedin hexadecimalfor-
mat for readability A simpli ed schemaof the XML le
headeiis givenbelon. The headercontainsthe le access
informationalongwith the protecteddecryptionkeys. The
headeralso containsa list of groupshaving reador write
accesgights. An encryptedsymmetrickey is storedwith
eachgroupname. The le containsa digital signatureof
the XML heademndtheencryptedle.

4.2 Group Files

The XML groupde nition le isalist of groupmembers
andmemberstransformkeys. Theskeletonof oneis shovn
in Figure4.

4.3, Client Modules

Applications communicatewith the operatingsystem
throughthe standardibrary thatmakessystencallsto con-
tact the kernel. Since Paranoid les are kept encrypted,
applicationscant use them without decryption. Making
changedto the operatingsystemor the input and output
library on requiressuperuserprivilegeson mostsystems.
Paranoidusesnterpositionagentdo make sureexisting ap-
plicationsrun seamlesslyithout having any knowledgeof
theunderlyingencryptedle format.



<GROUPname-=...>
<OWNERhame-=.../>
<MEMBERS>
<MEMBERhame-=...>
<TRANSFORM_KEVYalue=.../>
</MEMBER>

<MEMBERhame-=...>
<TRANSFORM_KEYalue=.../>
</MEMBER>

</MEMBERS>

<TIME_STAMP value=.../>
<SIGNATURE lastwriter=...
</GROUP>

value=.../>

Figure 4. Paranoid Group Files

We usethe Bypasssystem[20] to implementthe Para-
noid global encryptedle system. The Bypasssystemal-
lows usto modify the behavior of a selectedsetof system
calls by replacingeachselectedsystemcall with codethat
we supply The Bypasssystemtrapssystemcalls andexe-
cutesthe suppliedcodein userspace Thusonecanmodify
or enhancehe operatingsystemwithout having to modify
thekernelor systemlibrariesthemseles.

A modi ed versionof the C input/output(l/O) library,
implementedn theclientagent,nsulatesapplicationfrom
Paranoidle systems underlyingdetails. Themodi ed I/O
library supportdransparenéccess$o remotecryptographic
les. Relevantl/O systemcalls,suchasopenandclose are
interceptedThenthe clientagentexecutesodeto fetchre-
mote les, communicatevith the PSR andperformcrypto-
graphicoperation®onthe les. For example,whentheopen
systemcall is issuedby anapplication theremoteParanoid
le is fetchedandits contentis decrypted.Controlis then
returnedto the runningapplicationoncethe le' s integrity
is veri ed. A local decryptedcopy of the le is createdts
descriptoris passedo the applicationin lieu of encrypted
le' sdescriptor

4 4. Global Files

Paranoidmakesit aseasyto usearemoteencryptedle
asit is to usealocal unencryptedle. Paranoid le names
extend the usual UNIX le namingcorvention. Like in
UNIX, a le nameis astringwith substringelds separated
by /. The rst substringis the keyword /paranoid andthe
secondis [userlID@]host[:port] whereuserlID is an op-
tional useridentity specifyingthe owner of the le, host
is the hostnameor IP addressand port is an optional port
numberwherethe Paranoidsener agentis running. The
defaultuseridentity andportnumberarespeci edin acon-
guration le .paranoidrcin theusershomedirectory For
example to editaParanoidle with vi, ausercouldtype(in
aninteractve shell): vi /paranoid/abc.cs.xyz.edu/ le.txt

Theclientagentopensa TCPsocletconnectiorto a le

File Size iMb 4Mb 8Mb 16Mb 64Mb
Verication | 041 1.2 209 397 16.09
Decryption | 0.65 2.47 495 10.08 41.42
Encryption | 256 4.32 6.69 11.41 43.33

Transfer 026 08 151 297 1293

Table 3. Latency observed (in seconds) to
openand then closea Paranoid le on a local

host.
File Size
TransfeS C) | 1.64 559 11.34 2195 89.86
Veri cation 024 094 177 355 1534
Decryption 0.6 238 478 9.7 42.25
Encryption 256 433 6.74 1153 4497
TransfeC S) | 04 154 3.09 628 2542

Table 4. Latency observed (in seconds) to
openand then closea Paranoid le on aremote
host.

senerprocessunningonthegroupowner'smachinewhich
in thiscasds . Sincenouseridentity or port
werespeci ed, the defaultsarereadfrom the con guration
le. A simplehandshakprotocolis usedto sendtheremote
usercredentialsrequesthe le, andtransferthe le to the
client machine.Note thatrequestsand les aresentin the
clearsince les' contentsarealreadyencryptedusersare
implicitly authenticatedandresponsearesigned.

5. Performance

The overheadof trappinga systemcall using Bypassis
between9 to 28 s[20]. Paranoidincursa large costfor
encrypting decrypting signingandverifying les. Theuse
of cryptographicoperationsn the critical pathof le oper
ationshasthe potentialto createa signi cant adwerseim-
pacton overall performance.However, we arguethat this
overheads acceptablén the context in which Paranoidis
to be usedsincethe le operationsare dominatedby the
lateng introducedby the network transfers Below we pro-
vide measurementef the time it takesto openandclose
Paranoid les to illustratethe effectit hason performance.

The measurement&/ere madeusingtwo 300 MHz In-
tel PentiumIl machinesconnectedthrough the network.
The benchmarkprograminvokes the openand close sys-
temcallsanumberof timesoverarangeof les of different
sizes.Thetablesshowvs the meanresultsover 10 runseach
for 5 le sizesbetweenlMB and 64MB. Table 5 shavs
a client and sener locatedon the samemachinewith the
clientopeningandclosinga Paranoid le. Table5 displays
timesfor a clientandsenerlocatedon differentmachines.



The rst transfertime is the measuremenvhenthe le is
retrieved from the sener by the client. This includesthe
time to effect the transformkey on the sener. Thusthis
time is much greaterthan the secondtransfertime which
occurswhenthe le is returnedto the sener afterit has
beenclosed.

6. Related Work

Several previous projectshave proposedhe useof en-
cryptionto lock datastoredin les. TheCryptographid-ile
System(CFS)[1, 2], createdat AT&T Bell Laboratories,
was one of the early realizationsof sucha scheme.How-
ever, CFSwasdesignedasa local le system. Therefore,
theonly way a le could be sharedwas by explicitly dis-
tributing le keysto otherusers.CFSusedsymmetrickeys
for all protection.This meantthatthe keys wereleft unpro-
tectedn memorywhile in use.Sucha schemas vulnerable
whenanattacler gainsaccesgo the systemsincethey then
have accesdo the keys aswell. The useof a public key
scheméik e that of Paranoidreducesthis exposure. Fur-
ther, thegranularityfor le accessei CFSis perdirectory
Paranoidcanbeusedto provide per le reador write access
andperdirectorycreatepermissions.

The TransparenCryptographicFile System[3] is sim-
ilar to CFShut it movesthe functionality from userspace
to kernel spacefor performanceand easeof use. Cryptfs
[21] usesa stackablele systeminfrastructureto provide
similar functionality TCFS,Cryptfsand[8] have the same
weaknessisCFS,which is thatthe symmetrickeys areun-
protected. This canonly be resohed throughthe useof a
public key cipherin the protocol.

Network of AttachedSecureDisks[7] and SecureNet-
work AttachedDisks (SNAD) [4] storedataremotelyand
operateat block level. Datais unprotectedn the senerin
theformerwith datasenerscooperatingvith asinglegroup
sener for accesontrol, makingit a centralpoint of fail-
ure. SNAD usescerti cates for authentication.However,
sinceaccesss atthe block, neithersystemcanprovide the
end-to-endsecuritysemanticghat Paranoidcan.

The Self-certifying File System(SFS)[11], from MIT,
addressedhe problem of mutually authenticatingseners
users.Thiswasdonein orderto preventanadwersaryfrom
spoo ng the sener. SFSachievesthis throughpathnames
which embedthe public key. SFS-Readnly [6] extended
SFSto addresghe problemof securelysharingreadonly
dataacrosghelInternet.

Cepheug5] focuseson the separationof storageand
groupsener functionality. It usessessiorkeys to protect
communicatiorbetweerthe senerandclients. The storage
senerdoesnotneedo beawareof theaccesgontrolopera-
tionswhich arehandledby thegroupsener. A shortcoming
of the systemis the factthatgroupmembersare giventhe

privatekey of thegroup.Paranoidstransformkeys prevent
a groupmemberfrom grantinghis groupaccessrivileges
to anoutsidemwithoutrevealinghis own privatekey. In con-
trast,possessionf Cepheusgroup privatekey effectively
allows a userto addnew usersto the groupwithout reveal-
ing who effectedthedelegation.By restrictingaccesso the
groupkey to only the group owner, suchdirect leakageof
rightsis not possiblewith Paranoid. Thetransformkeys of
Paranoidforce a userto divulge their personalprivate key
allowing the sourceof suchleakageof rightsto beuniquely
identi ed.

Plutus[10] usesa client basedkey distribution scheme.
It focuseson using le groupsto reducethe numberof
keys exchangedetweerusers.Plutus,from HP Labs,pro-
videsgroupsharingby explicitly sharingthe secretwith all
the group users. This suffers from the sameproblemsas
Cepheudescribedabove. [16] comparesseveral related
cryptographiclesystems.

The EncryptingFile Systemof Windows 2000[12] uses
symmetrickeys to encrypt les. Thesearethenencrypted
with a public key cipherfor rightsmanagementSincethey
arestoredon the host,ratherthanwith a PSR they areex-
posedin the eventof a systemcompromise.Further Para-
noid's transformkeys extendthe schemeto enablecrypto-
graphicgroupaccessontrol.

The SecureFile system,developedat the University of
Minnesota[9] usesa protocolsimilar to Paranoid. How-
ever, a key differenceis thataccessontrolis arbitratedby
agroupsener ratherthanthe enduser This doesnot have
the end-to-endsecurity semanticgguarantee®f Paranoid.
In the eventthata securitycompromisés detectedn Para-
noid, only the currentlyactive les areatrisk. In the Secure
File Systemschemethereis noway to preventthe attacler
from accessingll theremaining les thatthe groupsener
is responsiblefor but are not currently being used,if the
systems compromised.

The TrustedComputingPlatformAlliance [19] is anal-
lianceof industryleaderdn hardwareandsoftware. It aims
to build a trustedcomputingervironmenton top of trusted
hardware.ThelBM 4758CryptographidCo-processofl8]
is a high security programmabld?Cl boardwhich canbe
usedto provide dataand cryptographicprocessingo im-
plementTCPA functionality. It containstamperdetection
sensorscircuitry of cryptographicoperationsa micropro-
cessormemory andarandomnumbergeneratarlt aimsto
provide securityevenin the faceof a physicalattackon the
device. Its high costandweakprocessingpower hasham-
peredwidespreadhdoption.Palladium[13] provideslower
assuranceecuritythan sucha trustedco-processobut is
cheapenoughto be commerciallyfeasiblefor commodity
desktopsystemsParanoidperformsprivilegedtaskson the
PSPDatais decryptednto theclient's volatile memoryand
assumedo be securef storedtheretemporarily The PSPS



functionality could insteadbe implementedusingthe IBM
47580r Palladium.

7. Conclusions

This paper presentsthe Paranoid le system,an en-
crypted global le systemthat implementspeerto-peer
transparentle sharingwith UNIX-lik e accesscontrols.
Eachuser can de ne accessgroupsand grant group ac-
cessrightsto peersoutsidetheir protectiondomainswith-
out the needfor ary interventionby an administrator A
novel public key transformationschemeis usedto facili-
tatelow costrevocationof accessights. Performancenea-
surementshawv that the implementationoverheadfor the
encryptedglobal le systemis low enoughto makeit prac-
tical. While theimplementatiordescribeds Linux speci c,
the Paranoidsystemcould easilybe portedto otheroperat-
ing systemsby usingdynamicallyloadedlibrariesthat re-
de ne le 1/O. All applicationsthat use dynamiclinking
would then be able to usethe Paranoid le system. Im-
plementingParanoidusingthe TrustedComputingPlatform
(for secureamanagementf cryptographidkeys) canfurther
reducesystemvulnerability.
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