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Abstract

TheParanoid�le systemis an encrypted,secure, global
�le systemwith usermanaged accesscontrol. Thesystem
providesef�cient peer-to-peerapplication transparent �le
sharing. This paper presentsthe design,implementation
and evaluationof the Paranoid �le systemand its access-
control architecture. Thesystemlets users grant safe, se-
lective, UNIX-like, �le accessto peergroupsacrossadmin-
istrative boundaries. Files are kept encryptedand access
control translatesinto key management. The systemuses
a novel transformationkey schemeto effectaccessrevoca-
tion. The�le systemworksseamlesslywith existingapplica-
tionsthroughtheuseof interpositionagents.Theinterposi-
tion agentsprovidea layerof indirectionmakingit possible
to implementtransparent remote�le accessand data en-
cryption/decryptionwithoutanykernelmodi�cations. Sys-
temperformanceevaluationsshowthat encryptionandre-
mote �le-accessoverheadsare small, demonstrating that
theParanoidsystemis practical.

1. Intr oduction

Computersaroundtheglobeareincreasinglybeingused
to create,store and sharecon�dential and private data.
Keepingsuchinformationsecureis anincreasinglydif�cult
job. As moreandmorecomputersgetinterconnectedusing
anuntrustedandhostilenetwork, thesetof possiblesecurity
attackshasincreasedmanifold. Securityconcernsarealso
a majorbarrierto informationsharingin a global comput-
ing environment.In-spiteof securityrisks,theaddedfunc-
tionality providedby network interconnectivity andsharing
is socompellingthatmostpeopleandcompanieswillingly
assumetheserisks. Moreover, currentsystemsarepoor at

providing globalinformationsharingmechanisms.
Traditionaloperatingsystemsprovide accessprotection

andcontrolledaccessto resources.However, thesemecha-
nismshave provedto befragile at best. Intrudersroutinely
exploit programmingerrors,systemdesignerrors,errorsin
operatingsystemsettingsor ”social engineering”to gain
super-useraccessrights,bypassingsystemprotections.

New errorsareintroducedinto theoperatingsystemjust
asfastasold errorsarediscoveredandcorrected.Thetime
betweena vulnerabilitybeingidenti�ed andits exploit be-
ing generatedhasreduceddramaticallyover theyears.Op-
eratingsystemshavebecomelargeandcomplex asnew de-
vicesandoperatingsystemservicesarecontinuallyadded
or upgraded.Everyoperatingsystemupdatepotentiallyin-
troducesnew errorsthat allow intrudersto bypassthe op-
erating systemprotectionmechanisms.This unfortunate
steady-stateof insecurityis not likely to improve any time
soon.

Anothermajordesignweaknessof traditionaloperating
systemsis theneedfor privilegedaccess.A super-userac-
countis a compromise,introducedin orderto enableinter-
useroperatingsystemservicesandfacilitateadministrative
taskssuchas,�le-system andaccountmanagement,email,
�les backup,etc.Thiscompromisecreatesopportunitiesfor
attackson thesystem.Most serioussecuritybreacheshap-
penwhenan attacker �nds a way to gainsuper-userprivi-
leges,totally bypassingtheoperatingsystemaccesscontrol
mechanisms.

This paper introducesParanoid, a global �le Access
Control systemthat allows usersto selectively, securely,
andeasily shareinformation with others,even thosethey
don't know anddon't have prior trust relationships.It pro-
videsuserswith a global computingenvironment,without
the fear of compromisingthe securityof informationthey
considerprivateor privileged. Eachuser is able to grant



selective �le accessprivilegesto othersoutsidehis admin-
istrative domainwithout having to createaccountsor grant
outsidersany userprivileges.

The �le systemlets usersde�ne accessgroups. A per-
sonwith Paranoidaccessprivilegescanaccess�les regard-
lessof whetherthey are trustedlocal usersor outsiders.
Oneof the key featuresof Paranoidaccesscontrol is that
eachgroupmemberhascryptographicaccessto the group
accessible�les without possessinga sharedgroup secret.
TheParanoidsecure�le systemis implementedasa toolkit
alongwith a setof dynamicallyloadablelibraries. The�le
systemis implementedat the userlevel completely. Para-
noid is an encrypted�le system,but thecryptographicna-
tureof theunderlying�le systemis applicationtransparent
throughuseof interpositionagents[20]. Theadvantageof
this approachis that group ownersdon't needsuper-user
privilegesto securelyshare�les with others,andexisting
applicationsareusedwithout re-compiling. The choiceof
using interpositionagentslimits �le systemaccessto dy-
namically linked programs. However, most modernday
UNIX programsaredynamicallylinked. Statically linked
programscan't usetheParanoid�le system.

2. Design

2.1. Overview

The overall goal of the Paranoidsystemis to facilitate
globalpeer-to-peer�le sharingwith enhancedsecurityand
privacy, minimal administrative overheadand application
transparency. File contentsare locked via encryptionand
areunlockedonly with a correctkey. Thus,accesscontrol
transformsinto a key managementproblem.Usersareim-
plicitly authenticatedby their ability to gainaccessto keys.
Paranoidusesa novel approachusing transformkeys (de-
tailed in Section3) to addressthe key distribution andre-
vocationproblems.Thetransformationkey approachelim-
inatesthe needfor a sharedgroupsecretfor �le sharing.
To enhancesecurity, key decryptionis performedusinga
trusteddevice. We call this trusteddevice a PersonalSe-
curity Proxy (PSP)(seesection2.4) and suggestusing a
commercialhandheldcomputerfor this purpose.

2.2. Encrypted Files

Files' contentsarelockedandmadeinaccessibleby en-
cryption. Paranoidusesa hybrid encryptionsystem.Data
areencryptedwith a symmetriccipherandsymmetrickeys
areencryptedwith publickey cipher. Each�le is encrypted
with a differentrandomkey. Sincepublic key ciphersare
too slow, a symmetriccipher is used. (Using public key
ciphersto encryptanddecrypttheentire�le wouldaddsig-
ni�cant delaysto �le operations.)Theprototypesystemis

Figure 1. Sharing a �le

implementedusingDES [14] but any othersymmetricci-
pher could be used,suchas AES [15]. Eachsymmetric
key is encryptedwith the�le owner's public key. For shar-
ing, groupaccessto a �le is grantedby encryptingthe�le' s
symmetrickey with thegroup's public key. This informa-
tion, alongwith the �le digital signatures,versionnumber
anda time-stamparestoredin a header, togetherwith the
encrypted�le' s contents.TheheadersuseXML formatting
to storethe data. Headersaredescribedin Section4.1. A
super-usercanaccessthe encryptedParanoid�les for ad-
ministrative tasks,suchas�le backup,but hasno accessto
the�les' contents.

2.3. AccessGroupsand File Sharing

Whena �le owner � wantsto sharea �le with person
�

, theownercanencryptthe�le' s symmetrickey with
�

's
public key. Theencryptedkey canbestoredalongwith the
encrypted�le or sentdirectly to

�

. Theoretically, this is
all that is neededfor �le sharing. However, if a groupof



peopleis sharinga setof �les, a moreef�cient methodis
adopted.Theownerof asetof �les de�nesanaccessgroup
for the �les. Groupmembersencrypt�les with symmetric
keys andencryptthesymmetrickeys with thegrouppublic
key. In this case,the owner is responsiblefor distributing
thegroup'sprivatekey to all groupmembers.This scheme
poseslogistical problemssinceexplicit key distribution is
needed.Onesolutionis to storegroupaccessinformation
in a �le which canbeprovideduponrequest.A groupac-
cessinformation�le holdsgroupidentitiesalongwith the
group'sprivatekey encryptedwith thepublickeysof group
members.In this scheme,whena useris trying to access
a �le, heuseshis identity to retrieve thegroup's encrypted
privatekey from the group information �le. He then de-
crypts it using his own private key. The group's private
key in turn allows him to decryptthe �le' s symmetrickey,
grantinghim accessto the �le' s content.Thegroupowner
is responsiblefor groupmanagementtaskssuchasadding,
deletingandupdatingentries.

This schemeis similar to the lockboxes adoptedby
Cepheus[5] althoughthey useda centralgroup database
to distribute keys. Their schemesuffers from an inherent
weakness.Not only is the databasea centralpoint of vul-
nerability, but theschemegivesusersmorerightsthannec-
essary. Group membershipshouldonly enableaccessto
shared�les. With Cepheus,any groupmembercanaddnew
membersto the groupby disclosingthe groupsecret(pri-
vatekey). Additionally, revoking accessrights is dif�cult.
It requireschangingthegroup'spublicandprivatekeysand
there-encryptionof all symmetrickeys. Coordinatingkey
changesover theInternetis dif�cult.

TheParanoidsystemusesa novel schemethatdoesnot
requiresthesharingof agroup-speci�csecret.Whenauser
(a groupowner) createsa new accessgroup,he createsa
new publicandprivatekey pair for thegroupusingtheRSA
public key cipher[17]. He publishesthegrouppublic key,
thatis themodulus� andthepublicexponent� . All group
membersusethe samemodulus � but eachgroup mem-
ber is assigneda different randomexponentas a private
key. Associatedwith eachgroupmember's privatekey is
a transformkey known only to the groupowner. Whena
groupmemberrequestsaccessto a�le, thegroupownerap-
pliesamember-speci�c transformkey to the�le' sencrypted
symmetrickey. Thetransformationchangesthesymmetric
key's encryptionfrom anencryptionwith thegrouppublic
key to an encryptionthat correspondsto the groupmem-
ber's uniqueprivatekey. The encrypted�le togetherwith
the transformedencryptedsymmetrickey are sent to the
member. Pleasenotethat the systemdoesnot useexplicit
authentication.The systemrelieson the fact that only the
designatedgroupmemberpossesthemember-speci�c pri-
vatekey, andthereforeonly shecanaccessthe�le content.
Othersmaypretendto be groupmembers,but they do not

possesa valid privatekey and thus can't accessthe �le' s
content.Detailsof how thetransformationis computedare
given in section3. Detaileddescriptionsof �le operations
like read,write, createanddeletearegiven in section2.5.
The Paranoid�le systemusesXML groupde�nition �les
createdby theowner. Usersde�ne theirown readandwrite
accessgroups.Groupde�nition �les aredigitally signedso
thatany tamperingcanbedetected.Eachaccessgrouphasa
publicandprivatekey pair thatareusedby thegroupowner
to encryptanddecryptsymmetrickeys. Thegroupprivate
key is kepta secretandis not sharedwith thegroupmem-
bers. Additions anddeletionsfrom the grouparedoneby
thegroupownerusinghis PersonalSecurityProxy.

2.4. The PersonalSecurity Proxy

TheParanoid�le sharingsystemis secureprovidedkeys
arerandomandarekept secret. To enhancekey manage-
mentsecurity, wedevelopedsoftwarefor anattachedcopro-
cessorthatwe call thePersonalSecurityProxy. ThePSPis
anintegralpartof thesystem.ThePSPcanbeimplemented
on an attachedportabledevice suchasa PersonalDigital
Assistant(PDA) or a smartcard. The PSPis usedto pro-
tectsecretsandperformsensitiveencryptionanddecryption
operationsonbehalfof its owner. Thegeneralpurposecom-
putercommunicateswith thePSPthroughasecureprotocol.
Theowner'spasswordprotectedprivatekey is storedonthe
PSPalongwith privatekeys of groupsownedby the user.
OncethePSPis activated,it authenticatestheowneranden-
cryptsanddecryptskeys on behalfof theowner. ThePSP
is responsiblefor communicatingwith theclientandserver
modulesresidingon theowner's machine.ThePSPis also
usedfor generatingsymmetrickeys andcomputingdigital
signatures.In theprototypeimplementation,thePSPopera-
tionswere”simulated”onageneralpurposemachine.After
the prototypedevelopmentwas completedwe discovered
thatall thefunctionalityof thePSPcanbeimplementedus-
ing the attachedprocessorof the TrustedComputingPlat-
form (TCPA) [19]. Relatively small modi�cations of the
currentParanoidimplementationcouldmakethecodework
with TCPA.

2.5. The Paranoid File System

File Accessand Group Operations. TheParanoidsys-
temis aglobal�le systemsupportingglobalusernamesand
�le names.Thesystemusesemailaddressesasglobaluser
identities,andfor global�le namesthesystemusesaURL-
like namingconvention. Each�le namecontainsa global
host namefollowed by the �le name. A protocol similar
to HTTP is usefor communication.Paranoid�les areen-
cryptedusingthetoolkit developed.Thetoolkit takesa �le,
encryptsit andattachesanextendedheaderto it. Theheader



Figure 2. Paranoid system diagram

containsinformationabouttheencryptedkeys, readaccess
groups,write accessgroupsanddigital signatures.

EachaccessgrouphasanXML groupde�nition �le list-
ing members'identities,transformkeys, andaccessprivi-
leges.Thegroupde�nition �le isencryptedwith thegroup's
publickey. It is only accessibleto thegroupowner. Adding
or removing groupmembersandchangingtheaccessrights
for a �le or directoryare doneby the groupowner using
thetoolkit. Shared�les areaccessedvia a �le serveragent.
The �le server enforcesaccessrights, checksgroupmem-
bers' accessrights, applieskey transformationsand per-
formswrite operationsonbehalfof legitimateusers.

File headers,encrypted�les, andgroupde�nition �les
aredigitally signed.While thesystemdoesnotprovidespe-
cial protectionagainstmalicious�le deletion,any tamper-
ing with Paranoid�les is detected.Operationsthatmodify
�les requireusers'PSPsto beactive andableto communi-
catewith the�le serverandclient agent.

To globally share�les, a �le server agentmustbe run-
ning on thegroupowner's machine.This processauthenti-
catesaccessrequestson behalfof theowner, performskey
transformations,sendsrequested�les to group members
and writes �les on behalf of groupmembers. Modifying
groupaccessrights is doneby adding,removing or modi-
fying a member's entry in the groupde�nition �le. Sym-
metrickeysof �les thatarevokeduserhasalreadyaccessed
arelazily re-encrypted- that is, the operationis doneat a
later stagewhenthe �le is next written to. Note that only
thegroupownercanperformtheseoperations.

Adding a memberto a group requiresadding a new
memberentry, generatinga randomprivatekey, computing
a transformkey, anddelivering to the memberhis private
key. TheParanoidsystemassumesthatprivatekey informa-
tion is sentto membersasanout of bandoperation.These
operationscanonly bedoneby thegroupowner.

Paranoid File Read. Table 1 describesthe chain of
events triggeredby an application running on a remote

Table 1. Sequence of events for reading a re­
mote Paranoid �le .

Machine Action Tasksand Explanations
C open�le(r , � �le � ) User applicationopensthe �le for

reading
C Intercept Bypassinterceptstheopen�le sys-

tem call and passescontrol to the
client module.

C RemoteAccessReq The client agentopensa connec-
tion to �le server, sendsrequest,
User ID, File name.

S checkrequest The�le server checkstheuser's re-
quest:Doesthe �le exist? What is
theaccessgroup?Is theuserin the
accessgroup? Doesthe userhave
readrights?

S PSP key transform The server's personal security
proxy appliesmemberspeci�c key
transformation

S send�le The�le-serversignsthe�le-header,
sends�le to clientmachine.

C receive �le The client agent receives the �le,
parsesthe�le-header.

C PSP decodekey Theclient'sPSPdeciphersthesym-
metrickey.

C decode�le Theclientagentdecodesthe�le, re-
turns�le pointerto Bypass.

C return Bypassreturnscontrol to applica-
tion, passes�le pointer to applica-
tion.

clientmachineopeningaParanoid�le for a readoperation.
To keepthe descriptionsimple it only coversa successful
�le opencase.The tablehasthreecolumns.The �rst col-
umnliststhemachinetakingtheaction.Therearefourcom-
putersinvolved: C, the client machine,C PSP, the client
Personalsecurityproxy machine,S, the group �le server,
andS PSP, thegroupowner'sPersonalSecurityProxy. The
secondcolumnin Table1 lists the actiontaken. The third
columnprovidesan explanationand lists stepsassociated
with eachaction.

Whena client applicationopensa �le for a readopera-
tion, thesystemcall to openthe�le is trappedby theinter-
positionagentcreatedwith Bypass.Therequestis checked
to seeif its operandis aParanoid�le. If so,theinterposition
agentinvokesa client agentwhich sendsout a readrequest
to theappropriate�le serveralongwith therequester's cre-
dentials.The�le server veri�es that the �les exist andthat
thegroupmemberhasreadaccessprivileges.Thisveri�ca-
tion is doneusingthegroupde�nition �le. The �le server
identi�es which grouptherequesterbelongsto andapplies
therequester-speci�c key transformationon the�le' s sym-
metrickey. Theencrypted�le is sentbackto theclientagent
along with a signedParanoidheaderand the transformed
symmetrickey. File tamperingis caughtby verifying the
digital signatures.The groupmember's PSPdecryptsthe
transformedkey andsendsit to theclient agent.Theclient
agentdecryptsthe�le andsendsit to theinterpositionagent,
which forwardsit to theapplication.



Table 2. Sequence of events for writing a re­
mote Paranoid �le

Machine Action Tasksand Explanations
C close�le Clientapplicationclosesamodi�ed

Paranoid�le
C intercept Bypassinterceptsthe close�le op-

eration, passescontrol to client
agent.

C encrypt�le Theclientagentgeneratesarandom
symmetrickey, encryptsthe�le, en-
crypts the symmetrickey with the
grouppublickey, generatesaheader
which includesa hashof the�le.

C PSP encryptkey The client PSPsigns the �le hash
andsignstheheaderhash.

C send�le Theclient agentconnectsto the�le
serversendingawrite requestalong
with the �le nameand user ID. It
sendsthe�le.

S receive �le The �le server receives the �le,
parsesthe�le header, checksmem-
berauthorization.

S PSP signaturetransform The server PSP transforms the
client signatureinto a groupsigna-
ture.

S write �le The server copiesthe �le into the
appropriatedirectory.

Writing RemoteFile. Remote�le writes aredoneon
whole�les. Whenanapplicationcreatesor modi�es apara-
noid�le, theclientagentperformsreadandwritesonalocal
copy. Oncethe�le is closed,theclient agentdoesa remote
write into the Paranoid�le system. The client agenten-
cryptsthe�le with anew randomsymmetrickey. Thesym-
metrickey is encryptedwith themember'sown privatekey
andthe group's public key. The encrypted�le is attached
to theheaderandis digitally signedby thewriter usinghis
groupprivatekey. The�le is sentbackto the�le server. The
�le server on thegroupowner'smachineveri�es thegroup
member's write authorization.Oncecredentialsandsigna-
turesareveri�ed, thenewer versionof the �le replacesthe
old one. The Paranoid�le addressesmultiple concurrent
write backconsistency by usinga last writer wins policy.
However, older versionsof �les arearchived. Remote�le
anddirectorycreationsarethesameas�le write operations.
In casea groupmemberhasremote�le creationrights,the
�le server provides a default empty �le to the requesting
client agent. Newly created�les inherit the sameaccess
groupsasthedirectoriesthey arecreatedon. Alternatively,
defaultgroupscanbespeci�edin a con�guration�le.

Table2 describesthe chainof eventsthat follows a re-
moteclient write request.Like Table1, Table2 hasthree
columns. The �rst columnspeci�es the machine,the sec-
ondcolumnspeci�estheaction,andthethird describesthe
actionandits associatedsequenceof steps.

3. KeyTransformation

TheParanoid�le systemusesa modi�ed versionof the
RSApublic key cipher[17]. Eachaccessgroupusesa dif-
ferentmodulus � , but all themembersof a groupusethe
samemodulus. The modulusand the public exponentof
the groupkey pair arepublishedandthe privateexponent
is only known to thegroupowner. Eachgroupmemberis
given a randomexponentto useashis groupprivatekey.
Associatedwith eachgroup memberis a transformkey,
known only to thegroupowner, thatcantransforma sym-
metric key encryptedwith the group's public key into the
symmetrickey encryptedby the ”public half” correspond-
ing to the member's group privatekey. Thus eachgroup
membercanencrypta symmetrickey for groupuse,but he
canonly decryptasymmetrickey afterhisspeci�c transfor-
mationis appliedto an encryptedkey. The transformation
steppreventsa groupmemberfrom grantinggroupaccess
rightsto outsiderswithoutrevealingtheirgroupprivatekey.
Sincethis can be easily traced,it is expectedto dissuade
leakage.In contrast,systemsthat handout the grouppri-
vatekey to userseffectively allow themto addnew users
by giving thekey to otherswithoutany accountability. Fur-
ther, Paranoid's schemelets theowner remove a userfrom
agroupwithouthaving to re-encryptany keysor �les.

Thissectiondescribesthetransformationin detail.When
a usercreatesa new grouphecreatesa standardRSAmod-
ulus � where�	��

� where
 and � aretwo largerandom
primenumbers.Thegrouphasapublicandprivatekey pair,
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andis keptontheownermachinewhereit is only accessible
to the�le server.
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Whenuser* asksto reada �le encryptedwith D , the�le-
server computes
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Proof: Sincethe setof integersrelatively prime to " is a
commutativegroupundermultiplicationmodulo " :

? 7 �����P6 7

�<�=�! >"%$

�

�

���

�:6

���

7

�����:6 7

�<���J Q"%$R�;� �����! >"%$

Therefore,usingEuler'sTotientTheorem,
G

�

?@7

+

G

�

�

+

D

$K$1MSN �<���J 

�

$

�

D>I(TCU@V

M

TCU

N

V!IWV

MSN �����! 

�

$

�HD

QED.
Pleasenote: Applying thetransformkey ?(7 to a signa-

ture X generatedby * with his privatekey 687 transforms
thesignatureX into a groupsignaturegeneratedwith ����� .
Thatis:

G

�

6
7

+

X

$OY
N

�����! 

�

$R�

G

�

�

���
+

X

$

Theproof is almostidenticalto theproofof theproposition
aboveandis left to thereader. Also notethataslong asthe
groupownerkeeps" , �Z��� , andthe transformkeys secret,
hecanusethesamemodulus � for many differentaccess
groups.

3.1. Transformation Security

A primary questionconcerningthe key transformation
schemeis how secureis it? Theansweris asfollows. Since
eachgroupmember'sprivatekey is alargerandomnumber,
knowledgeof the grouppublic key anda group-member's
privatekey doesnotgiveanattackertheability to gainaddi-
tional capabilitiesbeyondimpersonatingthemember. Any
setof collaboratinggroupmemberscouldnot gainany ad-
ditional capabilitiesthey don't alreadyhave. For example,
if group accessprivilegeswere taken away from a set of
groupmembers,they cannotregaingroupaccessby collab-
orating. Any groupmembergettinghold of a symmetric
key encryptedwith thegrouppublic-key couldnot decrypt
it withoutknowing thecorrespondingtransformkey.

However, the transformkeys ?37 must be kept secret.
Any personthat knows both a group-memberprivate-key

6
7 and the correspondingtransformkey ?

7 can decrypt
any symmetrickey encryptedwith the group's public key

� . Thusshecanaccessall the group�les, bypassingany
accesscontrols.If shewasalsoableto penetratetheserver,
thenshecould modify �les, forge signaturesandalter the
groupde�nition �le, addingor subtractingmembers.

<FILE name=... path=... hostname=...>
<OWNERname=.../>
<SYMMETRIC_KEYkey=... iv=.../>

<READ_GROUPS>
<GROUPname=...>
<GROUP_SYMMETRIC_KEYkey=... iv=.../>
</GROUP>

<GROUPname=...>
<GROUP_SYMMETRIC_KEYkey=... iv=.../>
</GROUP>

</READ_GROUPS>

<WRITE_GROUPS>
<GROUPname=...>
<GROUP_SYMMETRIC_KEYkey=... iv=.../>
</GROUP>

</WRITE_GROUPS>

<TIME_STAMP value=.../>
<SIGNATURE lastwriter=... value=.../>

</FILE>

Figure 3. XML header s for Paranoid Files

4. Implementation detailsand results

4.1. XML

Paranoid�les areencryptedandstoredin XML format.
An XML headeris prependedto theencrypteddata.Binary
data,suchasencryptedkeys, is storedin hexadecimalfor-
mat for readability. A simpli�ed schemaof the XML �le
headeris givenbelow. The headercontainsthe �le access
informationalongwith theprotecteddecryptionkeys. The
headeralsocontainsa list of groupshaving reador write
accessrights. An encryptedsymmetrickey is storedwith
eachgroupname. The �le containsa digital signatureof
theXML headerandtheencrypted�le.

4.2. Group Files

TheXML groupde�nition �le is alist of groupmembers
andmembers'transformkeys. Theskeletonof oneis shown
in Figure4.

4.3. Client Modules

Applications communicatewith the operatingsystem
throughthestandardlibrary thatmakessystemcallsto con-
tact the kernel. SinceParanoid�les are kept encrypted,
applicationscan't use them without decryption. Making
changesto the operatingsystemor the input and output
library on requiressuper-userprivilegeson mostsystems.
Paranoidusesinterpositionagentsto makesureexistingap-
plicationsrun seamlesslywithout having any knowledgeof
theunderlyingencrypted�le format.



<GROUPname=...>
<OWNERname=.../>

<MEMBERS>
<MEMBERname=...>
<TRANSFORM_KEYvalue=.../>
</MEMBER>

<MEMBERname=...>
<TRANSFORM_KEYvalue=.../>
</MEMBER>

</MEMBERS>

<TIME_STAMP value=.../>
<SIGNATURE lastwriter=... value=.../>

</GROUP>

Figure 4. Paranoid Group Files

We usethe Bypasssystem[20] to implementthe Para-
noid global encrypted�le system. The Bypasssystemal-
lows us to modify thebehavior of a selectedsetof system
callsby replacingeachselectedsystemcall with codethat
we supply. TheBypasssystemtrapssystemcallsandexe-
cutesthesuppliedcodein userspace.Thusonecanmodify
or enhancetheoperatingsystemwithout having to modify
thekernelor systemlibrariesthemselves.

A modi�ed versionof the C input/output(I/O) library,
implementedin theclientagent,insulatesapplicationsfrom
Paranoid�le system'sunderlyingdetails.Themodi�ed I/O
library supportstransparentaccessto remotecryptographic
�les. RelevantI/O systemcalls,suchasopenandclose, are
intercepted.Thentheclientagentexecutescodeto fetchre-
mote�les, communicatewith thePSP, andperformcrypto-
graphicoperationsonthe�les. For example,whentheopen
systemcall is issuedby anapplication,theremoteParanoid
�le is fetchedandits contentis decrypted.Control is then
returnedto therunningapplicationoncethe �le' s integrity
is veri�ed. A local decryptedcopy of the �le is createdits
descriptoris passedto the applicationin lieu of encrypted
�le' sdescriptor.

4.4. Global Files

Paranoidmakesit aseasyto usea remoteencrypted�le
asit is to usea local unencrypted�le. Paranoid�le names
extend the usualUNIX �le namingconvention. Like in
UNIX, a �le nameis astringwith substring�elds separated
by /. The �rst substringis thekeyword /paranoid andthe
secondis [userID@]host[:port] whereuserID is an op-
tional user identity specifyingthe owner of the �le, host
is the hostnameor IP addressandport is an optionalport
numberwherethe Paranoidserver agentis running. The
defaultuseridentityandportnumberarespeci�edin acon-
�guration �le .paranoidrc in theuser'shomedirectory. For
example,to editaParanoid�le with vi, ausercouldtype(in
aninteractiveshell): vi /paranoid/abc.cs.xyz.edu/�le.txt.

Theclient agentopensa TCPsocket connectionto a �le

File Size 1Mb 4Mb 8Mb 16Mb 64Mb
Veri�cation 0.41 1.2 2.09 3.97 16.09
Decryption 0.65 2.47 4.95 10.08 41.42
Encryption 2.56 4.32 6.69 11.41 43.33
Transfer 0.26 0.8 1.51 2.97 12.93

Table 3. Latenc y obser ved (in seconds) to
openand then closea Paranoid �le on a local
host.

File Size []\_^ `8\_^ a9\_^ [cb(\d^ b3`8\_^

Transfer(Se C) 1.64 5.59 11.34 21.95 89.86
Veri�cation 0.24 0.94 1.77 3.55 15.34
Decryption 0.6 2.38 4.78 9.7 42.25
Encryption 2.56 4.33 6.74 11.53 44.97

Transfer(Ce S) 0.4 1.54 3.09 6.28 25.42

Table 4. Latenc y obser ved (in seconds) to
openand then closea Paranoid �le on a remote
host.

serverprocessrunningonthegroupowner'smachinewhich
in thiscaseis fJg]h

2
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werespeci�ed, thedefaultsarereadfrom thecon�guration
�le. A simplehandshakeprotocolis usedto sendtheremote
usercredentials,requestthe �le, andtransferthe �le to the
client machine.Note that requestsand�les aresentin the
clearsince�les' contentsarealreadyencrypted,usersare
implicitly authenticated,andresponsesaresigned.

5. Performance

The overheadof trappinga systemcall usingBypassis
between9 to 28 p s [20]. Paranoidincursa large cost for
encrypting,decrypting,signingandverifying �les. Theuse
of cryptographicoperationsin thecritical pathof �le oper-
ationshasthe potentialto createa signi�cant adverseim-
pacton overall performance.However, we arguethat this
overheadis acceptablein thecontext in which Paranoidis
to be usedsincethe �le operationsare dominatedby the
latency introducedby thenetwork transfers.Below wepro-
vide measurementsof the time it takes to openandclose
Paranoid�les to illustratetheeffect it hasonperformance.

The measurementsweremadeusingtwo 300 MHz In-
tel PentiumII machinesconnectedthrough the network.
The benchmarkprograminvokes the openand closesys-
temcallsanumberof timesoverarangeof �les of different
sizes.Thetablesshows themeanresultsover 10 runseach
for 5 �le sizesbetween1MB and 64MB. Table 5 shows
a client andserver locatedon the samemachinewith the
client openingandclosinga Paranoid�le. Table5 displays
timesfor a client andserver locatedon differentmachines.



The �rst transfertime is the measurementwhenthe �le is
retrieved from the server by the client. This includesthe
time to effect the transformkey on the server. Thus this
time is much greaterthan the secondtransfertime which
occurswhen the �le is returnedto the server after it has
beenclosed.

6. RelatedWork

Several previous projectshave proposedthe useof en-
cryptionto lock datastoredin �les. TheCryptographicFile
System(CFS) [1, 2], createdat AT&T Bell Laboratories,
wasoneof the early realizationsof sucha scheme.How-
ever, CFSwasdesignedasa local �le system.Therefore,
the only way a �le could be sharedwasby explicitly dis-
tributing �le keys to otherusers.CFSusedsymmetrickeys
for all protection.Thismeantthatthekeyswereleft unpro-
tectedin memorywhile in use.Suchaschemeis vulnerable
whenanattackergainsaccessto thesystemsincethey then
have accessto the keys aswell. The useof a public key
schemelike that of Paranoidreducesthis exposure. Fur-
ther, thegranularityfor �le accessesin CFSis perdirectory.
Paranoidcanbeusedto provideper�le reador write access
andperdirectorycreatepermissions.

The TransparentCryptographicFile System[3] is sim-
ilar to CFSbut it movesthe functionality from userspace
to kernelspacefor performanceandeaseof use. Cryptfs
[21] usesa stackable�le systeminfrastructureto provide
similar functionality. TCFS,Cryptfsand[8] have thesame
weaknessasCFS,which is thatthesymmetrickeys areun-
protected.This canonly be resolved throughthe useof a
publickey cipherin theprotocol.

Network of AttachedSecureDisks [7] andSecureNet-
work AttachedDisks (SNAD) [4] storedataremotelyand
operateat block level. Datais unprotectedon theserver in
theformerwith dataserverscooperatingwith asinglegroup
server for accesscontrol,makingit a centralpoint of fail-
ure. SNAD usescerti�cates for authentication.However,
sinceaccessis at theblock, neithersystemcanprovide the
end-to-endsecuritysemanticsthatParanoidcan.

The Self-certifyingFile System(SFS)[11], from MIT,
addressedthe problemof mutually authenticatingservers
users.This wasdonein orderto preventanadversaryfrom
spoo�ng theserver. SFSachievesthis throughpathnames
which embedthepublic key. SFS-ReadOnly [6] extended
SFSto addressthe problemof securelysharingreadonly
dataacrosstheInternet.

Cepheus[5] focuseson the separationof storageand
groupserver functionality. It usessessionkeys to protect
communicationbetweentheserverandclients.Thestorage
serverdoesnotneedto beawareof theaccesscontrolopera-
tionswhicharehandledby thegroupserver. A shortcoming
of thesystemis the fact thatgroupmembersaregiven the

privatekey of thegroup.Paranoid's transformkeysprevent
a groupmemberfrom grantinghis groupaccessprivileges
to anoutsiderwithoutrevealinghisown privatekey. In con-
trast,possessionof Cepheus'groupprivatekey effectively
allows a userto addnew usersto thegroupwithout reveal-
ing whoeffectedthedelegation.By restrictingaccessto the
groupkey to only the groupowner, suchdirect leakageof
rights is not possiblewith Paranoid.Thetransformkeys of
Paranoidforce a userto divulge their personalprivatekey
allowing thesourceof suchleakageof rightsto beuniquely
identi�ed.

Plutus[10] usesa client basedkey distribution scheme.
It focuseson using �le groupsto reducethe numberof
keys exchangedbetweenusers.Plutus,from HP Labs,pro-
videsgroupsharingby explicitly sharingthesecretwith all
the groupusers. This suffers from the sameproblemsas
Cepheusdescribedabove. [16] comparesseveral related
cryptographic�lesystems.

TheEncryptingFile Systemof Windows2000[12] uses
symmetrickeys to encrypt�les. Thesearethenencrypted
with a public key cipherfor rightsmanagement.Sincethey
arestoredon thehost,ratherthanwith a PSP, they areex-
posedin theeventof a systemcompromise.Further, Para-
noid's transformkeys extendtheschemeto enablecrypto-
graphicgroupaccesscontrol.

The SecureFile system,developedat the Universityof
Minnesota[9] usesa protocol similar to Paranoid. How-
ever, a key differenceis thataccesscontrol is arbitratedby
a groupserver ratherthantheenduser. This doesnot have
the end-to-endsecuritysemanticsguaranteesof Paranoid.
In theeventthata securitycompromiseis detectedin Para-
noid,only thecurrentlyactive�les areat risk. In theSecure
File Systemscheme,thereis noway to preventtheattacker
from accessingall theremaining�les that thegroupserver
is responsiblefor but are not currently being used,if the
systemis compromised.

TheTrustedComputingPlatformAlliance [19] is anal-
lianceof industryleadersin hardwareandsoftware.It aims
to build a trustedcomputingenvironmenton top of trusted
hardware.TheIBM 4758CryptographicCo-processor[18]
is a high security, programmablePCI boardwhich canbe
usedto provide dataand cryptographicprocessingto im-
plementTCPA functionality. It containstamperdetection
sensors,circuitry of cryptographicoperations,a micropro-
cessor, memory, andarandomnumbergenerator. It aimsto
providesecurityevenin thefaceof a physicalattackon the
device. Its high costandweakprocessingpower hasham-
peredwidespreadadoption.Palladium[13] provideslower
assurancesecuritythansucha trustedco-processorbut is
cheapenoughto be commerciallyfeasiblefor commodity
desktopsystems.Paranoidperformsprivilegedtaskson the
PSP. Datais decryptedinto theclient'svolatilememoryand
assumedto besecureif storedtheretemporarily. ThePSP's



functionalitycould insteadbe implementedusingthe IBM
4758or Palladium.

7. Conclusions

This paper presentsthe Paranoid �le system,an en-
crypted global �le systemthat implementspeer-to-peer
transparent�le sharing with UNIX-lik e accesscontrols.
Each user can de�ne accessgroupsand grant group ac-
cessrights to peersoutsidetheir protectiondomainswith-
out the needfor any intervention by an administrator. A
novel public key transformationschemeis usedto facili-
tatelow costrevocationof accessrights.Performancemea-
surementsshow that the implementationoverheadfor the
encryptedglobal�le systemis low enoughto make it prac-
tical. While theimplementationdescribedis Linux speci�c,
theParanoidsystemcouldeasilybeportedto otheroperat-
ing systemsby usingdynamicallyloadedlibrariesthat re-
de�ne �le I/O. All applicationsthat usedynamic linking
would then be able to usethe Paranoid�le system. Im-
plementingParanoidusingtheTrustedComputingPlatform
(for securemanagementof cryptographickeys) canfurther
reducesystemvulnerability.

References

[1] M. Blaze.A cryptographic�le systemfor unix. Procedings
of FirstACMConferenceonComputerandCommunications
Security, 1993.

[2] M. Blaze. Key managementin an encrypting�le system.
Proceedingsof theUSENIXSummerTechnical Conference,
1994.

[3] G.Cattaneo,L. Catuogno,A. D. Sorbo,andP. Persiano.The
designand implementationof a transparentcryptographic
�le systemfor unix. In Proceedingsof theFREENIXTrack:
2001USENIXAnnualTechnicalConference, 2001.

[4] W. FreemanandE. Miller. Designfor a decentralizedsecu-
rity systemfor network-attachedstorage.Proceedingsof the
17th IEEE Symposiumon MassStorage SystemsandTech-
nologies, 2001.

[5] K. Fu. Groupsharingandrandomaccessin cryptographic
storage�le systems.Master's thesis,MIT, 1999.

[6] K. Fu, F. Kaashoek,and D. Mazieres. Fast and secure
distributed read-only�le system. Proceedingsof the 4th
USENIXSymposiumon Operating SystemsDesignandIm-
plementation, 2000.

[7] G. A. Gibson,D. F. Nagle,W. C. II, N. Lanza,P. Mazaitis,
M. Unangst,andJ.Zelenka.Nasdscalablestoragesystems.
Proceedingsof USENIXExtremeLinuxWorkshop, 1999.

[8] P. Gutmann.Secure�le system,1996.
[9] J. HughesandC. Feist. Architectureof thesecure�le sys-

tem. Proceedingsof the EighteenthIEEE Symposiumon
MassStorage Systems, 2001.

[10] M. Kallahalla, E. Riedel, R. Swaminathan,Q. Wang, and
K. Fu. Plutus:Scalablesecure�le sharingonuntrustedstor-
age,2003.

[11] D. Mazieres.A SelfCertifyingFile System. PhDthesis,MIT,
2000.

[12] Microsoft Corporation.EncryptingFile systemin Windows
2000, 1999.

[13] Microsoft Windows TrustedPlatform Technologies. Mi-
crosoftPalladium: A BusinessOverview, 2002.

[14] National Bureauof Standards,U.S. Departmentof Com-
merce. Data EncryptionStandard, number46-1 in FIPS,
1988.

[15] National Instituteof StandardsandTechnology. AESPro-
posal: Rijndael, 2000.

[16] E.Riedel,M. Kallahalla,andR.Swaminathan.A framework
for evaluatingstoragesystemsecurity. Proceedingsof the
1st Annual Conferenceon File and Storage Technologies,
2002.

[17] R.Rivest,A. Shamir, andL. Adleman.A methodfor obtain-
ing digital signatureandpublic-key cryptosystems.Commu-
nicationsof ACM, 21,1978.

[18] S.W. SmithandS.Weingart.Building a high-performance,
programmablesecurecoprocessor. ComputerNetworks,
31(9),1999.

[19] http://www.trustedcomputing.org/.
[20] D. Thain and M. Livny. Multiple bypass: Interposition

agentsfor distributedcomputing. Journal of ClusterCom-
puting, 2001.

[21] E. Zadok,I. Badulescu,andA. Shender. Cryptfs: A stack-
ablevnodelevel encryption�le system. TechnicalReport
CUCS-021-98,ComputerScienceDepartment,Columbia
University, 1998.


