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Abstract

ThelnternetChes<Club (ICC) is a popularonlinechess
servemwith morethan30,000membesworldwideincluding
variouscelebritiesand the bestchessplayeis in theworld.
Althoughthe ICC websiteassuesits usess thatthe security
protocol usedbetweerclient and serverprovidessufcient
securityfor sensitivanformationto betransmittedsuc as
credit card numbes), we showthis is not true. In partic-
ular we showhow a passiveadvesary can easilyreadall
communicationsvith a trivial amountof computationand
how an activeadvesary can gain virtually unlimitedpow-
ers overan ICC user We also showsimplemethoddor de-
featingthetimestampingnehanismusedby ICC. For eath
problemwe uncover, we suggestrepairs and draw conclu-
sionsonhowto bestavoidrepeatingheseaypesof problems
in thefuture,

1. Intr oduction

Evenafterseveralexamplesof how easyit is to gowrong
wheninventingsecurityprotocolsfrom scratchwesstill nd
instancesof widely-deplg/ed protocolswith fundamental
vulnerabilities.This papertakesaverywell-known internet
service the “InternetChessClub;” andconductsa security
analysisshaving thatit in facthasdeepsecurity aws. For
eachof the problemswe uncover, we recommendvaysto
avoid repeatinghe samemistale again,andlist thelessons
oneshouldtake from our analysis.

BACKGROUND. Originally the the InternetChessSener
(ICS) wasa free open-sourceener that allowed userson
thelnternetto play chessThearchitecturavasasshavn in
Figurel,; clientsestablishe@ TCP/IPconnectiorto aspec-
ied port on the sener, andthe sener arrangedmatches

betweenplayers. Eachmove a player madewastransmit-
ted (in the clear)to anICS sener, which would thenrelay
thatmoveto the opponentThe sener enforcedherulesof

chessrecordedthe position of the gameafter eachmove,

adjustedheratingsof the playersaccordingo theoutcome
of thegameandsoforth.

Seriouschessplayersuse a pair of clocks to enforce
the requirementhat playersmove in a reasonabl@amount
of time: supposeAlice is playing Bob; at the beginning
of a game,eachplayeris allocatedsomenumberof min-
utes. When Alice is thinking, her time ticks down; after
shemoves,Bob beginsthinking ashis time ticks down. If
eitherclock reacheszerobeforethe gameends,the player
who hasrun out of time forfeits. (We areignoring several
detailshere,but thisis sufcient for our purposes.)

The ICS sener also managedhe clocks: when Alice
moved, Bob would not only receive Alice's move but also
learnhow muchtime shehadtaken. If either playerran
overtime, the sener would recordthe gameas a loss for
thatplayet

ICS had a numberof problems. First, the sener was
quite buggy andwould crashfrequently Also, playingfast
games(say 5 minutesper player or faster)wasimpracti-
cal sincethenetwork lateng betweerclientandsenerwas
chagedto that player's clock. This meantthat if Alice
were averaging2 secondsoundtrip from her machineto
the sener, shewould be chaged?2 extra secondspn aver-
age,for eachmove shemade.In afastgame thisis avery
signi cant disadwantage. If Alice werein Europeandthe
sener werein the United States,fast gameswere simply
unplayableasthey presentedoo largeahandicagor Alice.

IMPROVING THE SYSTEM. In 1992,a new managetook
overrunninglCSandhesetabout xing themary problems
it had.Soonthereafterthebugsbegandisappearingandthe
senerwasmorestable.Additionally, “movetimestamping”
wasintroduced.
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Figure 1. Theoriginal ICS con®guration:clientsmadea TCP/IPconnectiorto a porton asener. ThelCS sener
enforcedtherulesof chessandmaintainedhe stateof eachplayers clock. In this con®gurationnetwork lag would be

chagedto theplayers'clocks.

Move timestampings a nice ideathat aimsto remove
the problemsmentionedabove regardingnetwork lag. The
basicideais asfollows (seeFigure2): whenAlice receves
a move from Bob, a local processunningon Alice's ma-
chinerecordsthetime Bob's move arrived. Then, after Al-
ice makeshermove, it recordsthe actualtime Alice took;
thisis thetime reportedo the sener, andthisis theamount
of time chagedto Alice's clock. (Note thatthe timestamp
processcould be run on a separatanachine,but then Al-
iceis notcompensatetbr lag betweerhermachineandthe
timestampingnachine.)

Of courselCS membersimmediately asked the obvi-
oussecurityquestion:couldnt onefake thetimestampand
therebybe chagedfor lesstime than was actually used?
ICS respondedhat two measuresvent toward prevent-
ing this: (1) the sourcecodefor the timestampingprocess
would not be releasedand (2) all communicationto and
from the sener was encrypted(implying that Alice could
not simply alter the outgoingpacletsto indicatethat less
time hadbeenused). As we shall see,thereare problems
with bothof thesemeasures.

THE INTERNET CHESS CLUB. As aresultof theimproved
sener andthe introductionof timestamping|CS grew in
popularity andover a periodof time amembershigeewas
introducedor thosewishingfull serviceswhile still allow-
ing gueststo play for free. The sener was renamedthe
“InternetChes<Club” (ICC) [9], andit is this servicewhich
exists today Membershipfor the world's bestplayersis
free,the seneris quitereliable,andthe site administrators
provide high-qualityprofessionakerviceto ICC members.
As aresult,mostof theworld's bestchessmastenglay on
ICC, thusattractingmorepayingmembergo join aswell.

Although free alternatvesexist, ICC is by far the best
optionfor seriouschessplayeraroundtheworld. It boasts
over 30,000membersvorldwide, with hundredsof Grand-
masterand InternationalMaster members. It is claimed
that Madonna,Nicolas Cage, Will Smith, Sting, as well
asWorld ChessChampionGary Kaspar@ have all played
chesson ICC [18, pagelll]. For afee, anyonecanplay

againstvery strongmasterstake lessonssubscribeto lec-
tures,participatein simultaneougxhibitions, play in tour-
namentsandso forth. ICC hasbeenwritten up in various
newspaperandmagazinesall concludingit is the placeto
play chesdor theseriousplayer A recentbookon Internet
chesgdoeslikewise[18].

RESULTS. Thethrustof thispapelis to examinethesecurity
aspect®f ICC anddraw lessongrom whatwe havelearned.
We analyzetwo distinctdomains:the timestampingnech-
anismandthe communicatiorprotocol.More speci cally,

We shav a simpleway to circumventthe move times-

tampingmechanisnby modifying the binary directly

or (with more effort) by decompilingthe timestamp
procesgherebygaining sourcecodefor a compatible
timestamper

We suggestvaysto make it moredif cult to achiere
thiskind of attack,andwe give further suggestionsn
how to preventor detectcheatingn this way.

We analyzethethreecomponentsf the network secu-
rity protocolusedby ICC: key establishmentgrpyto-
graphicmodeof operation,andthe underlyingblock-
cipher We shaw thatall threeareseverely a wed,and
exhibit attackson each.

We suggessimplewaysof xing the securityproto-
cols using well-known techniquesand drav conclu-
sionsaboutthe risk of using custom-writtencrypto-
graphicmechanisms.

RELATED WORK. We arenot the rst to describesecu-
rity awsin awidely-usedpieceof network software. Re-
centexamplesinclude Goldbeg andWagners breakof the
Netscapdrowsersrandomnumbergeneratof8], thebreak
of the WEP protocolandits useof RC4[4, 7, 19], andmore
recentlythe aws exposedn the Diebold electronicvoting
system[11], aws in Gnu Privacy Guard[13], andshort-
comingsof WinZip's encryptionmethod[10].
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Figure 2. ThelCC con®guration.clientscommunicatéhroughatimestamporocessvhich recordshearrival-timeof
incomingmovesandcomputeghe elapsedime for aplayer's move beforetransmittingit to the sener. Thetimestamp
processanbe run on a differentmachine but it is mostoftenon the local machine.Someclientshave the timestamp
processuilt-in; thisis the casewith the Blitzin Windows client but not with ary of the Unix clients.

THE LESSON. Thelessonhereis anold one: people,even
very smartpeople shouldnotdesigntheir own securitysys-
temsand expectthemto be secure.lIt takesa lot of expe-
rienceto getit right, and sometimeseven the securityex-
pertsthemseles make mistales. In eachof the systems
mentionedabove, the securityprotocolswere designedy
non-epertsand eachwas broken usually without a great
dealof effort. For ICC, the securityprotocolwasdesigned
by a well-known andtalentedcomputerscientist,Professor
DanielSleatorof Carngyie Mellon University.

Our conclusion,therefore,is that developmentteams
should never undertale the creation of custom crypto-
graphicmechanismgor ary reason.This is in spiteof the
fact that there exist textbooks that recommendotherwise
(see,for example, [21]). Instead,well-known and well-
analyzedprimitives shouldbe employed. This is a well-
agreedupontenetamongsecurityspecialistsbut onewhich
hasstill not beenwidely acceptedn practice.

Berkeley professor David Wagner has broken sev-
eral widely-usednetwork securityprotocols,including the
Netscapebrowserin 1996 [8] andthe IEEE 802.11WEP
protocolin 2001[4]. He postedthe following on the news-
groupsci.crypt in October2002:

What makes you think you can invent a good
cipherif you have no expertisein the subject?
Maybeyou can,but it's not terribly likely. Imag-
ine how you would reactif your doctortold you
“You have appendicitis,a diseasethat is life-
threateningf not treated.We have a time-tested
curethatcures99%of all patientswith nonotice-
able side-efects, but I'm not going to give you
that: I'm goingto give you a new experimental
treatmentmy cousindreamedup lastweek. No,
my cousinhasno medicaltraining. No, | have no
evidencethat the new treatmentwill work, and
it's never beentestedor analyzedin depth—fuit
I'm goingto give it to you anyway becausemy
cousinthinksit is goodstuf.” You'd nd another

doctor, | hope.Rationalpeopldeave medicalcare
to the medicalexperts. The medicalexpertshave
amuchbettertrackrecordthanthe quacks.

STRUCTURE OF THIS PAPER. We now embarkupon a
systematicanalysisof the ICC. We begin by studyingthe
timestampingnechanisnandnotthevulnerabilitieswe dis-
covered. We point out varioustechniqueghatwould have
madeour attacksharderto mount. We then proceedto
analyzethe cryptographicmechanismsisedby ICC and
onceagaindrav conclusionsabouthow our resulting at-
tackscould have effectively beenaverted.

2. A Security Analysis of ICC: Overview

Securityon ICC is importantin two respects(1) times-
tamping becausegaining a signi cant advantagemeans
winning gameswhich in turn allows oneto win monetary
prizesin tournamentgommonlyofferedon ICC. ICC does
strive to detectplayerswho cheatby using chess-playing
computers,but they are currently incapableof detecting
timestamp-cheatersinsteadthere seemsto be a popular
misconceptiorthat timestampis impossibleto cheat[18,
pp. 53-54].(2) SincelCC encouragemembergo sendse-
cureinformationusingtheir network protocol,the protocol
needdgo becorrect.

We shaw that the encryptionmechanismusedby ICC
is awed in a variety of ways: thereis no authentication
whatso®er, andanattacler canfreely ip bitsof hischoice
in the underlying plaintext without ary knowledge of the
key. The blockcipherusedhasseveral differential weak-
nessesandis unsuitablefor useasa randomnumbergen-
erator (which is how it is used). The mode of operation
is insecureand canbe broken with a few bytesof known-
plaintext. And, worstof all, the key exchangeprotocolis
doneinsecurelyenablinga passve earesdroppeto collect
all necessarkey materialat ICC connection-timendthen
recordeverythingsentbetweerclient andsener, including



credit cardinformation, ICC passwrds, etc. (Despitethe
fact they they shouldnot, mary peopleprobablyusethe
samepasswerd for ICC asthey have for their bank, Pay-
pal, and otherimportantaccounts. Combinethis with the
public viewability of mary chessplayers' email addresses
from their pro les, and an attackcould easily take over a
members Paypalaccount.)

An active attaclercoulddo evenmoreharm:amalicious
man-in-the-middleouldaltermovesto andfrom thesener,
lie aboutclocksandboardpositions,spoofmessagefom
the administratorsandso forth. It would probablynot be
hardto corvinceauserto revealsensitve informationif the
attaclerwereto masqueradasan|CC administrator

SECURITY MODELS. Notethattherearedistinct security
modelsbeingusedfor eachsettingabove: in thetimestamp
model,Alice herselfis the adwersary Sheis trying to con-
vincethesenerthatshehasusedesstime thansheactually
used. Shecontrolsthe client machineandall the software
runningon it. This modelis similar to the DRM security
model whereachieving securityis notoriouslydif cult. As
wediscusdurtherin Sectiord, solutiongto this problemare
problematic.

In thecommunicatiormodel,whereencryptionis being
used,Alice andthe sener are the communicatingparties
andthe adwersaryis someoutsideparty who is attempting
to passiely eavesdrop(to collect credit card numbersor
listenin onAlice'sinteraction)or to actively corruptAlice's
sessior{to changéherchoiceof move,give herafalseboard
position,orimpersonatéCC administratorsn orderto coax
sensitve information from her). Here solutionsare well-
known, andwe suggessomesimpleonesin Section4.

3. A DishonestTimestamp Client

ICC's attemptto averttimestampcheatersvasto release
only the binaryfor the programandto encrypt(but not au-
thenticatejts output.ICC personnetindoubtedlknew that
it wasnottoo hardto circumventtheseprecautionsbut they
neededh simple,cost-efective, securesolutionto the prob-
lem of network lag, andthis is the approachchosen. We
now examinetheresults.

WITHHOLDING THE SOURCE. ICC choseto withhold the
sourcefor thetimestampprogramithisis reasonableif the
sourcewere freely distributed, it would be a very simple
matterto modify the programto cheatin arbitrary ways.
Controlling the sourcecodeis a commonway for mary
companiedo attemptto retain control over their code. Of
coursethis works only to someextent: reverseengineering

1DRM standsfor 2Digital Rights Managemertt,a technologywhich
attemptgo prevent usersfrom copying software, music,video, andother
content.

a binary entailssomeamountof work, but for small pro-
gramsit is quite reasonable.We decidedto reverseengi-
neera pieceof ICC codebecausét wasquiteeasyto do so,
thanksto theway Linux is supportedor ICC members.

REVERSE ENGINEERING THE LINUX CLIENT. By far
the most popular client for ICC runs on Microsoft Win-

dows andis called “Blitzin.” It is about2.15 megabytes
in size,andthe timestamping(and encryption)is built-in.

Given that our analysistools consistedprimarily of a de-
bugger we optedinsteadto examinethe Linux timestamp
program. The Linux programis only 27 kilobytes and
is separatdrom the graphicalclients that useit. More-

over, the Linux binary has symbolsintact. This means
that programlabelsfor staticvariablesandfunctionnames
were listed within the binary and Linux programssuchas
nmor objdump would list helpful namedike encrypt ,

decrypt , set _base _time , andsoforth. It alsomeant
thatwhenusingour detuggerof choice,gdb, thesesym-
bols would be listed when disassemblingode or setting
breakpointslt would have madeour job agooddealharder
hadICC runtheLinux programstrip  in orderto remove

symbolsfrom thebinary beforedistributingit.

Lesson#1: If you are going to attemptto
hidea programsfunctionalityby withholdingthe
sourcecode atleaststrip symbolsfrom theobject
code.

Another attemptto make reverseengineeringharderis to

usea programobfuscator Although this hasbeenshovn

to be impossiblein a generalsense[1], gameproducers
often usesuchtechniquesn an attemptto slowv down the

piragy of their products andsomeattemptshave beenmade
(with mixed results)to build a theoryof practicalobfusca-
tion techniqueg5s].

Lesson#2: If you aregoingto attemptto hide
a programs functionality, usean automatedb-
fuscationprogram.(Thisis notaperfectsolution,
but hassomemeasuraf effectiveness.)

REVERSE ENGINEERING. Given the small size of the
Linux timestampinglient, we decidedto reverseengineer
it asatestto seehow hardthis would be. The presencef

symbolsandthelack of ary obfuscatiormadethejob quite
doable:thetaskrequiredabout65 hoursof work. With our

reverse-engineeredlient, sophisticatedulescanbe estab-
lishedfor deductingtime without arousingmuchsuspicion
from ICC administrators.The mostnaturalideais to sub-
tract someconstantamountof time from the time actually
used,giving the sener the appearancéhatthe averagelag

betweerit andtheclientis somenumberof secondgreater
thanit reallyis.



LESSONS TO BE LEARNED. ICC undoubtedlyknew that
it wasnot too hardto make a dishonestimestampclient.
They werefacedwith trying to make InternetChessafairer
experiencewithout goingto extraordinarylengths.

In orderto prevent cheating,we would have to remove
control of the timestampprocessfrom the adwersary(ie,
the player). This immediatelyleadsto problems: if we
move the timestampfunctionality upstrean(ie, toward the
sener),thenthe userpaysfor network lag betweerhis ma-
chineandthetimestamperEvenif atrusted SPwereto of-
fer timestampingservice(which might be usefulin several
contets otherthaninternetChess)jt would be only a par
tial solution: lag from the client machineto the ISP would
be chagedagainstthe player andmostlikely mary small
ISPswould probablynot offer the service. Also, it would
probablynotbehardfor Alice to pretendsheis anISPand
timestamppacletsherselfsuchthatupstreanrouterswould
leave themalone.

Sincerearchitectingthe Internetis both infeasibleand
falls shortof a full solution,we arefacedwith keepingthe
timestampingfunctionality closeto the user In orderto
preventAlice from tamperingwith thetimestampjt seems
that using securehardwareis the only real solution. The
ideais to put a cardinto the bus of Alice's computerthat
computesthe elapsedtime (with its own clock) and uses
properencryptionandauthenticatiorio producea message
for the ICC sener. (The encryptionis to preventupstream
viewing of anincomingmove by aconfederatef Alice who
thenrelaysthe move to her) The problem,of course,is
thatsuchcardscostmoney andrequiringevery ICC userto
purchasesucha cardwould lik ely be prohibitive.

Lessor#3: For someapplicationsvheretheuser
himself controlsthe machinewheresecurecode
is run, the only solutionmay beto employ (rela-
tively expensie) tamperproof hardware.

4. Cryptanalysis

In the previous sectionwe shaved how to simply defeat
the timestampsecurityof ICC, andreachedhe someavhat
unsatisctoryconclusionthat securehardware may be the
only goodsolutionto the problem.In this sectiornwe exam-
ine the cryptographicmethodsusedby the ICC client and
shaw thatthey areeasilyattacled. In this casewe areable
to offer straightforvard andwell-known waysto repairthe
defects.

OVERVIEW. There are two main componentsto the
ICC cryptographicprotocol: (1) key establishmentand
(2) encryption. Key establishments done only once
at sessionstart-uptime using a protocol betweenclient
and sener which is describedlater The goal of key

establishmentis to sharetwo 64-bit strings called the
send _encryptor  key andthe receive _encryptor
key. Thesekeysareusedby asymmetricencryptionscheme
with thesend _encryptor  key of theclientmatchingthe
receive _encryptor key of thesenerandvice-versa.

The encryptionprotocol consistsof a mode of opera-
tion over a customblockcipher It is usedafter key es-
tablishmentto encryptand decryptmessagebetweenthe
clientandsener. Notethatno authenticatioris attempted
in the protocoland,aswe shall seeiit is trivial to manipu-
latetheplaintext becaus¢éhemodeis essentiallya one-time
pad[12]. Thisdefectis particularlyrelevantto timestamp-
ing, sincethemaingoalin installingtheencryptionprotocol
wasto preventtimestampampering.

4.1 KeyEstablishment

OVERVIEW. Key establishmentorksasfollows: atsession
start-uptheclientandsener eachchoosea pseudo-random
64-bitstring. Thesenerandclientthenexchanggheseseed
values. Thenthe sener and client eachperforma deter
ministic procesginvolving the blockcipherwe will discuss
shortly) which dependonly on the two exchangedseeds
(seeFigure3). This meansthat obtainingthe seedsand
understandinghe key derivationprocessnablesa passve
eavesdroppeto easilydecryptall subsequentommunica-
tion. An active adwersarycan mounta man-in-the-middle
attackor evenimpersonateghe ICC sener in orderto ex-
tractinformationfrom theuser

Lessor#4: Forkey exchangdo besecureasym-
metric techniqguesmust be used(suchas Dif e-
Hellmankey exchange[6]), and eventhis needs
to be authenticated.Simply exchangingkeying
informationin the cleatr asICC does,essentially
removesary hopeof securityagainstevena pas-
sive attacler.

AN ICC SNIFFER. We codeda simple“ICC sniffer” using
the freely-available pcap library to extract paclets from

the network. Our sniffer extractsthe two seedsasthey are
exchangedetweerclient andsener during the key estab-
lishmentprotocolandthendumpsall subsequertommuni-
cationto the screen.This of courserequiresthatthe sniffer

understandhe encryptionand decryptionproceduresbut

thesewere reverseengineeredrom the Linux timestamp
client. (Extractingjust the coderelevantto the encryption
anddecryptionroutinesrequiredabout25 hours.) We did

not write ary codefor mountingan active attack,though
this would not be hard. Man-in-the-middleattackscanbe
mountedon insecureconnectionsvia standardtricks like

ARP cachepoisoning[16] andDNS spoo ng.
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Figure 3. ThelCC Key EstablishmenProtocol: two pseudo-randong4-bit stringsare exchangedetweerclient
andsener. A deterministigprocesgshencomputesymmetricsendeiandrecever keys on eachend. An encryptedest
messagéDaroohavasherefs thensentusingthederivedkeys. (2Daroohafs the ICC designers nickname.)

REMEDIES. Userswishingto payonlineshouldberequired
to submitmembershigfeesthrougha web-basegayment
gatevay usingSSL/TLS.This would at leastprotectcredit-
cardinformationfor ICC members.

In orderto preventall passie andactive attackswe must
repairthe protocol. The obvioussolutionis to usea proper
key exchangebasedon Dif e-Hellman [6] or RSA [17].
Freely-aailable libraries suchas OpenSSL[20] could be
usedto quickly insertthis functionality (at the costof ex-
pandingthesizeof theclientbinary).

Unfortunately xing just the key exchangeprotocolis
insufcient. Therestill is no authenticationandthe mode
of operationandthe blockcipherstill have seriousdefects
whichwe now describe.

4.2 The ICC Mode of Operation

OVERVIEW. ThelCC Mode of Operationusesthe blockci-
pher(describecdhext) to producea pseudo-randorseedto
two linearcongruentiabeneratorgL CGs). Thesetwo gen-
eratorseachproducel00 bytesof output,andthesebytes
areXORedto form a padwhich is usedfor encryptionand
decryption[12, page21]. It is well-known that LCGs are
not cryptographicallystrongandthey shouldnot be usedto
generatgads[12, pp. 170-187]. Oneshouldthereforebe
suspiciousf atechniquehatXORstogethetwo LCG out-
putsfor useasa pad. And indeedwe shawv thatthe ICC
modewhich employs this tack doesin fact not work. We
are ableto recover the entire pad given about10 bytesof
pad.

THE MODE. Lets; denotethei-th byte of a strings where
we countfrom left-to-right startingat 0. Let  denotethe
XOR operationon same-lengtltstrings.For ann-byte mes-
sagem the ICC modeproduce<iphertext ¢ by computing
¢ = m r wherer is a pseudo-randomstring of n bytes.
Eachr; is generatedby XORing togethertwo bytesout-
put by two LCGs (seeFigured). Specically, ri = yi z
where

wi = 17w; ; mod 2413871 and y; = w; mod 28

Xj = 3x; 1+ 1mod 43060573 and z = x; mod 28:

Every 100 byteswe reseti to 0 andre-seedvy andxg to
new valuesgeneratedy the blockcipher For the purposes
of our attack,theseseedsanbearbitrary

THE ATTACK. Ourattackproducesall 100relevantx; and
w; valuesgiventhat 10 or so consecutie bytesof a given
messagareknown. This seemgeasonablgiventhe con-
sisteny of the messagesentby ICC. The attackhasele-
mentsof both bruteforce andclevernessbut mostly of the
former The attackrunsin about1.1 secondson a laptop
with anAMD XP 2400+processar

Note that the attackis not general: changingthe con-
stantsin the LCGs to different valuescan male this at-
tackcomputationallyinfeasible.We believe the generalap-
proachof XORing togetherthe outputof two LCGs cannot
be right, but for the purpose®f this paperwe focuson the
LCGsusedby ICC.

We start by choosing some i such that we know
M;  Mij.g . This allows usto determiner; rig . We



Figure 4. ThelCC Modeof Operation:64 bits aregenerateddy encipheringa counterunderthe senders blockcipher
key. The®rst 32 aresentto LCG andtheother32to LCG,. The LCG's areiterated100timesandtheir lowestbytes
areXORedto produceanencryptionpadwhich is XORedwith the messag®l to producethe ciphertext C.

will try to guessy; outright. This meansan outer loop
guessinghe valuesin [0; 2413870] Upona guesgg; of y;,
the algorithm computesg; ; :::; gi+o andthe corresponding
guessefor zj, whichwewill callh;;:::; hisg . Letxjh (resp.
wjh) denotethe 24 mostsigni cant bytesof x; (resp. w;)
suchthatx; = 28x" + z; (resp.w; = 28wl + ;). Statis-
tically, we expectthe following relationto hold for aboutl
out of every 3 valuesof j :

Xj < (43060573 1)=3:
Thisimpliesthat

zva  3X+1 32" +z)+1 3z+1 (mod 2%):

We will checkthe valuesh;;:::;hj.g for this property
With 10 known valuesof y;, whenwe nd the correctval-
uesz;:::;zi+9 , We expectthis relationto hold for 3 con-

secutve pairs(the probability thatit doesnot hold for ary
pairsis lessthan3%-—thiscanbereducedvith knowledgeof
morecharacter®f M ). Whenwe have not found the cor-
rectvaluesof z;, theexpectechumberof timesthis happens
is muchless.

Whenwe nd h;j suchthathj.;  3h; +1 (mod 28),
we will nd the next pair (hg;hg+1 ) suchthathy.; 6
3hg+1 (mod 28). Thisimpliesthat3x,+1 43060573
Letusde nec= 3! 128x". Thisimpliesthatoneof the
following two casesold:

hi+1 3hy+ 1+ c 43060573mod 28 (1)

h+1 3he+ 1+ c 2(43060573)mod 28 (2)

Without loss of generality considerthat (1) hasoccurred.
Thenhg.y  3hg 1+ 43060573 ¢ (mod 28), but
c 0 (mod 28), so we will be ableto determinebe-
tweenthe rst and secondcasesby examining the val-
uesof hgsr  3he 1+ 43060573mod 28 andhyq
3hy 1+ 2(43060573)mod 28. If neithercaseheld,then
we can be surethat the currentguessedor h; areincor
rect. Alternatively, if oneof the casesheldwe canbe sure
thatthe guessesor h; arecorrectwith probability roughly
(1 18=216) 2

Weknow that43060573 3hy 1< c< 2(43060573)
3hx 1, whichimpliesthat 18000< th < 36000 We
can exhaustiely checktheseremainingvaluesto nd the
correctone.

Every 100th charactewill probablynot be deciphered
correctly Thisis atechnicalssuehaving to dowith theway
every 100thr; is computed Whenw; andx; arere-seeded,
they arenot necessarilygmallerthanthe moduli usedin the
LCGs. Thusthevaluel7 wi,; mod 2413871is notnec-
essarilythe w; that was usedto computer;. The correct
charactecanalmostalwaysbeinferredfrom context, how-
ever.

The expectednumberof divisionsandmultiplicationsis
about2?® (theloopiteratingovervaluesin [0; 2413870that
computegheg; andh; dominates).

2For purpose®f a roughestimatewe considerthe probability given
incorrecth;; :: :; hj+g , thatsomepairh; ; hj +1 satis®edy.+;  3hj +
1 (mod 28) to be9=28. We alsoconsiderthe probability that the pair
hi; hg+1 satis®eq1) or (2) to belessthan2=2.



Lesson#5: There are mary modesof oper

ation that are provably-secureand provide pri-

vagy and authentication. See[3] for a suney.

Thoughit shouldbe mentionedthat even here,
implementorsneedto take careto avoid attacks
basedon implementationdetails such as power
andtiming analysesteactionattacksandsoforth.

Onceagain,we stronglyrecommend consulta-
tion with expertsin network securityprotocolsto

increaseassurancandreducerisk.

4.3 The ICC Blockcipher

OVERVIEW. A blockcipheris a very generakryptographic
objectwhich canbe usedfor a multitude of purposeg12].
A blockcipheris an algorithmwhich takestwo inputs: an
n-bit input messagélock M anda k-bit key K, andpro-
ducesan n-bit outputmessagelock C. A necessarye-
quirementis thatfor ary key K , if M andM ° aredistinct
input messagdlocksthenencipheringhemyieldsdistinct
outputmessagélocks. Thisis becausélockciphersareof-
tenusedfor encryptionwherewe mustbe ableto decipher
whatwe have enciphered.The mostwell-known blockci-
phersareDES[14] andAES[15].

Thereareinstancesvherea blockciphemeednot bein-
vertible, however. For example,in countermodeencryp-
tion [12, page233] we simply x a key and then input
countewvaluesD, 1, 2, etc.,trustingthattheir encipherments
arepseudo-randorandcanbeusedaspads.ThelCC mode
of operationdescribedabove is similar: it usesa counter
encipheredby the ICC blockcipherto generateseedgo two
LCGs(and,aswe have pointedout, thisis nota goodprac-
tice).

We now proceedo describeandanalyzethe ICC block-
cipher The remainderof this section assumesbasic
knowledgeaboutblockcipherconstruction(see,for exam-
ple[12]).

BLockcIPHER DESCRIPTION. BlockcipherS is a 16-
round Feistelblockcipher[12], taking a 64-bitinput anda
64-bitkey. Thereis no pre-or post-processingrior to the
Feistelrounds.

Theround-functiorf : f0; 1964 fo; 1g32 fo; 1g32 !
fo; 1g32 takesa 64-bitkey K, a 32-bitroundvalueV, and
the roundnumberr (takenasa 32-bit integer). All arith-
meticis signedandmodulo23?. (In otherwords,computa-
tionsarecarriedoutin 32-bitsignedregisterswith thecarry
disregarded).For ary string X let X [i] denotethei-th least
signi cant byteof X . Thefunctionf is then

f(K;V;r) =
stu [(V[0]+ V[1]+ K [r mod 8]) mod 256]+ V?

wherestu is astatictableof 25632-bitvalues.(Thestu
tableis generateanceagainby LCGs, but thisis not rele-
vantfor theanalysisnve conductbelon.) Notethatonly one
byte of key K is usedper round andthat only the lowest
2 bytesof V areusedin indexing stu . Thisimmediately
suggestshatthe high bits are not affecting the roundfunc-
tion asmuchasthey perhapsshould.

Let S be the blockcipherresultingfrom iteratingf for
16 roundsusingthe Feistelconstructionandlet S(K; P)
denoterunningS with key K andinputP.

ANALYSIS. CipherS hasserious aws. The easiestone
to spotis this: for any plaintext block P, ipping thehigh
bit of P merelyresultsin ipping thehigh bit of S(K; P),
independenof thekey. We statethis moreformally by rst

proving a simplepropertyof the roundfunction:

Proposition1 Let B = 23!, and notice that for a 32-
bit quantityV, writing V. B denotes ipping the high-
bit of V. Thenfor ary valuesof K, V, andr, we have
f(K;V;r)=f(K;V B;jr).

Proof: Let K bearbitraryand x ed. Sincethe index value
tostu depend®nly onthelowesttwo bytesof V, clearly
V B will producethe sameindex. We thereforefocuson
thesquaringoperation.

Since arithmeticis signed,B is interpretedas 23! and
thereforeV B canbe thoughtof asV 23! whereV
is takenassignedinteger. Squaringthis quantity

(v 282 vz 2%y 4252 v2 (mod 2%%):
Thereforeipping thehighbit of V andsquarings thesame
assquaringV itself whenworking modulo23?, andthere-
foref produceghesamevalueoverall. |

This invariant propagateghroughoutthe cipher: con-
sidertwo 64-bitinputsP = (X;Y)andP = (X B;Y)
where the quantitiesin the parenthesesre 32-bit val-
ues. Becauseof the above invarianton f , we seethat if
S(K;P) = (X%Y9 thenS(K;P ) = (X° B;Y9 in-
dependenbf the choiceof K . In otherwords, ipping the
mostsigni cant bit of P resultsin ipping the mostsignif-
icantbit of its ciphertet, regardlesof whatkey is used.lIt
isclearthatP = (X;Y B) hasanalogousdehaior. In
thelanguageof Bihamand Shamir we have a probability 1
differentialcharacteristi¢2].

This meansthat S canbe distinguishedrom a random
permutationwith exactly two chosenplaintexts. It also
meansthat S is not a very good randomnumbergenera-
tor (whichis the purposaét is beingusedfor here).It canbe
shawn thatwhenthe counteris aslittle as2'8, bytes0,1,4,
and5 of S(K;2%6) will be the sameasthosein S(K;0)
independentf K .



In short, the cipher doesa poor job diffusing minor
changesn plaintexts. Its “avalancheeffect” is insufcient,
andthereforethe cipheris weak. It shouldnot be usedin
ary cryptographicsetting.

Lesson#6: Therearenumerouspublic-domain
blockciphersavailablewhosesecurityis believed
to be very strong. Most commercialimplemen-
tationsnow useAES [15] giventhatit is now an
internationally-recognizedtandard. No signi -
cant aws have beendiscoveredin AES sinceits
introductionseveral yearsago, andin this sense
it is far superiorto the ICC blockcipherdescribed
above.

5. Conclusionand Open Problems

We have scrutinizedthe securityaspectof ICC andun-
coveredseveral problems.The timestampingnechanisms
easily circumvented,allowing malicioususersto cheatat
chessby unfairly gainingtime on the clock.

We havealsoanalyzedhelCC network securityprotocol
andshowvn it is awedin numerousvaysenablingpassie
eavesdropperso trivially listenin on communicationgnd
enablingactive adwersarieso mountserereattackson ICC
users. The importantlessonwe may take from this is that
it is very hardto devise securityprotocolswhich work. It
seemghatwheneer a non-expertinventshis own, evenif
heis very clever, it is often broken. This haslong beena
messagespousethy thesecuritycommunity but the battle
hasnotyetbeenwon.
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