
LessonsLearned:
A Security Analysisof the Inter net ChessClub

JohnBlack Martin Cochran RyanGardner
Universityof Colorado

Departmentof ComputerScienceUCB430
Boulder, CO80309USA

jrblack@cs.colorado.edu,Martin.Cochran@colorado.edu,ryan.gardner@colorado.edu

Abstract

TheInternetChessClub(ICC) is a popularonlinechess
serverwithmorethan30,000membersworldwideincluding
variouscelebritiesand thebestchessplayers in theworld.
AlthoughtheICC websiteassuresits users that thesecurity
protocolusedbetweenclient andserverprovidessuf�cient
securityfor sensitiveinformationto betransmitted(such as
credit card numbers), we showthis is not true. In partic-
ular we showhow a passiveadversary can easilyreadall
communicationswith a trivial amountof computation,and
howan activeadversarycangain virtually unlimitedpow-
ers overan ICC user. We alsoshowsimplemethodsfor de-
featingthetimestampingmechanismusedby ICC. For each
problemwe uncover, we suggestrepairs anddraw conclu-
sionsonhowto bestavoidrepeatingthesetypesof problems
in thefuture.

1. Intr oduction

Evenafterseveralexamplesof how easyit is to gowrong
wheninventingsecurityprotocolsfrom scratch,westill �nd
instancesof widely-deployed protocolswith fundamental
vulnerabilities.Thispapertakesaverywell-known internet
service,the“InternetChessClub,” andconductsa security
analysisshowing thatit in facthasdeepsecurity�a ws. For
eachof theproblemswe uncover, we recommendwaysto
avoid repeatingthesamemistakeagain,andlist thelessons
oneshouldtake from ouranalysis.

BACKGROUND. Originally the the InternetChessServer
(ICS) wasa free open-sourceserver that allowed userson
theInternetto playchess.Thearchitecturewasasshown in
Figure1; clientsestablishedaTCP/IPconnectionto aspec-
i�ed port on the server, and the server arrangedmatches

betweenplayers. Eachmove a playermadewastransmit-
ted (in theclear)to an ICS server, which would thenrelay
thatmoveto theopponent.Theserverenforcedtherulesof
chess,recordedthe positionof the gameafter eachmove,
adjustedtheratingsof theplayersaccordingto theoutcome
of thegame,andsoforth.

Seriouschessplayersuse a pair of clocks to enforce
the requirementthat playersmove in a reasonableamount
of time: supposeAlice is playing Bob; at the beginning
of a game,eachplayer is allocatedsomenumberof min-
utes. When Alice is thinking, her time ticks down; after
shemoves,Bob begins thinking ashis time ticks down. If
eitherclock reacheszerobeforethe gameends,theplayer
who hasrun out of time forfeits. (We areignoringseveral
detailshere,but this is suf�cient for ourpurposes.)

The ICS server also managedthe clocks: when Alice
moved,Bob would not only receive Alice's move but also
learn how much time shehad taken. If either player ran
overtime, the server would recordthe gameas a loss for
thatplayer.

ICS had a numberof problems. First, the server was
quitebuggyandwould crashfrequently. Also, playingfast
games(say, 5 minutesper player or faster)was impracti-
cal sincethenetwork latency betweenclientandserverwas
charged to that player's clock. This meantthat if Alice
wereaveraging2 secondsroundtrip from her machineto
theserver, shewould becharged2 extra seconds,on aver-
age,for eachmove shemade.In a fastgame,this is a very
signi�cant disadvantage.If Alice werein Europeandthe
server were in the United States,fast gameswere simply
unplayableasthey presentedtoo largeahandicapfor Alice.

IMPROVING THE SYSTEM . In 1992,a new managertook
overrunningICSandhesetabout�xing themany problems
it had.Soonthereafter, thebugsbegandisappearing,andthe
serverwasmorestable.Additionally, “movetimestamping”
wasintroduced.



Figure 1. Theoriginal ICS con®guration:clientsmadea TCP/IPconnectionto a port on a server. The ICS server
enforcedtherulesof chessandmaintainedthestateof eachplayer'sclock. In thiscon®guration,network lagwouldbe
chargedto theplayers'clocks.

Move timestampingis a nice idea that aims to remove
theproblemsmentionedabove regardingnetwork lag. The
basicideais asfollows(seeFigure2): whenAlice receives
a move from Bob, a local processrunningon Alice's ma-
chinerecordsthetime Bob's movearrived. Then,afterAl-
ice makesher move, it recordstheactualtime Alice took;
this is thetimereportedto theserver, andthis is theamount
of time chargedto Alice's clock. (Note that thetimestamp
processcould be run on a separatemachine,but thenAl-
ice is notcompensatedfor lagbetweenhermachineandthe
timestampingmachine.)

Of courseICS membersimmediatelyasked the obvi-
oussecurityquestion:couldn't onefake thetimestampand
therebybe charged for lesstime than was actually used?
ICS respondedthat two measureswent toward prevent-
ing this: (1) thesourcecodefor the timestampingprocess
would not be released,and (2) all communicationto and
from the server wasencrypted(implying that Alice could
not simply alter the outgoingpackets to indicatethat less
time hadbeenused). As we shall see,thereareproblems
with bothof thesemeasures.

THE INTERNET CHESS CLUB. As a resultof theimproved
server and the introductionof timestamping,ICS grew in
popularity, andoveraperiodof timeamembershipfeewas
introducedfor thosewishingfull services,while still allow-
ing gueststo play for free. The server was renamedthe
“InternetChessClub” (ICC) [9], andit is thisservicewhich
exists today. Membershipfor the world's bestplayersis
free,theserver is quitereliable,andthesiteadministrators
provide high-qualityprofessionalserviceto ICC members.
As a result,mostof theworld's bestchessmastersplay on
ICC, thusattractingmorepayingmembersto join aswell.

Although free alternativesexist, ICC is by far the best
optionfor seriouschessplayersaroundtheworld. It boasts
over30,000membersworldwide,with hundredsof Grand-
masterand InternationalMaster members. It is claimed
that Madonna,Nicolas Cage,Will Smith, Sting, as well
asWorld ChessChampionGary Kasparov have all played
chesson ICC [18, page111]. For a fee, anyonecanplay

againstvery strongmasters,take lessons,subscribeto lec-
tures,participatein simultaneousexhibitions,play in tour-
naments,andso forth. ICC hasbeenwritten up in various
newspapersandmagazines,all concludingit is theplaceto
playchessfor theseriousplayer. A recentbookon Internet
chessdoeslikewise[18].

RESULTS. Thethrustof thispaperis to examinethesecurity
aspectsof ICC anddraw lessonsfromwhatwehavelearned.
We analyzetwo distinctdomains:thetimestampingmech-
anismandthecommunicationprotocol.More speci�cally,

� We show a simpleway to circumventthemove times-
tampingmechanismby modifying the binary directly
or (with more effort) by decompilingthe timestamp
processtherebygainingsourcecodefor a compatible
timestamper.

� We suggestwaysto make it moredif�cult to achieve
this kind of attack,andwe give furthersuggestionson
how to preventor detectcheatingin thisway.

� Weanalyzethethreecomponentsof thenetwork secu-
rity protocolusedby ICC: key establishment,crpyto-
graphicmodeof operation,andtheunderlyingblock-
cipher. We show thatall threeareseverely�a wed,and
exhibit attacksoneach.

� We suggestsimplewaysof �xing the securityproto-
cols using well-known techniquesand draw conclu-
sionsabout the risk of using custom-writtencrypto-
graphicmechanisms.

RELATED WORK . We are not the �rst to describesecu-
rity �a ws in a widely-usedpieceof network software. Re-
centexamplesincludeGoldberg andWagner's breakof the
Netscapebrowser'srandomnumbergenerator[8], thebreak
of theWEPprotocolandits useof RC4[4, 7, 19], andmore
recentlythe �a ws exposedin theDieboldelectronicvoting
system[11], �a ws in Gnu Privacy Guard[13], andshort-
comingsof WinZip'sencryptionmethod[10].



Figure 2. TheICC con®guration:clientscommunicatethroughatimestampprocesswhichrecordsthearrival-timeof
incomingmovesandcomputestheelapsedtime for aplayer'smovebeforetransmittingit to theserver. Thetimestamp
processcanberun on a differentmachine,but it is mostoftenon thelocal machine.Someclientshave thetimestamp
processbuilt-in; this is thecasewith theBlitzin Windowsclient but notwith any of theUnix clients.

THE LESSON. Thelessonhereis anold one:people,even
verysmartpeople,shouldnotdesigntheirown securitysys-
temsandexpectthemto be secure.It takesa lot of expe-
rienceto get it right, andsometimeseven the securityex-
perts themselves make mistakes. In eachof the systems
mentionedabove, the securityprotocolsweredesignedby
non-expertsand eachwas broken usually without a great
dealof effort. For ICC, thesecurityprotocolwasdesigned
by a well-known andtalentedcomputerscientist,Professor
DanielSleatorof CarnegieMellon University.

Our conclusion,therefore, is that developmentteams
should never undertake the creation of custom crypto-
graphicmechanismsfor any reason.This is in spiteof the
fact that thereexist textbooks that recommendotherwise
(see,for example, [21]). Instead,well-known and well-
analyzedprimitivesshouldbe employed. This is a well-
agreedupontenetamongsecurityspecialists,but onewhich
hasstill notbeenwidely acceptedin practice.

Berkeley professor David Wagner has broken sev-
eralwidely-usednetwork securityprotocols,including the
Netscapebrowser in 1996 [8] and the IEEE 802.11WEP
protocolin 2001[4]. He postedthefollowing on thenews-
groupsci.crypt in October2002:

What makes you think you can invent a good
cipher if you have no expertisein the subject?
Maybeyou can,but it' s not terribly likely. Imag-
ine how you would reactif your doctortold you
“You have appendicitis,a diseasethat is life-
threateningif not treated.We have a time-tested
curethatcures99%of all patientswith nonotice-
able side-effects,but I'm not going to give you
that: I'm going to give you a new experimental
treatmentmy cousindreamedup last week. No,
my cousinhasnomedicaltraining.No, I haveno
evidencethat the new treatmentwill work, and
it' s never beentestedor analyzedin depth–but
I'm going to give it to you anyway becausemy
cousinthinksit is goodstuff.” You'd �nd another

doctor, I hope.Rationalpeopleleavemedicalcare
to themedicalexperts.Themedicalexpertshave
a muchbettertrackrecordthanthequacks.

STRUCTURE OF THIS PAPER. We now embarkupon a
systematicanalysisof the ICC. We begin by studyingthe
timestampingmechanismandnotthevulnerabilitieswedis-
covered. We point out varioustechniquesthatwould have
madeour attacksharderto mount. We then proceedto
analyzethe cryptographicmechanismsusedby ICC and
onceagaindraw conclusionsabouthow our resultingat-
tackscouldhaveeffectively beenaverted.

2. A Security Analysisof ICC: Overview

Securityon ICC is importantin two respects:(1) times-
tamping becausegaining a signi�cant advantagemeans
winning games,which in turn allows oneto win monetary
prizesin tournamentscommonlyofferedon ICC. ICC does
strive to detectplayerswho cheatby using chess-playing
computers,but they are currently incapableof detecting
timestamp-cheaters.Insteadthereseemsto be a popular
misconceptionthat timestampis impossibleto cheat[18,
pp. 53–54].(2) SinceICC encouragesmembersto sendse-
cureinformationusingtheir network protocol,theprotocol
needsto becorrect.

We show that the encryptionmechanismusedby ICC
is �a wed in a variety of ways: thereis no authentication
whatsoever, andanattackercanfreely �ip bitsof hischoice
in the underlyingplaintext without any knowledgeof the
key. The blockcipherusedhasseveral differential weak-
nessesandis unsuitablefor useasa randomnumbergen-
erator(which is how it is used). The modeof operation
is insecureandcanbe broken with a few bytesof known-
plaintext. And, worst of all, the key exchangeprotocol is
doneinsecurely, enablinga passive eavesdropperto collect
all necessarykey materialat ICC connection-timeandthen
recordeverythingsentbetweenclient andserver, including



credit card information,ICC passwords,etc. (Despitethe
fact they they shouldnot, many peopleprobablyusethe
samepassword for ICC as they have for their bank,Pay-
pal, andother importantaccounts.Combinethis with the
public viewability of many chessplayers'email addresses
from their pro�les, andan attackcould easily take over a
member'sPaypalaccount.)

An activeattackercoulddoevenmoreharm:amalicious
man-in-the-middlecouldaltermovesto andfrom theserver,
lie aboutclocksandboardpositions,spoofmessagesfrom
the administrators,andso forth. It would probablynot be
hardto convinceauserto revealsensitive informationif the
attackerwereto masqueradeasanICC administrator.

SECURITY MODELS. Note that therearedistinct security
modelsbeingusedfor eachsettingabove: in thetimestamp
model,Alice herselfis theadversary. Sheis trying to con-
vincetheserverthatshehasusedlesstimethansheactually
used.Shecontrolstheclient machineandall thesoftware
runningon it. This model is similar to the DRM security
model1 whereachieving securityis notoriouslydif�cult. As
wediscussfurtherin Section4,solutionsto thisproblemare
problematic.

In thecommunicationmodel,whereencryptionis being
used,Alice and the server are the communicatingparties
andtheadversaryis someoutsidepartywho is attempting
to passively eavesdrop(to collect credit card numbersor
listenin onAlice'sinteraction)or to actively corruptAlice's
session(tochangeherchoiceof move,giveherafalseboard
position,or impersonateICCadministratorsin orderto coax
sensitive information from her). Here solutionsare well-
known, andwesuggestsomesimpleonesin Section4.

3. A DishonestTimestampClient

ICC'sattemptto avert timestampcheaterswasto release
only thebinaryfor theprogramandto encrypt(but not au-
thenticate)its output.ICC personnelundoubtedlyknew that
it wasnottoohardto circumventtheseprecautions,but they
neededasimple,cost-effective,securesolutionto theprob-
lem of network lag, and this is the approachchosen. We
now examinetheresults.

WITHHOLDING THE SOURCE. ICC choseto withhold the
sourcefor thetimestampprogram;this is reasonable:if the
sourcewere freely distributed, it would be a very simple
matter to modify the programto cheatin arbitrary ways.
Controlling the sourcecode is a commonway for many
companiesto attemptto retaincontrol over their code. Of
coursethis worksonly to someextent: reverseengineering

1DRM standsfor ªDigital RightsManagement,º a technologywhich
attemptsto prevent usersfrom copying software,music,video,andother
content.

a binary entailssomeamountof work, but for small pro-
gramsit is quite reasonable.We decidedto reverseengi-
neerapieceof ICC codebecauseit wasquiteeasyto doso,
thanksto thewayLinux is supportedfor ICC members.

REVERSE ENGINEERING THE L INUX CLIENT. By far
the most popularclient for ICC runs on Microsoft Win-
dows and is called “Blitzin.” It is about2.15 megabytes
in size,andthe timestamping(andencryption)is built-in.
Given that our analysistools consistedprimarily of a de-
bugger, we optedinsteadto examinethe Linux timestamp
program. The Linux programis only 27 kilobytes and
is separatefrom the graphicalclients that use it. More-
over, the Linux binary has symbols intact. This means
thatprogramlabelsfor staticvariablesandfunctionnames
werelisted within the binary andLinux programssuchas
nmor objdump would list helpful nameslike encrypt ,
decrypt , set base time , andso forth. It alsomeant
that whenusingour debuggerof choice,gdb , thesesym-
bols would be listed when disassemblingcodeor setting
breakpoints.It wouldhavemadeour job agooddealharder
hadICC run theLinux programstrip in orderto remove
symbolsfrom thebinarybeforedistributing it.

Lesson #1: If you are going to attempt to
hideaprogram'sfunctionalityby withholdingthe
sourcecode,at leaststripsymbolsfrom theobject
code.

Anotherattemptto make reverseengineeringharderis to
usea programobfuscator. Although this hasbeenshown
to be impossiblein a generalsense[1], gameproducers
often usesuchtechniquesin an attemptto slow down the
piracy of theirproducts,andsomeattemptshavebeenmade
(with mixedresults)to build a theoryof practicalobfusca-
tion techniques[5].

Lesson#2: If you aregoing to attemptto hide
a program's functionality, usean automatedob-
fuscationprogram.(This is notaperfectsolution,
but hassomemeasureof effectiveness.)

REVERSE ENGINEERING. Given the small size of the
Linux timestampingclient, we decidedto reverseengineer
it asa testto seehow hardthis would be. Thepresenceof
symbolsandthelackof any obfuscationmadethejob quite
doable:thetaskrequiredabout65hoursof work. With our
reverse-engineeredclient, sophisticatedrulescanbeestab-
lishedfor deductingtime without arousingmuchsuspicion
from ICC administrators.The mostnaturalideais to sub-
tract someconstantamountof time from the time actually
used,giving theserver theappearancethat theaveragelag
betweenit andtheclient is somenumberof secondsgreater
thanit really is.



LESSONS TO BE LEARNED. ICC undoubtedlyknew that
it wasnot too hardto make a dishonesttimestampclient.
They werefacedwith trying to makeInternetChessafairer
experiencewithoutgoingto extraordinarylengths.

In orderto prevent cheating,we would have to remove
control of the timestampprocessfrom the adversary(ie,
the player). This immediatelyleadsto problems: if we
move the timestampfunctionalityupstream(ie, toward the
server), thentheuserpaysfor network lagbetweenhis ma-
chineandthetimestamper. Evenif a trustedISPwereto of-
fer timestampingservice(which might beusefulin several
contexts otherthanInternetChess),it would beonly a par-
tial solution: lag from theclient machineto the ISPwould
be chargedagainsttheplayer, andmostlikely many small
ISPswould probablynot offer the service. Also, it would
probablynot behardfor Alice to pretendsheis anISPand
timestamppacketsherselfsuchthatupstreamrouterswould
leave themalone.

Sincerearchitectingthe Internet is both infeasibleand
falls shortof a full solution,we arefacedwith keepingthe
timestampingfunctionality closeto the user. In order to
preventAlice from tamperingwith thetimestamp,it seems
that usingsecurehardware is the only real solution. The
ideais to put a card into the bus of Alice's computerthat
computesthe elapsedtime (with its own clock) and uses
properencryptionandauthenticationto producea message
for the ICC server. (Theencryptionis to preventupstream
viewingof anincomingmovebyaconfederateof Alice who
then relaysthe move to her.) The problem,of course,is
thatsuchcardscostmoney andrequiringevery ICC userto
purchasesucha cardwould likely beprohibitive.

Lesson#3: For someapplicationswheretheuser
himself controlsthe machinewheresecurecode
is run, theonly solutionmaybeto employ (rela-
tively expensive) tamper-proofhardware.

4. Cryptanalysis

In theprevioussectionwe showedhow to simply defeat
the timestampsecurityof ICC, andreachedthe somewhat
unsatisfactoryconclusionthat securehardwaremaybe the
only goodsolutionto theproblem.In thissectionweexam-
ine the cryptographicmethodsusedby the ICC client and
show that they areeasilyattacked. In this casewe areable
to offer straightforwardandwell-known waysto repairthe
defects.

OVERVIEW. There are two main componentsto the
ICC cryptographicprotocol: (1) key establishmentand
(2) encryption. Key establishmentis done only once
at sessionstart-up time using a protocol betweenclient
and server which is describedlater. The goal of key

establishmentis to share two 64-bit strings called the
send encryptor key and the receive encryptor
key. Thesekeysareusedby asymmetricencryptionscheme
with thesend encryptor key of theclientmatchingthe
receive encryptor key of theserverandvice-versa.

The encryptionprotocol consistsof a modeof opera-
tion over a customblockcipher. It is usedafter key es-
tablishmentto encryptanddecryptmessagesbetweenthe
client andserver. Note that no authenticationis attempted
in theprotocoland,aswe shall see,it is trivial to manipu-
latetheplaintext becausethemodeis essentiallyaone-time
pad[12]. This defectis particularlyrelevantto timestamp-
ing,sincethemaingoalin installingtheencryptionprotocol
wasto preventtimestamptampering.

4.1. KeyEstablishment

OVERVIEW. Key establishmentworksasfollows: atsession
start-uptheclient andservereachchoosea pseudo-random
64-bitstring.Theserverandclientthenexchangetheseseed
values. Then the server and client eachperform a deter-
ministic process(involving theblockcipherwe will discuss
shortly) which dependsonly on the two exchangedseeds
(seeFigure3). This meansthat obtaining the seedsand
understandingthekey derivationprocessenablesa passive
eavesdropperto easilydecryptall subsequentcommunica-
tion. An active adversarycanmounta man-in-the-middle
attackor even impersonatethe ICC server in order to ex-
tractinformationfrom theuser.

Lesson#4: Forkey exchangeto besecure,asym-
metric techniquesmustbe used(suchasDif�e-
Hellmankey exchange[6]), andeven this needs
to be authenticated.Simply exchangingkeying
informationin theclear, asICC does,essentially
removesany hopeof securityagainstevena pas-
siveattacker.

AN ICC SNIFFER. We codeda simple“ICC sniffer” using
the freely-available pcap library to extract packets from
thenetwork. Our sniffer extractsthe two seedsasthey are
exchangedbetweenclient andserver during thekey estab-
lishmentprotocolandthendumpsall subsequentcommuni-
cationto thescreen.This of courserequiresthat thesniffer
understandthe encryptionanddecryptionprocedures,but
thesewere reverseengineeredfrom the Linux timestamp
client. (Extractingjust the coderelevant to the encryption
anddecryptionroutinesrequiredabout25 hours.) We did
not write any codefor mountingan active attack,though
this would not be hard. Man-in-the-middleattackscanbe
mountedon insecureconnectionsvia standardtricks like
ARPcachepoisoning[16] andDNS spoo�ng.



Figure 3. The ICC Key EstablishmentProtocol: two pseudo-random64-bit stringsareexchangedbetweenclient
andserver. A deterministicprocessthencomputessymmetricsenderandreceiverkeysoneachend.An encryptedtest
messageªDaroohawashereºis thensentusingthederivedkeys. (ªDaroohaºis theICC designer'snickname.)

REMEDIES. Userswishingto payonlineshouldberequired
to submitmembershipfeesthrougha web-basedpayment
gatewayusingSSL/TLS.This wouldat leastprotectcredit-
cardinformationfor ICC members.

In orderto preventall passiveandactiveattacks,wemust
repairtheprotocol.Theobvioussolutionis to usea proper
key exchangebasedon Dif�e-Hellman [6] or RSA [17].
Freely-available libraries suchas OpenSSL[20] could be
usedto quickly insert this functionality (at the costof ex-
pandingthesizeof theclientbinary).

Unfortunately, �xing just the key exchangeprotocol is
insuf�cient. Therestill is no authentication,andthemode
of operationandthe blockcipherstill have seriousdefects
whichwe now describe.

4.2. The ICC Mode of Operation

OVERVIEW. TheICC Modeof Operationusestheblockci-
pher(describednext) to producea pseudo-randomseedto
two linearcongruentialgenerators(LCGs).Thesetwo gen-
eratorseachproduce100 bytesof output,andthesebytes
areXORedto form a padwhich is usedfor encryptionand
decryption[12, page21]. It is well-known that LCGs are
notcryptographicallystrongandthey shouldnotbeusedto
generatepads[12, pp. 170–187].Oneshouldthereforebe
suspiciousof atechniquethatXORstogethertwo LCG out-
puts for useasa pad. And indeedwe show that the ICC
modewhich employs this tack doesin fact not work. We
areableto recover the entirepadgiven about10 bytesof
pad.

THE MODE. Let si denotethei -th byteof a strings where
we countfrom left-to-right startingat 0. Let � denotethe
XOR operationonsame-lengthstrings.For ann-bytemes-
sagem the ICC modeproducesciphertext c by computing
c = m � r wherer is a pseudo-randomstring of n bytes.
Eachr i is generatedby XORing togethertwo bytesout-
put by two LCGs(seeFigure4). Speci�cally, r i = yi � zi

where

wi = 17wi � 1 mod 2413871 and yi = wi mod 28

x i = 3x i � 1 + 1 mod 43060573 and zi = x i mod 28:

Every 100 byteswe reseti to 0 andre-seedw0 andx0 to
new valuesgeneratedby theblockcipher. For thepurposes
of ourattack,theseseedscanbearbitrary.

THE ATTACK . Our attackproducesall 100relevantx i and
wi valuesgiven that 10 or so consecutive bytesof a given
messageareknown. This seemsreasonablegiventhecon-
sistency of the messagessentby ICC. The attackhasele-
mentsof bothbruteforceandcleverness,but mostlyof the
former. The attackruns in about1.1 secondson a laptop
with anAMD XP 2400+processor.

Note that the attackis not general: changingthe con-
stantsin the LCGs to different valuescan make this at-
tackcomputationallyinfeasible.We believethegeneralap-
proachof XORing togethertheoutputof two LCGscannot
beright, but for thepurposesof this paperwe focuson the
LCGsusedby ICC.

We start by choosing some i such that we know
mi � � � mi +9 . This allows us to determiner i � � � r i +9 . We



Figure 4. TheICC Modeof Operation:64bitsaregeneratedby encipheringacounterunderthesender'sblockcipher
key. The®rst 32 aresentto LCG1 andtheother32 to LCG2. TheLCG's areiterated100timesandtheir lowestbytes
areXORedto produceanencryptionpadwhich is XORedwith themessageM to producetheciphertext C.

will try to guessyi outright. This meansan outer loop
guessingthevaluesin [0; 2413870]. Upona guessgi of yi ,
the algorithmcomputesgi ; :::; gi +9 andthe corresponding
guessesfor zi , whichwewill call hi ; :::; hi +9 . Let xh

j (resp.
wh

j ) denotethe 24 mostsigni�cant bytesof x j (resp. wj )
suchthatx j = 28xh

j + zj (resp.wj = 28wh
j + yj ). Statis-

tically, we expectthefollowing relationto hold for about1
outof every3 valuesof j :

x j < (43060573� 1)=3:

This impliesthat

zj +1 � 3x j + 1 � 3(28xh
j + zj ) + 1 � 3zj + 1 (mod 28):

We will check the valueshi ; : : : ; hi +9 for this property.
With 10 known valuesof yi , whenwe �nd thecorrectval-
ueszi ; : : : ; zi +9 , we expectthis relationto hold for 3 con-
secutive pairs(the probability that it doesnot hold for any
pairsis lessthan3%–thiscanbereducedwith knowledgeof
morecharactersof M ). Whenwe have not found thecor-
rectvaluesof zi , theexpectednumberof timesthishappens
is muchless.

Whenwe�nd hj suchthathj +1 � 3hj + 1 (mod 28),
we will �nd the next pair (hk ; hk+1 ) such that hk+1 6=
3hk + 1 (mod 28). Thisimpliesthat3xk + 1 � 43060573.
Let usde�ne c = 3k+1 � j 28xh

j . This impliesthatoneof the
following two caseshold:

hk+1 � 3hk + 1 + c � 43060573mod 28 (1)

hk+1 � 3hk + 1 + c � 2(43060573)mod 28 (2)

Without lossof generality, considerthat (1) hasoccurred.
Thenhk+1 � 3hk � 1 + 43060573� c (mod 28), but
c � 0 (mod 28), so we will be able to determinebe-
tween the �rst and secondcasesby examining the val-
uesof hk+1 � 3hk � 1 + 43060573mod 28 andhk+1 �
3hk � 1 + 2(43060573)mod 28. If neithercaseheld,then
we can be surethat the currentguessesfor hj are incor-
rect. Alternatively, if oneof thecasesheldwe canbesure
that theguessesfor hi arecorrectwith probability roughly
(1 � 18=216). 2

Weknow that43060573� 3hk � 1 < c < 2(43060573)�
3hk � 1, which impliesthat� 18000< xh

j < � 36000. We
canexhaustively checktheseremainingvaluesto �nd the
correctone.

Every 100thcharacterwill probablynot be deciphered
correctly. Thisis atechnicalissuehaving to dowith theway
every100thr i is computed.Whenwi andx i arere-seeded,
they arenotnecessarilysmallerthanthemoduli usedin the
LCGs. Thusthevalue17� 1wi +1 mod 2413871is not nec-
essarilythe wi that was usedto computer i . The correct
charactercanalmostalwaysbeinferredfrom context, how-
ever.

Theexpectednumberof divisionsandmultiplicationsis
about226 (theloopiteratingovervaluesin [0; 2413870]that
computesthegi andhi dominates).

2For purposesof a roughestimate,we considerthe probability, given
incorrecth i ; : : : ; h i +9 , thatsomepairh j ; h j +1 satis®eshj +1 � 3h j +
1 (mod 28 ) to be9=28 . We alsoconsiderthe probability that thepair
hk ; hk +1 satis®es(1) or (2) to belessthan2=28 .



Lesson #5: There are many modesof oper-
ation that are provably-secureand provide pri-
vacy and authentication. See[3] for a survey.
Though it shouldbe mentionedthat even here,
implementorsneedto take careto avoid attacks
basedon implementationdetailssuchas power
andtiming analyses,reactionattacksandsoforth.
Onceagain,we stronglyrecommenda consulta-
tion with expertsin network securityprotocolsto
increaseassuranceandreducerisk.

4.3. The ICC Blockcipher

OVERVIEW. A blockcipheris a very generalcryptographic
objectwhich canbeusedfor a multitudeof purposes[12].
A blockcipheris an algorithmwhich takestwo inputs: an
n-bit input messageblock M anda k-bit key K , andpro-
ducesan n-bit output messageblock C. A necessaryre-
quirementis that for any key K , if M andM 0 aredistinct
input messageblocksthenencipheringthemyieldsdistinct
outputmessageblocks.Thisis becauseblockciphersareof-
tenusedfor encryptionwherewe mustbeableto decipher
what we have enciphered.The mostwell-known blockci-
phersareDES[14] andAES[15].

Thereareinstanceswherea blockcipherneednot bein-
vertible, however. For example,in counter-modeencryp-
tion [12, page233] we simply �x a key and then input
countervalues0, 1, 2, etc.,trustingthattheirencipherments
arepseudo-randomandcanbeusedaspads.TheICC mode
of operationdescribedabove is similar: it usesa counter
encipheredby theICC blockcipherto generateseedsto two
LCGs(and,aswe havepointedout, this is not a goodprac-
tice).

We now proceedto describeandanalyzetheICC block-
cipher. The remainder of this section assumesbasic
knowledgeaboutblockcipherconstruction(see,for exam-
ple [12]).

BLOCKCIPHER DESCRIPTION. Blockcipher S is a 16-
roundFeistelblockcipher[12], takinga 64-bit input anda
64-bit key. Thereis no pre-or post-processingprior to the
Feistelrounds.

Theround-functionf : f 0; 1g64 � f 0; 1g32 � f 0; 1g32 !
f 0; 1g32 takesa 64-bit key K , a 32-bit roundvalueV , and
the roundnumberr (taken asa 32-bit integer). All arith-
meticis signedandmodulo232. (In otherwords,computa-
tionsarecarriedout in 32-bitsignedregisterswith thecarry
disregarded).For any stringX let X [i ] denotethei -th least
signi�cant byteof X . Thefunctionf is then

f (K ; V; r ) =

stu� [(V [0] + V [1] + K [r mod 8]) mod 256]+ V 2

wherestu� is astatictableof 25632-bitvalues.(Thestu�
tableis generatedonceagainby LCGs,but this is not rele-
vantfor theanalysisweconductbelow.) Notethatonly one
byte of key K is usedper roundandthat only the lowest
2 bytesof V areusedin indexing stu� . This immediately
suggeststhatthehigh bits arenot affectingtheroundfunc-
tion asmuchasthey perhapsshould.

Let S be the blockcipherresultingfrom iteratingf for
16 roundsusingthe Feistelconstruction,andlet S(K ; P)
denoterunningS with key K andinput P.

ANALYSIS. CipherS hasserious�a ws. The easiestone
to spotis this: for any plaintext block P, �ipping thehigh
bit of P merelyresultsin �ipping thehigh bit of S(K ; P),
independentof thekey. We statethis moreformally by �rst
proving asimplepropertyof theroundfunction:

Proposition1 Let B = 231, and notice that for a 32-
bit quantity V , writing V � B denotes̄ ipping the high-
bit of V . Then for any valuesof K , V , and r , we have
f (K ; V; r ) = f (K ; V � B ; r ).

Proof: Let K bearbitraryand�x ed. Sincethe index value
to stu� dependsonly on thelowesttwo bytesof V , clearly
V � B will producethesameindex. We thereforefocuson
thesquaringoperation.

Sincearithmetic is signed,B is interpretedas � 231 and
thereforeV � B can be thoughtof as V � 231 whereV
is takenassignedinteger. Squaringthis quantity

(V � 231)2 � V 2 � 232V + 262 � V 2 (mod 232):

Therefore�ipping thehighbit of V andsquaringis thesame
assquaringV itself whenworking modulo232, andthere-
fore f producesthesamevalueoverall.

This invariant propagatesthroughoutthe cipher: con-
sidertwo 64-bit inputsP = (X ; Y) andP � = (X � B ; Y)
where the quantities in the parenthesesare 32-bit val-
ues. Becauseof the above invarianton f , we seethat if
S(K ; P) = (X 0; Y 0) thenS(K ; P � ) = (X 0� B ; Y 0) in-
dependentof thechoiceof K . In otherwords,�ipping the
mostsigni�cant bit of P resultsin �ipping themostsignif-
icantbit of its ciphertext, regardlessof whatkey is used.It
is clearthatP � = (X ; Y � B ) hasanalogousbehavior. In
thelanguageof BihamandShamir, wehaveaprobability1
differentialcharacteristic[2].

This meansthat S canbe distinguishedfrom a random
permutationwith exactly two chosenplaintexts. It also
meansthat S is not a very good randomnumbergenera-
tor (which is thepurposeit is beingusedfor here).It canbe
shown thatwhenthecounteris aslittle as216, bytes0,1,4,
and5 of S(K ; 216) will be the sameas thosein S(K ; 0)
independentof K .



In short, the cipher does a poor job diffusing minor
changesin plaintexts. Its “avalancheeffect” is insuf�cient,
andthereforethe cipheris weak. It shouldnot be usedin
any cryptographicsetting.

Lesson#6: Therearenumerouspublic-domain
blockciphersavailablewhosesecurityis believed
to be very strong. Most commercialimplemen-
tationsnow useAES [15] giventhat it is now an
internationally-recognizedstandard. No signi�-
cant�a ws have beendiscoveredin AES sinceits
introductionseveral yearsago,andin this sense
it is farsuperiorto theICC blockcipherdescribed
above.

5. Conclusionand OpenProblems

We have scrutinizedthesecurityaspectsof ICC andun-
coveredseveralproblems.Thetimestampingmechanismis
easily circumvented,allowing malicioususersto cheatat
chessby unfairly gainingtimeon theclock.

WehavealsoanalyzedtheICC networksecurityprotocol
andshown it is �a wed in numerouswaysenablingpassive
eavesdroppersto trivially listen in on communicationsand
enablingactive adversariesto mountsevereattackson ICC
users.The importantlessonwe may take from this is that
it is very hardto devisesecurityprotocolswhich work. It
seemsthatwhenever a non-expert inventshis own, even if
he is very clever, it is often broken. This haslong beena
messageespousedby thesecuritycommunity, but thebattle
hasnot yetbeenwon.
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