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Abstract

Text-password based authentication schemes are a pop-
ular means of authenticating users in computer systems.
Standard security practices that were intended to make
passwords more difficult to crack, such as requiring users
to have passwords that ““look random”” (high entropy), have
made password systems less usable and paradoxically, less
secure. In this work, we address the need for enhancing the
usability of existing text-password systems without necessi-
tating any modifications to the existing password authenti-
cation infrastructure. We propose, develop and evaluate a
system that automatically generates memorable mnemonics
for a given password based on a text-corpus. Initial experi-
mental results suggest that automatic mnemonic generation
is a promising technique for making text-password systems
more usable. Our system was able to generate mnemonics
for 80.5% of six-character passwords and 62.7% of seven-
character passwords containing lower-case characters (a-
z), even when the text-corpus size is extremely small (1000
sentences).

1. Introduction

Text-password based authentication schemes are a pop-
ular means of authenticating users in computer systems.
The security of password based authentication systems is
directly proportional to the difficulty with which an adver-
sary can crack the passwords. A password that is difficult
to crack could be intuitively thought of as a string that is
not based on a dictionary word and has maximum entropy
(“looks” totally random) [29, 13, 17, 38]. However, the abil-
ity to remember completely unrelated sequence of items is
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very limited in human beings. Hence, the more secure the
password is (the greater the randomness), the more diffi-
cult it is for users to remember it. This limited ability is
further taxed by the fact that a typical user has access to
multiple computer systems and is advised to use a unique
password for each system. The very requirements that make
text-password systems secure seem to make them less user-
friendly and paradoxically, less secure. Addams et al. [1] in
their survey of users from various organizations, found that
standard practices adopted to ensure the security of pass-
word authentication systems e.g. expiry mechanisms that
force users to periodically change passwords, actually re-
sulted in the lowering of security. For example, 50% of the
interviewed users wrote down their passwords in some form
— making the passwords susceptible to social engineering
attacks. Also, it was found that password expiry mecha-
nisms resulted in the users frequently making “poor” pass-
word choices.

Many alternate schemes have been proposed to achieve
both security and usability in authentication systems. For
example, Graphical Password schemes [10, 12, 4, 11],
leverage the fact that it is easier for the users to remem-
ber pictures. However, we believe that text-password based
systems will still remain prevalent in the near future for rea-
sons such as user resistance to change and cost of modifying
the existing systems. In this work, we address the need for
enhancing the usability of text-password systems without
necessitating any modifications. We have developed a sys-
tem which could help users memorize several random pass-
words with ease using mnemonics. Our system is comple-
mentary to the existing text-password systems and could be
used as an add-on or a helper utility. Our work is a promis-
ing first step towards reconciling, the seemingly conflicting
requirements of text-password systems: security and usabil-
ity.

Our system increases the memorability of random look-
ing passwords by supplying the users with mnemonics that
serve as “reminders” of the passwords. Mnemonics have
been widely-used as effective memory enhancement tools






























