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Abstract

Asthe numberof systemvulnembilities multipliesin re-
centyears, vulnerbility assessmeiiitasemegedasa pow-
erful systemsecurityadministation tool that can identify
vulnembilitiesin existingsystemsbefore they are exploited.
Althoughthere are manycommecial vulnembility assess-
menttoolsin themarket, noneof themcanformally guaran-
teethattheassessmemmrocesever compomisegshecom-
puter systemdbeingtested.This paperproposes feather
weightvirtual madine (FVM) technolagy to addressthe
safetyissueassociatedvith vulnembility testing Compaed
with other virtual madine tecdhnolagies, FVM is designed
to facilitate sharingbetweervirtual madinesbut still pro-
videsstrong protectionbetweernthem. The FVM technol-
ogy allows a vulnembility assessmenbol to testan ex-
act replica of a production-modenetworkservice includ-
ing both hardware and systensoftwae componentsyhile
guaranteeingthat the production-modenetworkserviceis
fully isolatedfromthetestingprocessin additionto safety
the vulnembility assessmergupportsystemdescribedin
this paper can also automatethe entire processof vulner
ability testingandthusfor the r sttimemalesit feasibleto
run vulnembility testingautonomoushand frequently Ex-
perimentson a Windows-basedgrototypeshowthat Nes-
susassessmemesultsagainstan FVM virtual madineare
identical to thoseagainsta real madine Furthermoe,
modi cationsto the le systemand registry statemadeby
vulnerbility assessmemtins are completelyisolatedfrom
the hostmadine Finally, the performancampactof vul-
nerability assessmemtins on productionnetworkservices
is aslow as 3%.

1. Intr oduction

Hundredf new vulnerabilitiesarebeingdiscoreredan-
nually. Dozensof new patchesarebeingreleasednonthly,
As attacktools becomemore userfriendly andautomated,
morescriptkiddiescanusethemto randomlyscanthe In-
ternetfor victims with unpatched/ulnerabilities. To malke
thingsworse,while a systemadministratomeedsto patch

every possibleholein her systemsan attacler only needs
to locateoneto breakin.

Giventhe escalatinghreatsof maliciouscyberattacks,
modernenterpriseemploy multiple linesof defenseo pro-
tectthemseles. First, content-avare intrusion prevention
systemqIPS), including re walls, try to Iter out network
pacletscontainingattackpayloadsincludingvirus, worms,
andspyware/advare. Then, le systemscanningools fur-
ther eliminatethoseattackprogramsthat someavhat evade
the IPS deployed at the enterprises network entry point.
Finally, vulnerability assessmerntbols determineif exist-
ing systemscontaincertainknown vulnerabilitiesby send-
ing thema seriesof probepacletsandcheckingif they fall
victim to thesepaclets. Amongthesedefensespnly vulner
ability assessmeiatllows the systemadministratoto proac-
tively nd thesecurityholesbeforeary attackgry to exploit
them.

However, thereis awell-knowvn problemassociateavith
vulnerability assessmerthat preventsit from being used
asextensvely asIPS/ rewall or anti-maivare le scanning
tools: safety Although thereare mary commercialvul-
nerability scanningtools, noneof themaretruly safe. In
one study[1], all scannersstudiedcausedadwerseeffects
on the network senershbeingtested. One scannercrashed
at least ve senersduring an assessmerntn. According
to Nessuglocumentatior2], every existing network-based
vulnerability scannercomeswith the risk of crashingthe
systems/serviceBeing tested,or even worseleaving per
manentdamagingsideeffects. In somesensetheseresults
arenot surprisingat all becausevulnerability testingpack-
etsshouldbehae lik e realattackpacletsin orderto expose
thevulnerabilities. The only differenceis thatvulnerability
testingpacletsarenotsupposedo intentionallycausedam-
ageto thetestechetwork seners,eventhoughthey mightdo
soaccidentally Thereareseveralreasonsvhy thisacciden-
tal damagecould happenin practice. First, someprotocol
implementationslo not handleerrorsvery well, soany un-
expectedinputsmay crashthem. Secondjf avulnerability
is relatedto memoryerrors,e.g., buffer over ow vulnera-
bility, a scannemwould sendenoughdatato over ow the
buffer, andthe over ow could resultin unpredictablgro-
gramexecution,including a programcrash,or someunde-



sirablemodi cationsto thesystemnrstate.As aresult,vulner
ability testingis doneonceper monthor per quarter even
thoughnew vulnerabilitiesappearevery day.

In this paperwe proposeavulnerabilityassessmesup-
port engine(Vasé that canensurethe safetyof the vulner
ability testingprocess. Unlike Nessus Vaseitself cannot
sendout probe pacletsthat can checkif existing network
senerscontaincertainvulnerabilities. Instead Vaseis de-
signedto preparethe network senersthataregoingto be
testedby tools suchas Nessussuchthat the vulnerability
testingrunsdo not leave ary permanenside effect on the
testedseners. Furthermorethe testedtargetsareidentical
to thenetwork senersin every aspect.

Vasehastwo components:Featheiweight Virtual Ma-
chine(FVM) andnetwork applicationduplicator FVM is a
virtual machinetechnologythat createsvirtual machineat
the operatingsystemlayer. An FVM virtual machineis an
executionervironmentontheMicrosoftWindows platform.
In the executionervironment,applicationshave anillusion
of accessinghe operatingsystemexclusively. Thusto ap-
plications,eachFVM virtual machinelooks asreal asthe
native hostmachine.The network applicationduplicatoris
atool thatcanpreparean FVM virtual machineanddupli-
cateall network applicationsfrom host machineto FVM
virtual machine.Thussafevulnerabilityassessmemanbe
automated.

Although existing virtual machinetechnologiesuchas
VMware[3] do provide full isolation,they are not appro-
priatefor vulnerability testingbecauset takestoo long to
cloneavirtual machinefrom aphysicalmachinegspecially
for systemswith hundredof gigabytesof active disk space.
Moreover, ary patchingto or recon gurationof thephysical
machinerequiresa full copying to synchronizethe physi-
cal and virtual machines. Finally, using a separatephys-
ical machineto hostthe clonedvirtual machineentailsa
x ed cost. Instead,VaseusesFVM to solve the problem
of quidkly cloninga physicalmachineto a virtual machine,

andmalkesit possibleto conductvulnerability assessment

in anautomaticandsafeway.

FVM supportseveralfeatureghatmakeit agood t for
safevulnerability assessmentrirst, FVM allows applica-
tionsto run natively onthehostmachineor in anFVM vir-
tual machine.This allows production-modeetwork appli-
cationsto run on the hostmachinedirectly with minimum
performancepenalties. Second,an FVM virtual machine
canbe clonedfrom thehostmachinen secondsatherthan
hours. Therefore,onecancreatean FVM virtual machine
from thehostmachineonthe spotanduseit asthetargetof
a vulnerability assessmemtin. This FVM virtual machine
will havethesamepatchesgon gurations,andOServiron-
mentasthe hostmachine.Sothe testing delity is ashigh
asthe testis run againstthe hostmachinedirectly. Third,
anFVM virtual machines fully isolatedfrom thehostma-
chine.Any modi cationsto anFVM virtual machines per
sistentstate,suchas les or registries,arecontainedwithin
the virtual machineandguaranteechot to have ary effects

ontheapplicationgunningon thehostmachine.

FVM is basedon resourcerenamingat the systemcall
interface. Whenan FVM virtual machineis started by de-
faultits stateis the sameasthatof thehostmachine . That's
why creatingan FVM virtual machinecanbe doneinstan-
taneouslyWhenanFVM virtual machineupdatests state,
the target resourceis copiedto its own workspace. This
keepsary updatesvithin anFVM virtual machinerom pol-
luting the hostmachine.For example,supposen applica-
tion in onevirtual maching(sayVM1) triesto accessa le
/alb . If it is aread-onlyaccessFVM allows it to access
/a/b directly. If it is write accessFVM will copy /a/b
to /vml/a/b , andtransparentlyredirectssubsequente
accessefrom /a/b to /vml/a/b This way, updatesn an
FVM virtual machineare isolatedfrom the hostmachine.
To the bestof our knowledge,FVM is the rst virtual ma-
chine systemin the Microsoft Windows platform that is
built on systemcall interface.

The rest of the paperis organizedas follows: Section
2 sunweys previousresearchrelatedto vulnerability assess-
mentandvirtual machine.Section3 describeshetechnical
challenge®f Vaseandtheir solutions.Sectiond reportsthe
resultsof an evaluationof a fully working Vaseprototype.
Section5 concludeghe paperwith a summaryof its major
contrikutions.

2. RelatedWork

Hardware abstraction layer virtualization. VMware
[3] and Microsoft Virtual PC [4] have the virtualization
interface at the hardware abstractionlayer. They virtual-
ize commonPC hardwarelike processqgrmemoryand pe-
ripherall/O devicessuchthatmultiple operatingsystemin-
stancef differenttype canbeinstalledon a single phys-
ical x86 CPU-basednachine. The adwantageof this ap-
proachis that commonx86 operatingsystemscanrun on
virtual machinesvithoutmodi cation. Buttheperformance
of VMWareis lessthan 50% of the native hostoperating
systemin benchmarkestsasreportedn [5].

Somelight-weightvirtual machineon the hardwareab-
stractionlayer([6, 5, 7] virtualize only a subsebf the hard-
ware. Denali [6] is a virtual machinemonitor (VMM)
speci cally for sener applications.|t is designedo scale
the numberof concurrentvirtual machinesby using para-
virtualization techniques.Para-virtualizatiormeansmodi-
fying the virtual machinearchitectureo enhancescalabil-
ity, performanceand simplicity. Thus operatingsystems
needto bemodi ed to t for the new architecture.Denali
[6] demonstratea simpleoperatingsystem llwacoandits
own simpleweb sener. It is not clearif currentsener ap-
plicationscanberun onit without modi cation.

Xen [5] goesalong the sameline as Denali. It also
usespara-virtualizatiorto improve performance.But Xen
is designedo supportfull multi-applicationoperatingsys-
temsandunmodi ed industrystandardpplicationbinaries.
Linux is portedto Xen architectureandthe performances



closeto native Linux. MicrosoftWindows ontheotherhand
is morecomple to be portedandthereis no working sys-
temor performancelatayet.

The UserMode Linux (UML) [7] portsthe Linux ker-
nelto Linux itself. The UML kernelitself runsin the user
spaceof thehostLinux. Whenanapplicationin theUML is
startedthe applicationprocesss createdn bothUML ker-
nelandhostLinux kernel. The systemcalls madeby UML
procesareinterceptedy ptracemechanisnandredirected
to UML kernel. Unfortunately UML performancds also
50%lessthanhostLinux.

All of theabove virtualizationtechniquesry to simulate
the hardware abstractionayer so asto createmultiple in-
stancef virtual machinedor the guestoperatingsystem.
Fromthepointof view of safevulnerabilityassessmenthe
advantageof thesetechniquess thatthey canprovide better
isolationbecauseachvirtual machinehasits own operating
system Ironically, thedisadantageof theseechnologiess
the sideeffect of their advantage:total independenceBe-
causesachvirtual machinehasits own operatingsystemit
needsto copy thewhole le systemof the productionma-
chineto createaduplicate With the performanceyainfrom
Xen, it seemghatrunningproductionsenerapplicationsn
Xen virtual machineis feasible. The remainingissuesare
how to createduplicatequickly andsupportMicrosoft Win-
dows. Ontheotherhand,FVM resohesall theissuesnow
by virtualizing at operatingsystemayer.

Operating systemlayer virtualization . The FreeBSD
basedjail utility [8] createsmultiple virtual le systems,
eachhaving its own root andothersystemresourcesysing
resourceenamingechniqgue Evenprivilegeduserof ajail
canonly accessesourcesvithin thatjail. The chroot() sys-
temcall andafew modi ed macrosn thekernelarewhatit
takesto performthe necessarmamespaceseparation.

The Linux VSener project[9] is a moreadwancedjail-
like implementatiorfor Linux. The VSener projectmod-
i es the processmanagement,le system, networking,
root capabilitiesand systemV inter-processcommunica-
tion (IPC). On the host Linux, multiple vseners (virtual
machines)can be createdand run their own sener appli-
cations.Interestingly it providesa uni cation feature.The
vsenerscanusehardlinks to duplicatethe les onthehost
Linux to save disk spaceandquickly createthevsener le
system.Towardsthe goal of safevulnerability assessment,
Linux VSener canalmostdo everythingthatFVM cando
excepttwo issuesLinux VSenerdoesnt implementcopy-
on-write andits technologyis not applicableto Microsoft
Windows. Actually it turnsout thatthe FVM for Windows
is muchmorecomple. It involvesmoremodulessuchas
service registry, objects,IPC (DDE, clipboard,COM), etc
which aredif cult to virtualize.

Similar to the Linux VSener project, Sphera[10],
SWsoft[11], etc provide productto supportsocalled“Vir-
tual DedicatedSener” or “Virtual Private Sener” feature.
They virtualize a physical machineasif therearemultiple
stand-aloneseners. Eachvirtual sener canhave its own

sener software,rootaccessand les. It seemghat SWsoft
alsosupportMicrosoft Windows. Sincefew technicalde-
tails areknown, it is not clearif theseproductscanbe used
for safevulnerabilityassessment.

Microsoft Windows Terminal Services[12] avoids the
resourcecon ict amongmultipleterminalsession®y name
spacevirtualization. The objectmanager in the Windows
executive usesa hierarchicalnamingconventionfor all the
systenresourcesindevery terminalsessiorgetsa separate
sub-tredn this hierarcly. All theresourcesssociateavith
aparticularsessiorarenamedusingthesessiondenti er as
its pre x. However, Windows terminalservicesstopsshort
of virtualizing les, registry hivesandnetwork modules.

The Alcatraz project [13] provides a virtual execution
ervironmentfor Linux applicationghroughsystemcall in-
terposition.It is designedspeci cally to sandboxuntrusted
applicationghatmay needto accesgrivileged les. How-
ever, it doesnot supportgeneralvirtualizationthat allows
multiple virtual machinesto co-&xist on a single physical
machinewithout interfering with one another Nor does
it supportvirtualizationof othertypesof systemresources
than les.

Vulnerability assessmentTherearedozensof vulner
ability assessmertbols [14, 15, 2, 16] in the market. As
in thereport[1], all 11 testedtools causesomeadwersere-
actionson network seners. Thusit is not surprisingthat
sometools keepsafevulnerability scanningin mind in its
design. For example,Foundstones FoundScar{14], Har-
ris's STAT Scannei{15] and Nessug2] provide usersan
optionof “safescan”. But eventhe “safe scan”optionmay
not always work. For instance,Foundstones FoundScan
is reportedin [1] causingoutagewith NetWare even with
“safe scan”. In the casestudyreportedin [17], the author
is aware of the needof regular scan. But heis alsoaware
of the potentialto causeissueswith scanning. So nally
he choosedo scanthe network only after midnightoncea
week.

Tenable[18] reports sometechniquesto improve the
safetyof vulnerability assessmentThe rst solutionis to
only checkthe network sener's bannerto getits version
number Vulnerabilitiesarereportedsolelybasedon sener
applications version. The techniqguemay causefalseposi-
tivesbecaussomesoftwaremaybepatchedvithoutchang-
ing the version number The secondsolution is passie
scanning Vulnerabilityis checled by passiely monitoring
network applicationstraf c. Thedisadwantageof thistech-
niqueis thatit mayreportvulnerabilityonly whenattaclers
attackthe applications.This probablyis too late. Thethird
techniqueis to log on a computerandauditits patch. But
gettingcredentialof importantcomputersystemsnaybea
political battlethatthe securityteamneeddo face.

3. Designand Implementation

Thedesigngoalsof Vaseare
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Figure 1. The architecture of FVM.

High TestingFidelity: The actualtestedtarget should
beascloseaspossibleto therealnetwork applications
in every concevableaspect.

Full Statelsolation: Vulnerabilitytestingrunsshould
notleave ary sideeffectson the testednetwork sener
thatcouldaffect its subsequentperation.

Automation:Vulnerabilitytestingrunsshouldbe com-

pletely automatedo the point that vulnerability scan-
ning canbedoneasfrequentlyasscanningle systems
for malware.

3.1.SystemOverview

As statedbefore,Vasehastwo components:FVM and
network applicationduplicator FVM is the underlying
technologyfor virtual machinewhich realizesthe goalsof
high testing delity andfull stateisolation. Network appli-
cationduplicatorusesthe FVM technologyto realizesthe
goalof automatinghe procesf vulnerability testing.

Whena new FVM virtual machineis created,it inher
its the state of the host machineby default. Therefore,
whenVaseduplicatesa network applicationin anFVM vir-
tualmachinetheduplicatecanaccesgverythingaccessible
to the original network application,including specialreg-
istry entriesandthecon guration les. ThereforeVasecan
achieve hightesting delity with FVM.

FVM usesa copy-on-write techniqueto ensurethat ev-
ery le/registry updatemadeby processen an FVM vir-
tual machineresultin acopy of thetarget le/re gistryin the
virtual machines work space.ConsequentlyVasecanalso
achieve full isolationwith FVM.

The network applicationsduplicatorautomateshe pro-
cessof enumeratingietwork applicationsin hostmachine,
startinga virtual machine andstartingnetwork application
duplicatedn thevirtual machine.

Thekey ideain FVM is resourcaenamingwhichis im-
plementedby interceptingsystemcalls and rewriting their
resourcearguments,asin Figure 1. FVM performstwo
typesof interception. To interceptat the systemcall in-
terface, FVM modi es the SystemService Dispatch Ta-
ble (SSDT) to redirecta subsetof systemcalls through

FVM's virtualization logic, which is implementedas a
kernel driver. To interceptat the library call interface,
FVM usesa separatdDLL (Dynamically Linked Library)
to interceptWin32 API calls. FVM usesthe secondin-
terceptionmethodfor two reasons. First, some system
calls are undocumentedso we have to interceptthem at
the library call level. Second,someWin32 API, suchas
CreateService |, is notjust a simplewrapperarounda
systemcall; ratherit makes a seriesof systemcalls that
cannotbe easilyrecognizedy the kernel-level systemcall
interceptor

FVM' s virtualizationlogic is divided into the following
modules:

Consoleprocessvirtualization Consoleprocesameans
the processreatedby the userwho usesthe console.This
module interceptsprocessmanagementalls to classify
consoleprocesgo its correspondingirtual machine.

Serviceprocessvirtualization Servicesareto Windows
what daemonsare to UNIX. A serviceis a background
processwhich is startedby the ServiceControl Manager
(SCM). It runsindependentlyf who, if aryone,is usingthe
console.This moduletracesthe servicesnstalledin FVM
virtual machinesandclassi esthe FVM serviceprocesgo
its correspondingirtual machine.

File virtualization This moduleimplementsa copy-on-
write policy to sharehostmachines le statewhile contain-
ing virtual machine$ updateto its own contet. It handles

le anddirectoryoperations.

Registry virtualization Windows registry is almostlike
standardUNIX le system. The root of registry has ve
keys. Eachkey is like a directory In the key, subleys can
be createdike subdirectories.In the key, valuescanalso
be created. Valuesarelike les. The value nameis like
le nameandvaluedatais like le content. This module
handleskey/valueoperations.

Objectvirtualization Windows objectsherereferto the
basenamedkernelobjectssuchassemaphoresnutexesand
events. Theseobjectsusually sharethe sameglobal name
spaceandare mainly usedfor process/threadynchroniza-
tion andnoti cation. Objectvirtualizationlocalizesobject
accessandthusavoidstheinterferenceéetweertheoriginal
instanceon the hostmachineandthe duplicateinstanceon
thevirtual machine.

Interprocescommunicationin additionto synchroniza-
tion objectsmentionedabore, we will discussmoreinter-
procescommunicatior(IPC) mechanismso sharedataor
facilitateprocessynchronization.

Networkvirtualization A network senerapplicationof-
tenlistenson awell-known portwith awildcardIP address
(INADDR_ANY). This creategproblemsto startits dupli-
catein FVM virtual machinebecauséhe duplicatewill try
to bind to the sameport too. This modulerenameghe IP
addressn bind call to its virtual machinelP addressThus
the port canbe reusedandnetwork applicationseel thatit
exclusively ownsthe network resource.



3.2.ConsoleProcessVirtualization

Therearetwo typesof processethatcanrunonanFvVM
virtual machine:consoleprocessandserviceprocess Re-
gardlesf theprocesdype,whenaprocessssuesa system
call to reador modify a systemresourcefFVM needdo an-
swerthe questionof which virtual machineshouldsene as
the context within which to interpretthis systemcall. So
FVM needgo maintaina mappingbetweerthe procesdD
andvirtual machinelD.

This modulehandlesthe consoleprocess.Whena vir-
tual machineis started FVM automaticallystartsits initial
processwhich is eithera commandshellor le browses
andtagsit with thevirtual machinelD. All the descendant
processesf this initial processhelongto the samevirtual
machineandthusaretaggedwith its virtual machindD too.

FVM maintainsa list of processesunningon a virtual
machineby registeringa kernelcallbackroutinethatis no-
ti ed wheneer a processs created. The callbackroutine
recevesboththenew procesdD andits parentprocesdD.
If the parentprocesss in a virtual machine,the new pro-
cessis assignedo the samevirtual machine.The callback
routine registrationis achiesed by calling kernel function
PsSetCreateProcessNotifyRoutine

3.3.Sewice ProcessVirtualization

Serviceprocessesliffer from consoleprocessedn that
their parentprocesss the ServiceControlManage(SCM),
whichrunsonthehostmachine.Thusthe parentprocesof
all serviceprocessess the SCM process.Theideausedin
consoleprocessvirtualizationis not applicableto this con-
text.

A userapplicationnormally installsa serviceby adding
a servicenameand its programimage nameinto SCM's
databasel ateron, the SCM startsor stopsthe servicepro-
cesauponanapplicationsrequestBecause&sCMis respon-
sible for managingall the systemanduserservicesjt can-
not be duplicatedon eachvirtual machine.To fully isolate
onevirtual machinefrom others,FVM needgso ensurethat
aserviceprocesss executedwithin the context of a virtual
machinewherethe serviceis installed. Theideais to build
anothemappingbetweerserviceandvirtual machineatthe
serviceinstallationtime andconvertit to process-VMmap-
ping attheruntime.

FVM emplo/saDLL hookingmechanisnjl19] to inter
cepttheCreateService  callin theuserlevel andpasses
all the necessarynformationto the kerneldriver, including
aservicenameandthe nameof the programimageusedfor
the serviceprocess.As usual,the DLL hook modi es the
original servicenameby appendinghe virtual machinelD
to it beforecalling CreateService . Thesystemcall in-
terceptormextractstheprogramimagenameandtherenamed
servicenameto createaninternalmapping.Lateron,when
SCM startsa serviceprocesdisinga programimagename
thatmatcheoneof thestoredmagenamesFVM bindsthis

serviceprocesgo thevirtual machinewhoselD appearsn
the associatedenamedservicename,and all subsequent
modi cations madeby this service processare automati-
cally ascribedo the matchingvirtual machine.In addition,
otherservicemanipulationWin32 calls that take a service
nameas amgument,suchas OpenService , arealsoin-
terceptedto ensurethe consisteng of SCM databasend
servicestates.

3.4.File Virtualization

File virtualizationisolatesary le updateson a virtual
machinefrom the host machineby a copy-on-write ap-
proach. By default all the les are sharedby virtual ma-
chinesandthe hostmachine.Whenprocessesn a virtual
machineintendsto write a le, FVM makesa copy of the
le andall the subsequers&iccesgrom the virtual machine
will bedirectedto this copy. Thefull pathof the new copy
is constructedrom the original le' s pathandthe virtual
machinelD.

FVM intercepts le-related systemcalls that take le
namesasinputamgumentsandrenameshe le namesSuch
systemcallsincludecreating/openinges andreading le
attributes.Accordingto theread/writeaccessypeandcom-
plicatedoption ags, aswell asthe existenceof the target
le onboththehostmachineandthevirtual machine FVM
decidesvhetherthesystentallsshouldoperateontheorig-
inal le or alocal copy on the virtual machine,or simply
returnan error status.FVM ensureghata le' slocal copy
on a virtual machinehasthe sameattributesanddirectory
structureastheoriginal le onthehostmachine.

Systencallsto read/write les takea le handleasinput
amgumentinsteadof a le name.Sincethe le handleis ob-
tainedthroughcreating/openinge systemcalls, it already
pointsto the right copy of the le andthereis no needto
interceptthesehandle-orientedystemcalls. Oneexception
stayswith deletingor renaminga le. In Win32 subsys-
tem, deletingor renaminga le involves openingthe le
andsettingspecialattributeson thereturnedle handleby
NtSetinformationFile systemcall. BecauseFVM
needgo keeptrackof thedeletedandrenamedles in avir-
tual machineto accuratelyre ect its le imagestate,FVM
interceptsNtSetinformationFile whenthis system
call is usedto deleteor renamea le. FVM recoversthe
le namefrom theinput le handleandaddsit into adelete
namelist of this virtual machine. The namelist is written
into an on-disklog le periodically In the le renaming
caseFVM alsorenameshenewv le namesothatthe new
le is only visible onthevirtual machine.

3.5.Registry Virtualization

Windows registry is therepositorywhereWindows con-
gurations arestoredandmustbe virtualizedto isolateary
con guration updateson a virtual machinefrom the host



machine.To reduceimplementatiorcompleity, FVM em-
bedsa virtual machines registry entriesin the host ma-

chine's registry using Windows' own registry subsystem.

More concretelyFVM interceptsall registry-relatedsystem
callsthatuseregistry keys asagumentsandrenameshese
registry key argumentsby prependinga pre x to the path
nameof thesekeys. For eachvirtual machine FVM creates
aregistry entryunderthekey n(HKEYCURRENIUSER For
example for thevirtual machine/M1, FVM createshekey
NHKEYCURRENIUSERVVM1asits root, andall the reg-
istry entriesn VM1 will bestoredunderthiskey. Whenerer
ary applicationfrom VM1 accesses registry key, FVM
addsthe pre x NHKEYCURRENIUSERVML1to the path
nameof therequestedegistry key.

FVM utilizes the samecopy-on-write approachas le
virtualizationto handleregistry accessn avirtual machine.
Dependingon whetherthe accessis openedfor read or
write, FVM directstheinterceptedegistry-openingsystem
call to operateon eitherthe original registry key, or a new
registry key copy underthe virtual machines registry root.
If anapplicationin avirtual machinecreatesanew registry
key, it is alwayscreatecdunderthevirtual machines registry
root.

3.6.0bject Virtualization

Interprocessynchronizatioron Windows is mostlyim-
plementedby kernel objects,suchas eventandtimer. In
addition,Windows providesmary Windows-speci cinter
processcommunicatiormechanismdor datasharing. We
will talk abouttheWindowsinterprocessommunications-
suesin the next subsectionandfocuson the virtualization
of generickernelobjectsin this subsection.

The Windows kernelobjects,e.g., mutex, sharedmem-
ory, event,etc.,normallysharehe sameglobalnamespace,
especiallywhentheseobjectsare createdby a network ap-
plication, which hasat mostoneinstancerunningsimulta-
neously This implementationmay causeproblemswhen
doing vulnerability assessmeran FVM that requiresdu-
plicatedinstancesunningon both the hostmachineanda
virtual machine.If oneinstanceon the hostmachineis ac-
cessinganamedkernelobject,anothelinstanceof thesame
applicationon a virtual machinemay not be ableto access
the sameobjectcorrectly FVM resohesthis problemby
virtualizing kernelobjects.

Kernelobjectshave a hierarcly similarto les andreg-
istries. Therearemary objectdirectoriesin the systemun-
der the root objectdirectory Eachobject directory con-
tainsmultiple kernelobjectswith similar types. Basedon
thesamerenamingapproactasregistry virtualization,alo-
cal objectdirectory tree is createdfor eachFVM virtual
machinewheneer the virtual machineis started. Whena
virtual machineis stoppedits local objectdirectoryis re-
movedandall theopenedbjecthandlesinderit areclosed.
FVM interceptsthe create/opersystemcalls that access
basekernel objects,including mutant, semaphoregvent,

sectiort, timer, iocompletion,eventpairandsymboliclink.
FVM redirectsaccesso theseobjectsto avirtual machines
local objectdirectory andthus guaranteghat the applica-
tion instance®n the hostmachineandthe virtual machine
do not accesshe samekernelobject. Similarly, special le
objectlike namedpipe andmailslotarealsovirtualized.

3.7.Inter processCommunication on VMs

For the isolation purpose FVM requiresthat a process
runningon onevirtual machinenot communicatevith pro-
cessegunning on the host machineor other virtual ma-
chinesthroughinterprocesgommunicatior(IPC), unlesst
hasto talk with a Windows systemserviceon the hostma-
chinethatcannotbevirtualized,or it intendsto usethelPC
to talk to anothemphysicalmachine.

Common IPC mechanismsinclude shared memory
named pipe, mailslot, LPC (Local Procedure Calls).
Throughobjectvirtualization,IPCsbasedon sharedmem-
ory (sectionobjec), namedpipe andmailslotareautomat-
ically con ned. Similarly, Windows LPC, which internally
usegport objectfor high-speedanessag@assingis alsovir-
tualized.

Therearestill someWindows-speci ¢ IPC mechanisms
like DDE, COM, windov messageglipboard,etc. These
IPC mechanismsre mainly usedfor interactve applica-
tions. For example,COM (Componen©ObjectModel) ap-
plicationsmayquerytheRunningObjectTable(ROT) to de-
terminewhetherthereis alreadyaninstancerunning. DDE
(DynamicDataExchangegllow new instancdo communi-
catewith existing instancesy broadcastingVindow mes-
sagedgo desktopwindows. Although network applications
normally are not involved with thesemechanismswe are
still interestedn con ning themsowe canprovide a better
isolation ervironmentfor all the Windows applicationsin
future.

3.8.Network Virtualization

A network applicationstartsby creatinga soclet and
makingabind callto specifythelocal IP addresandlocal
portnumberfor the soclet. In supportingvulnerabilitytest-
ing, Vasecreatesa duplicateof the tamget network applica-
tion to betestedin anFVM virtual machine.Theduplicate
will bind to the samelP addresandport number Without
network interfacevirtualization,thisis not possiblebecause
the operatingsystemsimply doesnot allow two processes
to bind themselesto the samelP addressandport number
pair.

FVM virtualizesan network interfaceby assigningeach
FVM virtual machinea distinctIP addressFVM rst uses
the IP aliasingmechanisnto assignmultiple IP addresses
to the network interface. When FVM startsa virtual ma-
chine, it addsthe virtual machines IP addresdo the host

1Referto sharedmemory also called le mappingobjectin Win32
subsystem



machines physical interfaceas an IP alias. When a vir-
tual machineis stoppedijts IP addresss removedfrom the
physicalinterfaceaccordingly

Whena network applicationrunningin an FVM virtual
machinemakesabind call, FVM interceptst andchanges
thelocal IP addressn the call to the virtual machines IP
addressransparentlyThatis, thenetwork applicationactu-
ally bindsto its virtual machines IP addressConsequently
processef onevirtual machinecanneitherreceve traf ¢
destinedto other virtual machinesnor spoof anotherma-
chines IP addresswhen sendingtrafc. Evenif a tamget
applicationhard-codests bind IP addressn a con gura-
tion le, FVM still canbind the applications duplicateto
thelP addres®f its virtual machine.

3.9.Network Application Duplicator

To automatea vulnerability testrun, Vase needsto be
ableto createa virtual machinefrom a physical machine,
andstartall network applicationscurrentlyrunningon that
physicalmachinein the new virtual machinein exactly the
sameway asthey werestartedoriginally.

Therearetwo typesof network applicationson the Mi-
crosoftWindows. The rst typeis consoleapplicationsuch
aseDonley. Thistypeof applicationscanbe startedasnor
mal commandine programs.The secondypeis Windows
service. Most sener applicationssuchas Apacheand IS
(Internetinformation Service)fall into this cateyory. Dif-
ferentfrom consoleapplications serviceapplicationscan-
not be startedfrom the commandine. They needto bein-
stalledthroughthe SCM (ServiceControlManager)which
is theonethatactuallystartsserviceapplications.

Therearefour phasedn theduplicator In the rst phase,
theduplicatorenumeratesll the network applicationgun-
ning on a targetnetwork sener. The duplicatorusesa tool
calledfport  from Foundstong[14] to nd out all pro-
cessedhat are listening on a network port, including the
absolutepathnameof the executablele namebehindeach
of theseprocessesHowever, fport  cannottell whether
a processs from a consoleapplicationor from a service
application. The duplicatorqueriesSCM's databaseising
EnumServicesStatus and QueryServiceConfig
to identify the pathnameof eachservices executable le.
If an executablereturnedby fport is found in SCM's
databaseit is treatedasa serviceapplication;otherwiseit
is a consoleapplication. After this enumeratiorphasethe
duplicatorobtainsa completelist of network applications
thatarecurrentlyrunningon the hostmachineandhow to
startthem.

In the secondphase the duplicator rst createsa new
FVM virtual machinethrougha new function StartVM
from FVM. Thenthe duplicatorsetsitself asthe rst pro-
cessin the new createdFVM virtual machine. Finally it
installsandstartsall the network applicationsdenti ed in
the rst phase.Becausédhe duplicatorprocessunsin the
new virtual machine the applicationst startswill alsorun

in the samevirtual machine.

In the third phase the duplicatorinvokes a vulnerabil-
ity assessmenbol suchasNessusagainstthe FVM virtual
machinewhichrunsall theduplicatechetwork applications.
Thesevulnerabilityassessmembolsproduceareportasthe
endresult.

The nal phasés cleanup After avulnerabilityscanrun
is completedthe duplicatorwill cleanup the FVM virtual
machineby stoppingthe consoleapplicationsstoppingand
uninstallingserviceapplicationsand nally terminatingthe
FVM virtual machine.

3.10.Implementation Lessons

Althoughtheideaof virtualizationthroughresourcee-
namingis conceptuallysimple, it is surprisinglydif cult to
implementon the Windows platform. First of all, thereare
somary namespacesn theWindows operatingsystem As
summarizedn Table 1, differentWindows subsystemsise
differentnamespacesand involve mary functions. There
is no systematiovay to enumerateall of them. Wheneer
somenamespacesare hot handledproperly the degreeof
isolationthat FVM providessuffers. Secondly evenfor a
givennamespaceit is notalwayspossibleo applyresource
renamingn aconsistentvay. For example mostkernelob-
jects shouldbe renamedbut someof them shouldbe left
alonebecausesomesystemserviceannotbe duplicated.

4. Evaluation

We implementeda Vaseprototypeandevaluatedit from
the following angles: performanceoverhead, delity, iso-
lation and start-updelay Threecomputersareusedin the
following experimentsall with the samehardware con g-
uration:anAMD Athlon XP 2000+CPUwith 512 MBytes
memoryand a 7200 RPM hard disk. The rst computer
is usedasa sener. It runsMicrosoft Windows 2000 with
servicepack4, Internetinformation Service(llS) 5.0, Mi-
crosoft SQL sener 2000, MySQL sener 4.1, and Apache
websener2.0.54. TheseconccomputerunsRedhat.inux
9.0 andNessu<2.2.4,andsenesasa vulnerability assess-
mentscannemachine.Thethird computeiis only usedfor
performanceest. It runsRedhat_inux 9.0, Apachebench-
mark,which is usedto benchmarkApacheweb sener, and
SuperSmackl.3[20], whichis usedto benchmaritMySQL.

4.1.PerformanceOverhead

BecauseVase runs a duplicate copy of the tamget
production-modenetwork applicationin an FVM virtual
machinebut on the samephysical machine theremay be
someperformancempactsontheoriginal network applica-
tion. This experimentintendsto quantify this performance
cost.We testeachtargetnetwork applicationin four scenar
ios:



Table 1. Functions inter cepted for virtualization.

Functions with name Nt* are inter cepted in kernel.

All other s are inter cepted in user level.

Modules | Functions

Console | NtResumeThread

process

Service | CreateServicgpenServiceStartServiceCtriDispatchgRegisterServiceCtrIHandler(ExNtResumeThread

process

File NtCreateFile,NtOpenFile, NtQueryAttritutesFile, NtQueryFullAttritutesFile, NtQueryDirectoryFile,Nt-
QuerylnformationFileNtSetInformationFileNtDeleteFile NtClose

Registry | NtCreatelkey, NtOpenkey, NtQueryKey, NtDeletekey

Object NtCreateMutantNtOpenMutant,NtCreateSemaphor&tOpenSemaphoreé\tCreateEent, NtOpenEent,
NtCreateTmer, NtOpenTimer, NtCreateloCompletionNtOpenloCompletionNtCreateEentRair, NtOpen-
EventRair, NtCreateSectionNtOpenSectionNtCreatePort NtCreateVditablePort,NtConnectPort NtSe-
cureConnectPort

IPC SendMessageSendMessageafieout, SendNotifyMessage SendMessageCallbackostMessagePost-
ThreadMessag&)deCreateStringHandl&lobalAddAtom,NtCreateNamedPipeFil&ltCreateMailslotFile,
NtCreateFileNtOpenFile

Network | bind

1. We measurehe performanceof the network applica-
tion beingtestedwhenit runsdirectly onthehostma-
chine.Thereis no FVM interceptionoverhead.

2. We measurehe performanceof the network applica-
tion whenit runsdirectly on the hostmachineand a
duplicateof itself runsin an FVM virtual machineon
thesamephysicalmachine.Thisteststheperformance
impactof FVM' s systencall interceptioronthetamget
network application.

3. We measurghe performanceof the network applica-
tion whenit runsdirectly on the hostmachine,anda
duplicateof itself runsin an FVM virtual machineon
thesamephysicalmachineandis beingtestedby Nes-
sus. This measureshe additionalperformancecostto
the tamget network applicationdueto the interactions
betweerthe duplicateandNessus.

4. We measurdhe performancef the duplicaterunning
in anFVM virtual machine.This produceghe perfor
manceoverheadntroducedby FVM.

Three applications are used: Apache web sener,
MySQL and WinRAR. We use Apachebenchto bench-
mark Apacheweb sener. Apachebenchuses5 concur
rentconnectioneindsendss000requestgor theindex.html
in thedocumentroot directory The performancemetricis
the numberof requestssened per second. We used Su-
perSmackto benchmarkvlySQL. We cannotestMicrosoft
SQL Sener becausao free tools are available andthe li-
censaeagreementf Microsoft SQL Sener prohibitsdisclos-
ing benchmarkesultsto third parties.SuperSmackusesl0

concurrentonnections&nd10000requestdor selectoper

ation (the select-key.smack scripts)and updateop-
eration(the update-select.smack scripts). The per

formancemetric is the numberof selector updateopera-
tionssenedpersecondFinally we testedWinRAR 3.42to

evaluatethe performancampactof FVM on non-netvork

applications. The performancemetric for WinRAR is the
time (secondsYyequiredto extract a software package,n

this casethe Apacheweb sener 2.0.54package.Eachre-

portedperformancernumberis anaverageof tenruns.

Figure2 shavs the normalizedperformancenf eachtest
applicationunderScenariq(2), (3), and(4), with respecto
that underScenario(1). Thatis, 95% meansthat the ap-
plication's performances 95% of that whenit runsalone
on the host machinedirectly. The result shavs that just
runninga duplicatein an FVM machineor even perform-
ing a vulnerability testingagainstsucha duplicatehaslit-
tle effectson the performanceof the production-modeet-
work application.The performancealegradationis lessthan
3%. This meansthat Vases approachof “duplicate and
test” actuallyallows a targetapplicationto continueits ser
vice while it is beingtested. As for FVM's virtualization
overheadijt is negligible for MySQL, andis about9% for
ApacheandWinRAR. Fromathoroughexaminationof the
detailedsystemcall traceswe foundthatboth Apacheand
WInRAR invoke a large numberof le anddirectoryoper
ations. Becauseof the copy-on-write policy, FVM always
checkghevirtual machines les/directoriesbeforeaccess-
ing the hostmachines. The overheadof theseadditional
checksbecomesigni cant for applicationghatrequirein-
tensie le/directory operations.
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Figure 2. The performance impact of virtual-
ization and vulnerability assessment.

Table 2. The vulnerabilities found by Nessus
during the delity test. Applications that do
not have vulnerabilities are not listed.

Applications | Security Holes
IS FTP 1
IIS SMTP
IIS Web
ApacheWeb
Telnet
KaZaA

4.2 Fidelity

Security Warnings

Rrlo|lo|a|r
O|lR|FR|00O|F

To demonstratehat scanninga duplicateof a targetap-
plication runningin an FVM virtual machineis asreal as
scanningthe applicationrunning on the host machinedi-
rectly, we testedWindows's telnetservice,Microsoft SQL
sener, IIS SMTPservice lIS FTPservice lIS Webservice,
MySQL, ApacheWeb sener, eDonley 2000 and KaZaA.
We run all the network applicationson the sener machine
andthenapply Nessugo eachof themto produceavulner
ability report. Thetestresultis in Table2. Amongthetest
applications|IS Webserviceappearso bethemostvulner
able.Therearetotally 7 securityholesfoundand4 of them
arein IS Web service. Among the 11 securitywarnings,
IIS Webserviceaccountdor 8 of them.

Thenwe run all the applicationsn anFVM virtual ma-
chineandapply Nessudo themin the sameway. Thevul-
nerability reportsproducecarethe sameasis shovn in Ta-
ble 2. This experimentgprovidesaninitial evidencethatas
farasassessinthevulnerabilityof a network applicationis
concernedrunningthe applicationin an FVM virtual ma-

chineis asgoodasrunningit onaphysicalmachine.
4.3.Isolation

To demonstratéhat Vaseindeedisolatesthe sideeffects
producedby vulnerability assessmernfrom the host ma-
chine, we recordthe le systemand registry statebefore
avulnerabilitytest,andcomparet with the le systemand
registry stateafter the test. First we createa disk imageof
the whole le systemof the tamget sener. Thenwe start
vulnerability assessmentinsagainstnetwork applications
runningin anFVM virtual machineonthetargetsener. Af-
ter the testis completed,we createa seconddisk image
of the tamget sener. Finally, we useBeyond Compare,
which is a Windows tool that canrecursvely compareall
thesubdirectoriesind les undertherootdirectory to com-
parethetwo diskimages.

The comparisonreport shavs that all modi cations
to the le systemare indeedcontainedwithin the home
directory of the FVM virtual machine. Supposehe FVM
virtual machinehasa homedirectoryof C:\fvmQO . Then
the only le systemmodi cations due to the testsoccur
underC:\fvmO . For example,lIS Websener'slog le is
changeduringvulnerabilityassessmenandit is storedin
C:\fvmO\C\WINNT\system32\LogFiles\W3SVC1
The corresponding le in the host machine
C:\WINNT\system32\LogFiles\W3SVC1 is
notaffected.

By taking a closerlook at the FVM virtual machines
homedirectory we found vulnerability testingrunsindeed
leave mary side effectsto the le system.Without FVM,
thesesideeffectswould have affectedthehostmachine For
example,lIS and ApacheWeb sener changegheir access
logs,which recordall the HTTP requestdrom NessusjIS
FTPsenerlogsrecordsall of Nessuss le accessesnclud-
ing “make directory”and le transferoperationsMicrosoft
SQL senerandMySQL changegsheir databasaccesdog;
eDonley generatesome.met les.

To detectchangeso theregistry state we exportthereg-
istry usingthe programregedit.exe beforeandaftera
vulnerabilitytestingrun,andthenuseUltraEdit  tocom-
parethe two exportedregistry les. We foundthatNessus
doesnot seemto resultin registry statechanges.Among
the testapplicationsthe registry statechangesonly in the
caseof KaZaA. However, we believe this changeis dueto
KaZaA itself ratherthan due to Nessus becausehe key
nameis kazaaNet andSeed. In ary caseMVaseis ableto
successfullycon ne thisregistry changeto the FVM virtual
machinein which KaZaAruns.

4.4, Start-up Delay

One of the major goalsof Vaseis to automatethe vul-
nerability testingprocessso that one canrun vulnerability
testingasfrequentlyasvirus scanning.In this subsection,
we evaluatethetime Vasetakesto preparea network sener



for vulnerability testing. We measuredhe time requiredto
cloneanFVM virtual machinegfrom thesenermachineand
duplicateall the network applicationscurrentlyrunningon
the sener machineto the new virtual machine.It takes43
secondgor thesenermachineonwhich9 network applica-
tions (thesameapplicationsasin delity test)arecurrently
running. Thetime for creatinganFVM virtual machineand
startingmostnetwork applicationsis very small. Most of
this 43 secondss spenton startingMicrosoft SQL Sener
andMySQL, becaus¢heamountof datathey neecdto copy
from thehostmachingo thevirtual machineare40 MBytes
and 30 MBytes, respectrely. As aresult,thesetwo appli-
cationstake 19 secondsind13 secondstespectiely.

As acomparisonwe alsomeasuredhetime requiredto
physically cloneour sener machine We useNorton Ghost
2003to male a copy of the sener machines systemdisk.
The systemdisk installsall the software usedin this paper
andis around3.2 GBytesin size. It takesNorton Ghost13
minutesto nish thiscopying. Theaveragedisk copy speed
is only 4 MBytes per seconcbecauseéNorton Ghostclones
adisk by copying les oneby one,whichincurssigni cant
overheador small les.

5. Conclusion

Safetyof vulnerabilityassessmeiig awell-known prob-
lem to which thereis no adequatesolutionuntil now. Al-
though somevulnerability scanningtools suchas Nessus
and Foundstoneattemptedo mitigatethis problem,asde-
scribedin Section2, noneof themcompletelysolveit. Even
whenthe“safescan”optionis turnedon,somevulnerability
testingtools[1] still crashthe senersbeingtested.

This paperdescribesthe design, implementationand
evaluationof the rst known vulnerability assessmersup-
port systemcalled Vase which canautomatethe vulnera-
bility testingprocesswhile guaranteeingts safety Vaseis
built on the featherweightvirtual machine(FVM) technol-
ogy, which providesthe sameisolation propertyasheavy-
weight virtual machinetechnologiessuchas VMware but
incurs a much smaller start-upoverheadand resourcere-
quirement. The currentFVM prototyperuns on the Mi-
crosoftWindows andcansuccessfullyirtualize systenre-
sourcessuchas le, registry, object,network interface,ser
vice, andinterprocescommunication.

Vase can automaticallyclone a physical machineto an
FVM virtual machinejncludingthe setof network services
currentlyrunningonthephysicalmachineandredirectvul-
nerabilitytestingpacletstowardtheclonedvirtual machine.
Experiment®ntheVaseprototypeshav thatthevulnerabil-
ity testingusingNessugproducesdenticalresultswhenit is
run againstthe physicalmachineandagainstthe clonedvir-
tual machine( delity), that noneof the vulnerability test-
ing runs createary side effectsin the host machine(iso-
lation), andthatthe performancecostof vulnerability test-
ing to theproduction-modaetwork applicationds minimal
(transpareng).

References

[1] K. Novak, “VA ScannersPinpoint Your Weak Spots;
Network Computing, 2003. http://www.nwc.com/1412/
1412f2.html

[2] Nessus,“Con guring Nessusto perform local security
checks on Unix hosts’ http://nessus.gédocumentation/
index.php?doc=ssh

[3] VMware, “VMw are Workstatior?. http://wwwyvmware.
com/products/desktop/wieatures.html

[4] Microsoft, “Microsoft Virtual PC 2004! http://iwww.
microsoft.com/windws/virtualpc/defult.mspx

[5] P. Barham,B. Dragoic, K. Fraser S. Hand, T. Harris,
A. Ho, R. Neugebaued. Pratt,andA. War eld, “Xen and
the art of virtualization’ in Proceedingsof the nineteenth
ACM symposiunon Openting systemsprinciples ACM
Press2003,pp.164-177.

[6] A. Whitaker, M. Shav, and S. D. Gribble, “Denali:
Lightweight Virtual Machines for Distributed and Net-
worked Applications; TechnicalReport02-02-01,2002.

[7] J. Dike, “A usermode port of the Linux kernel; in Pro-
ceeding®fthe4th AnnualLinux ShowcasandConfeence
2000.

[8] P. KampandR. Watson,“Jails: Con ning the Omnipotent
Root; in Proceedingf the 2nd International SANECon-
ference 2000.

[9] Linux VSener Project.http://linux-vsener.org/

[10] Sphera, *“Shared Hosting® http://wwwsphera.com/
businesssolutionssharedhosting.php

[11] SWsoft, “What is Virtual Private Sener?” http://www.
sw-soft.com/en/virtuozzo/hsp/

[12] Microsoft, “Technical Overview of Terminal Ser
vices’ http://download.microsoft.com/denload/
2/8/1/281f4d94ee894b219f9e-9a%ccefd4a743/
TerminalSererOwerview.doc

[13] Z. Liang, V. VenkatakrishnamandR. Sekar “Isolated Pro-
gram Execution: An Application TransparentApproach
for ExecutingUntrustedPrograms, in Proceedingsof An-
nual ComputerSecurityApplicationsConfeence Decem-

ber2003.

[14] Foundstone,'FoundScarEngine€’ http://wwwfoundstone.
com/

[15] Harris, “STAT Scannet http://wwwstat.harris.com/

solutions/vulnassess/scannérdex.asp

[16] eEyeDigital Security,“Retina Network SecurityScannet.
http://www eeg/e.com/

[17] K. Austin, “Implementing Vulnerability Assessmentvith
eEyesEVA Suite— CaseStudy, 2004.http://lwww.giac.og/
practical/GSEC/l&vin_Austin.GSEC.pdf

[18] R. Deraison and R. Gula, “Blended Security Assess-
ments;, 2004.http://wwwtenablesecuritgom/images/pdfs/
blendedsecuritychecks.pdf

[19] I. Ilvanos, “API Hooking Revealed; 2002. http://www.
codeproject.com/system/hooksys.asp

[20] T. Bourke, “Super smacK. http://vegan.net/tog/
supersmack/



