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Abstract

Asthenumberof systemvulnerabilities multipliesin re-
centyears,vulnerability assessmenthasemergedasa pow-
erful systemsecurityadministration tool that can identify
vulnerabilities in existingsystemsbefore they areexploited.
Althoughthere are manycommercial vulnerability assess-
menttoolsin themarket,noneof themcanformallyguaran-
teethattheassessmentprocessnevercompromisesthecom-
putersystemsbeingtested.Thispaperproposesa feather-
weight virtual machine (FVM) technology to addressthe
safetyissueassociatedwithvulnerability testing. Compared
with other virtual machine technologies,FVM is designed
to facilitate sharingbetweenvirtual machinesbut still pro-
videsstrong protectionbetweenthem. TheFVM technol-
ogy allows a vulnerability assessmenttool to test an ex-
act replica of a production-modenetworkservice, includ-
ing bothhardware andsystemsoftware components,while
guaranteeingthat the production-modenetworkserviceis
fully isolatedfromthetestingprocess.In additionto safety,
the vulnerability assessmentsupport systemdescribedin
this papercan also automatethe entire processof vulner-
ability testingandthusfor the�r st timemakesit feasibleto
run vulnerability testingautonomouslyandfrequently. Ex-
perimentson a Windows-basedprototypeshowthat Nes-
susassessmentresultsagainstan FVM virtual machineare
identical to thoseagainst a real machine. Furthermore,
modi�cations to the �le systemand registry statemadeby
vulnerability assessmentrunsare completelyisolatedfrom
the hostmachine. Finally, the performanceimpactof vul-
nerability assessmentrunson productionnetworkservices
is aslow as3%.

1. Intr oduction

Hundredsof new vulnerabilitiesarebeingdiscoveredan-
nually. Dozensof new patchesarebeingreleasedmonthly.
As attacktoolsbecomemoreuser-friendly andautomated,
morescript kiddiescanusethemto randomlyscanthe In-
ternetfor victims with unpatchedvulnerabilities.To make
thingsworse,while a systemadministratorneedsto patch

every possiblehole in her systems,an attacker only needs
to locateoneto breakin.

Given the escalatingthreatsof maliciouscyber-attacks,
modernenterprisesemploy multiple linesof defenseto pro-
tect themselves. First, content-aware intrusionprevention
systems(IPS), including �re walls, try to �lter out network
packetscontainingattackpayloads,includingvirus,worms,
andspyware/adware. Then,�le systemscanningtools fur-
ther eliminatethoseattackprogramsthat somewhat evade
the IPS deployed at the enterprise's network entry point.
Finally, vulnerability assessmenttools determineif exist-
ing systemscontaincertainknown vulnerabilitiesby send-
ing thema seriesof probepacketsandcheckingif they fall
victim to thesepackets.Amongthesedefenses,only vulner-
ability assessmentallowsthesystemadministratorto proac-
tively �nd thesecurityholesbeforeany attackstry to exploit
them.

However, thereis awell-known problemassociatedwith
vulnerability assessmentthat prevents it from being used
asextensively asIPS/�rewall or anti-malware�le scanning
tools: safety. Although thereare many commercialvul-
nerability scanningtools, noneof themare truly safe. In
one study [1], all scannersstudiedcausedadverseeffects
on the network serversbeingtested.Onescannercrashed
at least� ve serversduring an assessmentrun. According
to Nessusdocumentation[2], every existing network-based
vulnerability scannercomeswith the risk of crashingthe
systems/servicesbeing tested,or even worseleaving per-
manentdamagingsideeffects. In somesense,theseresults
arenot surprisingat all becausevulnerability testingpack-
etsshouldbehave like realattackpacketsin orderto expose
thevulnerabilities.Theonly differenceis thatvulnerability
testingpacketsarenotsupposedto intentionallycausedam-
ageto thetestednetwork servers,eventhoughthey mightdo
soaccidentally. Thereareseveralreasonswhy thisacciden-
tal damagecould happenin practice. First, someprotocol
implementationsdo not handleerrorsvery well, soany un-
expectedinputsmaycrashthem.Second,if a vulnerability
is relatedto memoryerrors,e.g.,buffer over�ow vulnera-
bility, a scannerwould sendenoughdatato over�ow the
buffer, andthe over�ow could result in unpredictablepro-
gramexecution,includinga programcrash,or someunde-



sirablemodi�cationsto thesystemstate.Asaresult,vulner-
ability testingis doneonceper monthor per quarter, even
thoughnew vulnerabilitiesappeareveryday.

In thispaper, weproposeavulnerabilityassessmentsup-
port engine(Vase) thatcanensurethesafetyof thevulner-
ability testingprocess. Unlike Nessus,Vaseitself cannot
sendout probepackets that cancheckif existing network
serverscontaincertainvulnerabilities. Instead,Vaseis de-
signedto preparethe network serversthat aregoing to be
testedby tools suchasNessus,suchthat the vulnerability
testingrunsdo not leave any permanentsideeffect on the
testedservers. Furthermorethe testedtargetsareidentical
to thenetwork serversin everyaspect.

Vasehastwo components:Feather-weight Virtual Ma-
chine(FVM) andnetwork applicationduplicator. FVM is a
virtual machinetechnologythat createsvirtual machineat
theoperatingsystemlayer. An FVM virtual machineis an
executionenvironmentontheMicrosoftWindowsplatform.
In theexecutionenvironment,applicationshave anillusion
of accessingtheoperatingsystemexclusively. Thusto ap-
plications,eachFVM virtual machinelooks asreal asthe
native hostmachine.Thenetwork applicationduplicatoris
a tool thatcanprepareanFVM virtual machineanddupli-
cateall network applicationsfrom host machineto FVM
virtual machine.Thussafevulnerabilityassessmentcanbe
automated.

Althoughexisting virtual machinetechnologiessuchas
VMware[3] do provide full isolation, they arenot appro-
priatefor vulnerability testingbecauseit takestoo long to
cloneavirtual machinefrom aphysicalmachine,especially
for systemswith hundredsof gigabytesof activediskspace.
Moreover, any patchingto or recon�gurationof thephysical
machinerequiresa full copying to synchronizethe physi-
cal and virtual machines. Finally, using a separatephys-
ical machineto host the clonedvirtual machineentailsa
�x ed cost. Instead,VaseusesFVM to solve the problem
of quickly cloninga physicalmachineto a virtual machine,
andmakes it possibleto conductvulnerability assessment
in anautomaticandsafeway.

FVM supportsseveralfeaturesthatmake it agood�t for
safevulnerability assessment.First, FVM allows applica-
tionsto run natively on thehostmachineor in anFVM vir-
tual machine.This allows production-modenetwork appli-
cationsto run on thehostmachinedirectly with minimum
performancepenalties. Second,an FVM virtual machine
canbeclonedfrom thehostmachinein secondsratherthan
hours. Therefore,onecancreatean FVM virtual machine
from thehostmachineon thespotanduseit asthetargetof
a vulnerabilityassessmentrun. This FVM virtual machine
will havethesamepatches,con�gurations,andOSenviron-
mentasthehostmachine.Sothetesting�delity is ashigh
asthe test is run against the hostmachinedirectly. Third,
anFVM virtual machineis fully isolatedfrom thehostma-
chine.Any modi�cationsto anFVM virtual machine'sper-
sistentstate,suchas�les or registries,arecontainedwithin
thevirtual machineandguaranteednot to have any effects

on theapplicationsrunningon thehostmachine.
FVM is basedon resourcerenamingat the systemcall

interface.WhenanFVM virtual machineis started,by de-
fault its stateis thesameasthatof thehostmachine.That's
why creatinganFVM virtual machinecanbedoneinstan-
taneously. WhenanFVM virtual machineupdatesits state,
the target resourceis copiedto its own workspace. This
keepsany updateswithin anFVM virtualmachinefrompol-
luting thehostmachine.For example,supposeanapplica-
tion in onevirtual machine(sayVM1) triesto accessa �le
/a/b . If it is a read-onlyaccess,FVM allows it to access
/a/b directly. If it is write access,FVM will copy /a/b
to /vm1/a/b , andtransparentlyredirectssubsequent�le
accessesfrom /a/b to /vm1/a/b. This way, updatesin an
FVM virtual machineare isolatedfrom the hostmachine.
To thebestof our knowledge,FVM is the �rst virtual ma-
chine systemin the Microsoft Windows platform that is
built onsystemcall interface.

The rest of the paperis organizedas follows: Section
2 surveys previousresearchrelatedto vulnerabilityassess-
mentandvirtual machine.Section3 describesthetechnical
challengesof Vaseandtheirsolutions.Section4 reportsthe
resultsof an evaluationof a fully working Vaseprototype.
Section5 concludesthepaperwith a summaryof its major
contributions.

2. RelatedWork

Hardware abstraction layer virtualization . VMware
[3] and Microsoft Virtual PC [4] have the virtualization
interfaceat the hardware abstractionlayer. They virtual-
ize commonPC hardwarelike processor, memoryandpe-
ripheralI/O devicessuchthatmultipleoperatingsystemin-
stancesof differenttypecanbe installedon a singlephys-
ical x86 CPU-basedmachine. The advantageof this ap-
proachis that commonx86 operatingsystemscanrun on
virtualmachineswithoutmodi�cation. But theperformance
of VMWare is lessthan50% of the native hostoperating
systemin benchmarktestsasreportedin [5].

Somelight-weightvirtual machineson thehardwareab-
stractionlayer[6, 5, 7] virtualizeonly a subsetof thehard-
ware. Denali [6] is a virtual machinemonitor (VMM)
speci�cally for server applications.It is designedto scale
the numberof concurrentvirtual machinesby usingpara-
virtualization techniques.Para-virtualizationmeansmodi-
fying the virtual machinearchitectureto enhancescalabil-
ity, performance,and simplicity. Thus operatingsystems
needto be modi�ed to �t for the new architecture.Denali
[6] demonstratesa simpleoperatingsystem,Ilwacoandits
own simplewebserver. It is not clearif currentserver ap-
plicationscanberunon it withoutmodi�cation.

Xen [5] goesalong the sameline as Denali. It also
usespara-virtualizationto improve performance.But Xen
is designedto supportfull multi-applicationoperatingsys-
temsandunmodi�ed industrystandardapplicationbinaries.
Linux is portedto Xen architectureandtheperformanceis



closeto nativeLinux. MicrosoftWindowsontheotherhand
is morecomplex to beportedandthereis no working sys-
temor performancedatayet.

The User-Mode Linux (UML) [7] ports the Linux ker-
nel to Linux itself. TheUML kernelitself runsin theuser
spaceof thehostLinux. Whenanapplicationin theUML is
started,theapplicationprocessis createdin bothUML ker-
nel andhostLinux kernel.Thesystemcallsmadeby UML
processareinterceptedby ptracemechanismandredirected
to UML kernel. Unfortunately, UML performanceis also
50%lessthanhostLinux.

All of theabovevirtualizationtechniquestry to simulate
the hardwareabstractionlayer so asto createmultiple in-
stancesof virtual machinesfor theguestoperatingsystem.
Fromthepointof view of safevulnerabilityassessment,the
advantageof thesetechniquesis thatthey canprovidebetter
isolationbecauseeachvirtualmachinehasitsownoperating
system.Ironically, thedisadvantageof thesetechnologiesis
thesideeffect of their advantage:total independence.Be-
causeeachvirtual machinehasits own operatingsystem,it
needsto copy thewhole �le systemof theproductionma-
chineto createaduplicate.With theperformancegain from
Xen,it seemsthatrunningproductionserverapplicationsin
Xen virtual machineis feasible. The remainingissuesare
how to createduplicatequickly andsupportMicrosoftWin-
dows. On theotherhand,FVM resolvesall the issuesnow
by virtualizingatoperatingsystemlayer.

Operating systemlayer virtualization . The FreeBSD
basedjail utility [8] createsmultiple virtual �le systems,
eachhaving its own root andothersystemresources,using
resourcerenamingtechnique.Evenprivilegedusersof ajail
canonly accessresourceswithin thatjail. Thechroot() sys-
temcall andafew modi�ed macrosin thekernelarewhatit
takesto performthenecessarynamespaceseparation.

The Linux VServer project[9] is a moreadvancedjail-
like implementationfor Linux. The VServer projectmod-
i�es the processmanagement,�le system, networking,
root capabilitiesand systemV inter-processcommunica-
tion (IPC). On the host Linux, multiple vservers (virtual
machines)can be createdand run their own server appli-
cations.Interestingly, it providesa uni�cation feature.The
vserverscanusehardlinks to duplicatethe�les on thehost
Linux to save disk spaceandquickly createthevserver �le
system.Towardsthegoalof safevulnerabilityassessment,
Linux VServer canalmostdo everythingthatFVM cando
excepttwo issues:Linux VServerdoesn't implementcopy-
on-write andits technologyis not applicableto Microsoft
Windows. Actually it turnsout that theFVM for Windows
is muchmorecomplex. It involvesmoremodulessuchas
service,registry, objects,IPC (DDE, clipboard,COM), etc
whicharedif�cult to virtualize.

Similar to the Linux VServer project, Sphera [10],
SWsoft[11], etcprovide productto supportsocalled“Vir-
tual DedicatedServer” or “Virtual PrivateServer” feature.
They virtualizea physicalmachineasif therearemultiple
stand-aloneservers. Eachvirtual server canhave its own

server software,root accessand�les. It seemsthatSWsoft
alsosupportMicrosoft Windows. Sincefew technicalde-
tails areknown, it is not clearif theseproductscanbeused
for safevulnerabilityassessment.

Microsoft Windows Terminal Services[12] avoids the
resourcecon�ict amongmultipleterminalsessionsby name
spacevirtualization. The objectmanager in the Windows
executive usesa hierarchicalnamingconventionfor all the
systemresourcesandevery terminalsessiongetsaseparate
sub-treein this hierarchy. All theresourcesassociatedwith
aparticularsessionarenamedusingthesessionidenti�er as
its pre�x. However, Windows terminalservicesstopsshort
of virtualizing �les, registryhivesandnetwork modules.

The Alcatraz project [13] provides a virtual execution
environmentfor Linux applicationsthroughsystemcall in-
terposition.It is designedspeci�cally to sandboxuntrusted
applicationsthatmayneedto accessprivileged�les. How-
ever, it doesnot supportgeneralvirtualization that allows
multiple virtual machinesto co-exist on a singlephysical
machinewithout interfering with one another. Nor does
it supportvirtualizationof othertypesof systemresources
than�les.

Vulnerability assessment. Therearedozensof vulner-
ability assessmenttools [14, 15, 2, 16] in the market. As
in thereport[1], all 11 testedtoolscausesomeadversere-
actionson network servers. Thus it is not surprisingthat
sometools keepsafevulnerability scanningin mind in its
design. For example,Foundstone's FoundScan[14], Har-
ris's STAT Scanner[15] and Nessus[2] provide usersan
optionof “safescan”.But eventhe“safescan”optionmay
not always work. For instance,Foundstone's FoundScan
is reportedin [1] causingoutagewith NetWareeven with
“safe scan”. In the casestudyreportedin [17], the author
is awareof the needof regular scan. But he is alsoaware
of the potentialto causeissueswith scanning. So �nally
hechoosesto scanthenetwork only aftermidnightoncea
week.

Tenable[18] reportssometechniquesto improve the
safetyof vulnerability assessment.The �rst solution is to
only checkthe network server's bannerto get its version
number. Vulnerabilitiesarereportedsolelybasedon server
application's version.Thetechniquemaycausefalseposi-
tivesbecausesomesoftwaremaybepatchedwithoutchang-
ing the version number. The secondsolution is passive
scanning.Vulnerabilityis checkedby passively monitoring
network application's traf�c. Thedisadvantageof this tech-
niqueis thatit mayreportvulnerabilityonly whenattackers
attacktheapplications.This probablyis too late. Thethird
techniqueis to log on a computerandaudit its patch. But
gettingcredentialsof importantcomputersystemsmaybea
political battlethatthesecurityteamneedsto face.

3. Designand Implementation

Thedesigngoalsof Vaseare
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Figure 1. The architecture of FVM.

� High TestingFidelity: Theactualtestedtarget should
beascloseaspossibleto therealnetwork applications
in everyconceivableaspect.

� Full StateIsolation: Vulnerability testingrunsshould
not leave any sideeffectson thetestednetwork server
thatcouldaffect its subsequentoperation.

� Automation:Vulnerabilitytestingrunsshouldbecom-
pletelyautomatedto thepoint thatvulnerabilityscan-
ningcanbedoneasfrequentlyasscanning�le systems
for malware.

3.1.SystemOverview

As statedbefore,Vasehastwo components:FVM and
network applicationduplicator. FVM is the underlying
technologyfor virtual machinewhich realizesthegoalsof
high testing�delity andfull stateisolation.Network appli-
cationduplicatorusesthe FVM technologyto realizesthe
goalof automatingtheprocessof vulnerabilitytesting.

Whena new FVM virtual machineis created,it inher-
its the stateof the host machineby default. Therefore,
whenVaseduplicatesanetwork applicationin anFVM vir-
tualmachine,theduplicatecanaccesseverythingaccessible
to the original network application,including specialreg-
istry entriesandthecon�guration�les. Therefore,Vasecan
achieve high testing�delity with FVM.

FVM usesa copy-on-write techniqueto ensurethat ev-
ery �le/registry updatemadeby processesin an FVM vir-
tualmachineresultin acopy of thetarget�le/registry in the
virtual machine's work space.Consequently, Vasecanalso
achieve full isolationwith FVM.

The network applicationsduplicatorautomatesthe pro-
cessof enumeratingnetwork applicationsin hostmachine,
startinga virtual machine,andstartingnetwork application
duplicatesin thevirtual machine.

Thekey ideain FVM is resourcerenaming,which is im-
plementedby interceptingsystemcalls andrewriting their
resourcearguments,as in Figure 1. FVM performstwo
typesof interception. To interceptat the systemcall in-
terface, FVM modi�es the SystemServiceDispatchTa-
ble (SSDT) to redirect a subsetof systemcalls through

FVM' s virtualization logic, which is implementedas a
kernel driver. To intercept at the library call interface,
FVM usesa separateDLL (DynamicallyLinked Library)
to interceptWin32 API calls. FVM usesthe secondin-
terceptionmethod for two reasons. First, somesystem
calls are undocumented,so we have to interceptthem at
the library call level. Second,someWin32 API, suchas
CreateService , is not just a simplewrapperarounda
systemcall; rather it makes a seriesof systemcalls that
cannotbeeasilyrecognizedby thekernel-level systemcall
interceptor.

FVM' s virtualizationlogic is divided into the following
modules:

Consoleprocessvirtualization. Consoleprocessmeans
theprocesscreatedby theuserwho usestheconsole.This
module interceptsprocessmanagementcalls to classify
consoleprocessto its correspondingvirtual machine.

Serviceprocessvirtualization. Servicesareto Windows
what daemonsare to UNIX. A service is a background
processwhich is startedby the ServiceControl Manager
(SCM).It runsindependentlyof who,if anyone,is usingthe
console.This moduletracestheservicesinstalledin FVM
virtual machinesandclassi�estheFVM serviceprocessto
its correspondingvirtual machine.

File virtualization. This moduleimplementsa copy-on-
write policy to sharehostmachine's �le statewhile contain-
ing virtual machine's updateto its own context. It handles
�le anddirectoryoperations.

Registry virtualization. Windows registry is almostlike
standardUNIX �le system. The root of registry has� ve
keys. Eachkey is like a directory. In thekey, subkeys can
be createdlike subdirectories.In the key, valuescanalso
be created. Valuesare like �les. The value nameis like
�le nameandvaluedatais like �le content. This module
handleskey/valueoperations.

Objectvirtualization. Windows objectsherereferto the
basenamedkernelobjectssuchassemaphores,mutexesand
events. Theseobjectsusuallysharethe sameglobal name
spaceandaremainly usedfor process/threadsynchroniza-
tion andnoti�cation. Objectvirtualizationlocalizesobject
accessandthusavoidstheinterferencebetweentheoriginal
instanceon thehostmachineandtheduplicateinstanceon
thevirtual machine.

Interprocesscommunication. In additionto synchroniza-
tion objectsmentionedabove, we will discussmoreinter-
processcommunication(IPC) mechanismsto sharedataor
facilitateprocesssynchronization.

Networkvirtualization. A network serverapplicationof-
tenlistensona well-known portwith a wildcardIP address
(INADDR ANY). This createsproblemsto start its dupli-
catein FVM virtual machinebecausetheduplicatewill try
to bind to the sameport too. This modulerenamesthe IP
addressin bind call to its virtual machineIP address.Thus
theport canbereusedandnetwork applicationsfeel that it
exclusively ownsthenetwork resource.



3.2.ConsoleProcessVirtualization

Therearetwo typesof processesthatcanrunonanFVM
virtual machine:consoleprocessandserviceprocess. Re-
gardlessof theprocesstype,whenaprocessissuesasystem
call to reador modify asystemresource,FVM needsto an-
swerthequestionof which virtual machineshouldserve as
the context within which to interpretthis systemcall. So
FVM needsto maintaina mappingbetweentheprocessID
andvirtual machineID.

This modulehandlesthe consoleprocess.Whena vir-
tual machineis started,FVM automaticallystartsits initial
process,which is eithera commandshell or �le browser,
andtagsit with thevirtual machineID. All thedescendant
processesof this initial processbelongto the samevirtual
machineandthusaretaggedwith its virtual machineID too.

FVM maintainsa list of processesrunningon a virtual
machineby registeringa kernelcallbackroutinethat is no-
ti�ed whenever a processis created.The callbackroutine
receivesboththenew processID andits parentprocessID.
If the parentprocessis in a virtual machine,the new pro-
cessis assignedto thesamevirtual machine.Thecallback
routine registrationis achieved by calling kernel function
PsSetCreateProcessNotifyRoutine .

3.3.ServiceProcessVirtualization

Serviceprocessesdiffer from consoleprocessesin that
theirparentprocessis theServiceControlManager(SCM),
which runson thehostmachine.Thustheparentprocessof
all serviceprocessesis theSCM process.Theideausedin
consoleprocessvirtualizationis not applicableto this con-
text.

A userapplicationnormally installsa serviceby adding
a servicenameand its programimagenameinto SCM's
database.Lateron, theSCM startsor stopstheservicepro-
cessuponanapplication'srequest.BecauseSCMis respon-
sible for managingall thesystemanduserservices,it can-
not beduplicatedon eachvirtual machine.To fully isolate
onevirtual machinefrom others,FVM needsto ensurethat
a serviceprocessis executedwithin thecontext of a virtual
machinewheretheserviceis installed.Theideais to build
anothermappingbetweenserviceandvirtual machineatthe
serviceinstallationtimeandconvert it to process-VMmap-
pingat therun time.

FVM employs a DLL hookingmechanism[19] to inter-
cepttheCreateService call in theuserlevel andpasses
all thenecessaryinformationto thekerneldriver, including
aservicenameandthenameof theprogramimageusedfor
the serviceprocess.As usual,the DLL hook modi�es the
original servicenameby appendingthevirtual machineID
to it beforecalling CreateService . Thesystemcall in-
terceptorextractstheprogramimagenameandtherenamed
servicenameto createaninternalmapping.Lateron,when
SCM startsa serviceprocessusinga programimagename
thatmatchesoneof thestoredimagenames,FVM bindsthis

serviceprocessto thevirtual machinewhoseID appearsin
the associatedrenamedservicename,and all subsequent
modi�cations madeby this serviceprocessare automati-
cally ascribedto thematchingvirtual machine.In addition,
otherservicemanipulationWin32 calls that take a service
nameas argument,suchas OpenService , are also in-
terceptedto ensurethe consistency of SCM databaseand
servicestates.

3.4.File Virtualization

File virtualization isolatesany �le updateson a virtual
machinefrom the host machineby a copy-on-write ap-
proach. By default all the �les aresharedby virtual ma-
chinesandthehostmachine.Whenprocesseson a virtual
machineintendsto write a �le, FVM makesa copy of the
�le andall thesubsequentaccessfrom thevirtual machine
will bedirectedto this copy. Thefull pathof thenew copy
is constructedfrom the original �le' s pathand the virtual
machineID.

FVM intercepts�le-related systemcalls that take �le
namesasinputargumentsandrenamesthe�le names.Such
systemcalls includecreating/opening�les andreading�le
attributes.Accordingto theread/writeaccesstypeandcom-
plicatedoption �ags, aswell asthe existenceof the target
�le onboththehostmachineandthevirtual machine,FVM
decideswhetherthesystemcallsshouldoperateontheorig-
inal �le or a local copy on the virtual machine,or simply
returnanerrorstatus.FVM ensuresthata �le' s local copy
on a virtual machinehasthe sameattributesanddirectory
structureastheoriginal �le on thehostmachine.

Systemcallsto read/write�les takea�le handleasinput
argumentinsteadof a �le name.Sincethe�le handleis ob-
tainedthroughcreating/opening�le systemcalls,it already
points to the right copy of the �le andthereis no needto
interceptthesehandle-orientedsystemcalls.Oneexception
stayswith deletingor renaminga �le. In Win32 subsys-
tem, deletingor renaminga �le involves openingthe �le
andsettingspecialattributeson thereturned�le handleby
NtSetInformationFile systemcall. BecauseFVM
needsto keeptrackof thedeletedandrenamed�les in avir-
tual machineto accuratelyre�ect its �le imagestate,FVM
interceptsNtSetInformationFile when this system
call is usedto deleteor renamea �le. FVM recovers the
�le namefrom theinput �le handleandaddsit into adelete
namelist of this virtual machine.The namelist is written
into an on-disk log �le periodically. In the �le renaming
case,FVM alsorenamesthenew �le namesothat thenew
�le is only visibleon thevirtual machine.

3.5.Registry Virtualization

Windows registry is therepositorywhereWindows con-
�gurations arestoredandmustbevirtualizedto isolateany
con�guration updateson a virtual machinefrom the host



machine.To reduceimplementationcomplexity, FVM em-
bedsa virtual machine's registry entriesin the host ma-
chine's registry using Windows' own registry subsystem.
Moreconcretely, FVM interceptsall registry-relatedsystem
callsthatuseregistrykeysasarguments,andrenamesthese
registry key argumentsby prependinga pre�x to the path
nameof thesekeys. For eachvirtual machine,FVM creates
aregistryentryunderthekey nHKEYCURRENTUSER. For
example,for thevirtualmachineVM1, FVM createsthekey
nHKEYCURRENTUSERnVM1asits root, andall the reg-
istryentriesin VM1 will bestoredunderthiskey. Whenever
any applicationfrom VM1 accessesa registry key, FVM
addsthe pre�x nHKEYCURRENTUSERnVM1to the path
nameof therequestedregistrykey.

FVM utilizes the samecopy-on-write approachas �le
virtualizationto handleregistryaccessin avirtual machine.
Dependingon whether the accessis openedfor read or
write, FVM directstheinterceptedregistry-openingsystem
call to operateon eithertheoriginal registry key, or a new
registry key copy underthevirtual machine's registry root.
If anapplicationin a virtual machinecreatesa new registry
key, it is alwayscreatedunderthevirtual machine's registry
root.

3.6.Object Virtualization

Interprocesssynchronizationon Windows is mostly im-
plementedby kernelobjects,suchas event and timer. In
addition,Windows providesmany Windows-speci�c inter-
processcommunicationmechanismsfor datasharing. We
will talk abouttheWindowsinterprocesscommunicationis-
suesin thenext subsection,andfocuson thevirtualization
of generickernelobjectsin thissubsection.

The Windows kernelobjects,e.g.,mutex, sharedmem-
ory, event,etc.,normallysharethesameglobalnamespace,
especiallywhentheseobjectsarecreatedby a network ap-
plication,which hasat mostoneinstancerunningsimulta-
neously. This implementationmay causeproblemswhen
doing vulnerability assessmenton FVM that requiresdu-
plicatedinstancesrunningon both the hostmachineanda
virtual machine.If oneinstanceon thehostmachineis ac-
cessinganamedkernelobject,anotherinstanceof thesame
applicationon a virtual machinemaynot beableto access
the sameobjectcorrectly. FVM resolves this problemby
virtualizingkernelobjects.

Kernelobjectshave a hierarchy similar to �les andreg-
istries.Therearemany objectdirectoriesin thesystemun-
der the root object directory. Eachobject directory con-
tainsmultiple kernelobjectswith similar types. Basedon
thesamerenamingapproachasregistryvirtualization,a lo-
cal object directory tree is createdfor eachFVM virtual
machinewhenever the virtual machineis started.Whena
virtual machineis stopped,its local objectdirectoryis re-
movedandall theopenedobjecthandlesunderit areclosed.
FVM interceptsthe create/opensystemcalls that access
basekernel objects, including mutant, semaphore,event,

section1, timer, iocompletion,eventpairandsymboliclink.
FVM redirectsaccessto theseobjectsto avirtual machine's
local objectdirectoryandthusguaranteethat the applica-
tion instanceson thehostmachineandthevirtual machine
do not accessthesamekernelobject.Similarly, special�le
objectlikenamedpipeandmailslotarealsovirtualized.

3.7.Inter processCommunication on VMs

For the isolationpurpose,FVM requiresthat a process
runningon onevirtual machinenot communicatewith pro-
cessesrunning on the host machineor other virtual ma-
chinesthroughinterprocesscommunication(IPC),unlessit
hasto talk with a Windows systemserviceon thehostma-
chinethatcannotbevirtualized,or it intendsto usetheIPC
to talk to anotherphysicalmachine.

Common IPC mechanismsinclude shared memory,
named pipe, mailslot, LPC (Local Procedure Calls).
Throughobjectvirtualization,IPCsbasedon sharedmem-
ory (sectionobject), namedpipeandmailslotareautomat-
ically con�ned. Similarly, Windows LPC,which internally
usesport objectfor high-speedmessagepassing,is alsovir-
tualized.

Therearestill someWindows-speci�c IPC mechanisms
like DDE, COM, window message,clipboard,etc. These
IPC mechanismsare mainly usedfor interactive applica-
tions. For example,COM (ComponentObjectModel) ap-
plicationsmayquerytheRunningObjectTable(ROT) tode-
terminewhetherthereis alreadyaninstancerunning.DDE
(DynamicDataExchange)allow new instanceto communi-
catewith existing instancesby broadcastingWindow mes-
sagesto desktopwindows. Althoughnetwork applications
normally arenot involved with thesemechanisms,we are
still interestedin con�ning themsowe canprovide a better
isolationenvironmentfor all the Windows applicationsin
future.

3.8.Network Virtualization

A network applicationstartsby creatinga socket and
makingabind call to specifythelocalIP addressandlocal
portnumberfor thesocket. In supportingvulnerabilitytest-
ing, Vasecreatesa duplicateof the targetnetwork applica-
tion to betestedin anFVM virtual machine.Theduplicate
will bind to thesameIP addressandport number. Without
network interfacevirtualization,this is notpossiblebecause
the operatingsystemsimply doesnot allow two processes
to bind themselvesto thesameIP addressandport number
pair.

FVM virtualizesannetwork interfaceby assigningeach
FVM virtual machinea distinct IP address.FVM �rst uses
the IP aliasingmechanismto assignmultiple IP addresses
to the network interface. WhenFVM startsa virtual ma-
chine, it addsthe virtual machine's IP addressto the host

1Refer to sharedmemory, also called �le mappingobject in Win32
subsystem



machine's physical interfaceas an IP alias. When a vir-
tual machineis stopped,its IP addressis removedfrom the
physicalinterfaceaccordingly.

Whena network applicationrunningin anFVM virtual
machinemakesabind call, FVM interceptsit andchanges
the local IP addressin the call to the virtual machine's IP
addresstransparently. Thatis, thenetwork applicationactu-
ally bindsto its virtual machine's IP address.Consequently,
processesin onevirtual machinecanneitherreceive traf�c
destinedto other virtual machinesnor spoof anotherma-
chine's IP addresswhen sendingtraf�c. Even if a target
applicationhard-codesits bind IP addressin a con�gura-
tion �le, FVM still canbind the application's duplicateto
theIP addressof its virtual machine.

3.9.Network Application Duplicator

To automatea vulnerability test run, Vaseneedsto be
able to createa virtual machinefrom a physical machine,
andstartall network applicationscurrentlyrunningon that
physicalmachinein thenew virtual machinein exactly the
samewayasthey werestartedoriginally.

Therearetwo typesof network applicationson theMi-
crosoftWindows. The�rst typeis consoleapplicationssuch
aseDonkey. This typeof applicationscanbestartedasnor-
mal commandline programs.Thesecondtypeis Windows
service. Most server applicationssuchasApacheandIIS
(InternetInformationService)fall into this category. Dif-
ferentfrom consoleapplications,serviceapplicationscan-
not bestartedfrom thecommandline. They needto bein-
stalledthroughtheSCM(ServiceControlManager),which
is theonethatactuallystartsserviceapplications.

Therearefour phasesin theduplicator. In the�rst phase,
theduplicatorenumeratesall thenetwork applicationsrun-
ning on a targetnetwork server. Theduplicatorusesa tool
called fport from Foundstone[14] to �nd out all pro-
cessesthat are listening on a network port, including the
absolutepathnameof theexecutable�le namebehindeach
of theseprocesses.However, fport cannottell whether
a processis from a consoleapplicationor from a service
application. The duplicatorqueriesSCM's databaseusing
EnumServicesStatus andQueryServiceConfig
to identify the pathnameof eachservice's executable�le.
If an executablereturnedby fport is found in SCM's
database,it is treatedasa serviceapplication;otherwiseit
is a consoleapplication.After this enumerationphase,the
duplicatorobtainsa completelist of network applications
thatarecurrentlyrunningon thehostmachineandhow to
startthem.

In the secondphase,the duplicator�rst createsa new
FVM virtual machinethrougha new function StartVM
from FVM. Thenthe duplicatorsetsitself asthe �rst pro-
cessin the new createdFVM virtual machine. Finally it
installsandstartsall thenetwork applicationsidenti�ed in
the �rst phase.Becausethe duplicatorprocessrunsin the
new virtual machine,theapplicationsit startswill alsorun

in thesamevirtual machine.
In the third phase,the duplicatorinvokesa vulnerabil-

ity assessmenttool suchasNessusagainsttheFVM virtual
machinewhichrunsall theduplicatednetwork applications.
Thesevulnerabilityassessmenttoolsproduceareportasthe
endresult.

The�nal phaseis cleanup.After avulnerabilityscanrun
is completed,theduplicatorwill cleanup theFVM virtual
machineby stoppingtheconsoleapplications,stoppingand
uninstallingserviceapplications,and�nally terminatingthe
FVM virtual machine.

3.10.Implementation Lessons

Althoughthe ideaof virtualizationthroughresourcere-
namingis conceptuallysimple,it is surprisinglydif�cult to
implementon theWindows platform. First of all, thereare
somany namespacesin theWindowsoperatingsystem.As
summarizedin Table1, differentWindows subsystemsuse
differentnamespacesand involve many functions. There
is no systematicway to enumerateall of them. Whenever
somenamespacesarenot handledproperly, the degreeof
isolationthat FVM providessuffers. Secondly, even for a
givennamespace,it is notalwayspossibleto applyresource
renamingin aconsistentway. For example,mostkernelob-
jects shouldbe renamedbut someof them shouldbe left
alonebecausesomesystemservicescannotbeduplicated.

4. Evaluation

We implementeda Vaseprototypeandevaluatedit from
the following angles:performanceoverhead,�delity , iso-
lation andstart-updelay. Threecomputersareusedin the
following experiments,all with thesamehardwarecon�g-
uration:anAMD Athlon XP 2000+CPUwith 512MBytes
memoryand a 7200 RPM hard disk. The �rst computer
is usedasa server. It runsMicrosoft Windows 2000with
servicepack4, InternetInformationService(IIS) 5.0, Mi-
crosoftSQL server 2000,MySQL server 4.1, andApache
webserver2.0.54.ThesecondcomputerrunsRedhatLinux
9.0 andNessus2.2.4,andservesasa vulnerability assess-
mentscannermachine.Thethird computeris only usedfor
performancetest. It runsRedhatLinux 9.0,Apachebench-
mark,which is usedto benchmarkApachewebserver, and
SuperSmack1.3[20], whichis usedto benchmarkMySQL.

4.1.PerformanceOverhead

BecauseVase runs a duplicate copy of the target
production-modenetwork applicationin an FVM virtual
machinebut on the samephysical machine,theremay be
someperformanceimpactsontheoriginalnetwork applica-
tion. This experimentintendsto quantify this performance
cost.Wetesteachtargetnetwork applicationin four scenar-
ios:



Table 1. Functions inter cepted for vir tualization. Functions with name Nt* are inter cepted in kernel.
All other s are inter cepted in user level.

Modules Functions

Console
process

NtResumeThread

Service
process

CreateService,OpenService,StartServiceCtrlDispatcher, RegisterServiceCtrlHandler(Ex),NtResumeThread

File NtCreateFile,NtOpenFile,NtQueryAttributesFile,NtQueryFullAttributesFile,NtQueryDirectoryFile,Nt-
QueryInformationFile,NtSetInformationFile,NtDeleteFile,NtClose

Registry NtCreateKey, NtOpenKey, NtQueryKey, NtDeleteKey

Object NtCreateMutant,NtOpenMutant,NtCreateSemaphore,NtOpenSemaphore,NtCreateEvent, NtOpenEvent,
NtCreateTimer, NtOpenTimer, NtCreateIoCompletion,NtOpenIoCompletion,NtCreateEventPair, NtOpen-
EventPair, NtCreateSection,NtOpenSection,NtCreatePort,NtCreateWaitablePort,NtConnectPort,NtSe-
cureConnectPort

IPC SendMessage,SendMessageTimeout, SendNotifyMessage,SendMessageCallback,PostMessage,Post-
ThreadMessage,DdeCreateStringHandle,GlobalAddAtom,NtCreateNamedPipeFile,NtCreateMailslotFile,
NtCreateFile,NtOpenFile

Network bind

1. We measurethe performanceof the network applica-
tion beingtestedwhenit runsdirectly on thehostma-
chine.Thereis noFVM interceptionoverhead.

2. We measurethe performanceof the network applica-
tion when it runsdirectly on the hostmachineanda
duplicateof itself runsin anFVM virtual machineon
thesamephysicalmachine.This teststheperformance
impactof FVM' ssystemcall interceptiononthetarget
network application.

3. We measurethe performanceof the network applica-
tion whenit runsdirectly on the hostmachine,anda
duplicateof itself runsin anFVM virtual machineon
thesamephysicalmachineandis beingtestedby Nes-
sus.This measurestheadditionalperformancecostto
the target network applicationdueto the interactions
betweentheduplicateandNessus.

4. We measuretheperformanceof theduplicaterunning
in anFVM virtual machine.This producestheperfor-
manceoverheadintroducedby FVM.

Three applications are used: Apache web server,
MySQL and WinRAR. We use Apachebenchto bench-
mark Apacheweb server. Apachebenchuses5 concur-
rentconnectionsandsends5000requestsfor theindex.html
in thedocumentroot directory. Theperformancemetric is
the numberof requestsserved per second. We usedSu-
perSmackto benchmarkMySQL.WecannottestMicrosoft
SQL Server becauseno free tools areavailableandthe li-
censeagreementof MicrosoftSQLServerprohibitsdisclos-
ing benchmarkresultsto third parties.SuperSmackuses10

concurrentconnectionsand10000requestsfor selectoper-
ation (the select-key.smack scripts)andupdateop-
eration(theupdate-select.smack scripts). Theper-
formancemetric is the numberof selector updateopera-
tionsservedpersecond.Finally we testedWinRAR 3.42to
evaluatethe performanceimpactof FVM on non-network
applications.The performancemetric for WinRAR is the
time (seconds)requiredto extract a software package,in
this casethe Apacheweb server 2.0.54package.Eachre-
portedperformancenumberis anaverageof tenruns.

Figure2 shows thenormalizedperformanceof eachtest
applicationunderScenario(2), (3), and(4), with respectto
that underScenario(1). That is, 95% meansthat the ap-
plication's performanceis 95% of that whenit runsalone
on the host machinedirectly. The result shows that just
runninga duplicatein an FVM machineor even perform-
ing a vulnerability testingagainstsucha duplicatehaslit-
tle effectson theperformanceof theproduction-modenet-
work application.Theperformancedegradationis lessthan
3%. This meansthat Vase's approachof “duplicate and
test” actuallyallows a targetapplicationto continueits ser-
vice while it is beingtested. As for FVM' s virtualization
overhead,it is negligible for MySQL, andis about9% for
ApacheandWinRAR. Froma thoroughexaminationof the
detailedsystemcall traces,we foundthatbothApacheand
WinRAR invoke a largenumberof �le anddirectoryoper-
ations. Becauseof the copy-on-write policy, FVM always
checksthevirtual machine's �les/directoriesbeforeaccess-
ing the hostmachine's. The overheadof theseadditional
checksbecomessigni�cant for applicationsthatrequirein-
tensive �le/directory operations.
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Figure 2. The perf ormance impact of vir tual­
ization and vulnerability assessment.

Table 2. The vulnerabilities found by Nessus
during the �delity test. Applications that do
not have vulnerabilities are not listed.

Applications Security Holes Security Warnings

IIS FTP 1 1

IIS SMTP 1 0

IIS Web 4 8

ApacheWeb 0 1

Telnet 0 1

KaZaA 1 0

4.2.Fidelity

To demonstratethatscanninga duplicateof a targetap-
plication running in an FVM virtual machineis asreal as
scanningthe applicationrunning on the host machinedi-
rectly, we testedWindows's telnetservice,Microsoft SQL
server, IIS SMTPservice,IIS FTPservice,IIS Webservice,
MySQL, ApacheWeb server, eDonkey 2000andKaZaA.
We run all thenetwork applicationson theserver machine
andthenapplyNessusto eachof themto produceavulner-
ability report. Thetestresultis in Table2. Amongthetest
applications,IIS Webserviceappearsto bethemostvulner-
able.Therearetotally 7 securityholesfoundand4 of them
are in IIS Web service. Among the 11 securitywarnings,
IIS Webserviceaccountsfor 8 of them.

Thenwe run all theapplicationsin anFVM virtual ma-
chineandapplyNessusto themin thesameway. Thevul-
nerabilityreportsproducedarethesameasis shown in Ta-
ble 2. This experimentsprovidesaninitial evidencethatas
farasassessingthevulnerabilityof anetwork applicationis
concerned,runningthe applicationin an FVM virtual ma-

chineis asgoodasrunningit onaphysicalmachine.

4.3.Isolation

To demonstratethatVaseindeedisolatesthesideeffects
producedby vulnerability assessmentfrom the host ma-
chine, we recordthe �le systemand registry statebefore
a vulnerabilitytest,andcompareit with the�le systemand
registry stateafter the test. First we createa disk imageof
the whole �le systemof the target server. Then we start
vulnerabilityassessmentrunsagainstnetwork applications
runningin anFVM virtual machineonthetargetserver. Af-
ter the test is completed,we createa seconddisk image
of the target server. Finally, we useBeyond Compare,
which is a Windows tool that canrecursively compareall
thesubdirectoriesand�les undertherootdirectory, to com-
parethetwo disk images.

The comparisonreport shows that all modi�cations
to the �le systemare indeedcontainedwithin the home
directoryof the FVM virtual machine.Supposethe FVM
virtual machinehasa homedirectoryof C:\fvm0 . Then
the only �le systemmodi�cations due to the testsoccur
underC:\fvm0 . For example,IIS Webserver's log �le is
changedduringvulnerabilityassessment,andit is storedin
C:\fvm0\C\WINNT\system32\LogFiles\W3SVC1 .
The corresponding �le in the host machine
C:\WINNT\system32\LogFiles\W3SVC1 is
notaffected.

By taking a closer look at the FVM virtual machine's
homedirectory, we foundvulnerability testingrunsindeed
leave many sideeffectsto the �le system.Without FVM,
thesesideeffectswouldhaveaffectedthehostmachine.For
example,IIS andApacheWeb server changestheir access
logs,which recordall theHTTP requestsfrom Nessus;IIS
FTPserverlogsrecordsall of Nessus's�le accesses,includ-
ing “makedirectory”and�le transferoperations;Microsoft
SQL server andMySQL changestheir databaseaccesslog;
eDonkey generatessome.met�les.

To detectchangesto theregistrystate,weexport thereg-
istry usingtheprogramregedit.exe beforeandaftera
vulnerabilitytestingrun,andthenuseUltraEdit to com-
parethe two exportedregistry �les. We found thatNessus
doesnot seemto result in registry statechanges.Among
the testapplications,the registry statechangesonly in the
caseof KaZaA. However, we believe this changeis dueto
KaZaA itself rather than due to Nessus,becausethe key
nameis kazaaNet andSeed. In any case,Vaseis ableto
successfullycon�ne thisregistrychangeto theFVM virtual
machinein whichKaZaAruns.

4.4.Start­up Delay

Oneof the major goalsof Vaseis to automatethe vul-
nerability testingprocessso that onecanrun vulnerability
testingasfrequentlyasvirus scanning.In this subsection,
weevaluatethetimeVasetakesto prepareanetwork server



for vulnerabilitytesting.We measuredthetime requiredto
cloneanFVM virtual machinefrom theservermachineand
duplicateall thenetwork applicationscurrentlyrunningon
theserver machineto thenew virtual machine.It takes43
secondsfor theservermachineonwhich9 network applica-
tions(thesameapplicationsasin �delity test)arecurrently
running.Thetimefor creatinganFVM virtual machineand
startingmostnetwork applicationsis very small. Most of
this 43 secondsis spenton startingMicrosoft SQL Server
andMySQL,becausetheamountsof datathey needto copy
from thehostmachineto thevirtual machineare40MBytes
and30 MBytes, respectively. As a result,thesetwo appli-
cationstake19secondsand13seconds,respectively.

As a comparison,we alsomeasuredthetime requiredto
physically cloneour server machine.We useNortonGhost
2003to make a copy of the server machine's systemdisk.
Thesystemdisk installsall thesoftwareusedin this paper
andis around3.2GBytesin size. It takesNortonGhost13
minutesto �nish thiscopying. Theaveragediskcopy speed
is only 4 MBytespersecondbecauseNortonGhostclones
a disk by copying �les oneby one,which incurssigni�cant
overheadfor small�les.

5. Conclusion

Safetyof vulnerabilityassessmentis awell-known prob-
lem to which thereis no adequatesolutionuntil now. Al-
thoughsomevulnerability scanningtools suchas Nessus
andFoundstoneattemptedto mitigatethis problem,asde-
scribedin Section2,noneof themcompletelysolveit. Even
whenthe“safescan”optionis turnedon,somevulnerability
testingtools[1] still crashtheserversbeingtested.

This paper describesthe design, implementationand
evaluationof the �rst known vulnerabilityassessmentsup-
port systemcalledVase, which canautomatethe vulnera-
bility testingprocesswhile guaranteeingits safety. Vaseis
built on thefeather-weightvirtual machine(FVM) technol-
ogy, which providesthe sameisolationpropertyasheavy-
weight virtual machinetechnologiessuchasVMwarebut
incurs a much smallerstart-upoverheadand resourcere-
quirement. The currentFVM prototyperuns on the Mi-
crosoftWindows andcansuccessfullyvirtualizesystemre-
sourcessuchas�le, registry, object,network interface,ser-
vice,andinter-processcommunication.

Vasecanautomaticallyclonea physical machineto an
FVM virtual machine,includingthesetof network services
currentlyrunningonthephysicalmachine,andredirectvul-
nerabilitytestingpacketstowardtheclonedvirtualmachine.
ExperimentsontheVaseprototypeshow thatthevulnerabil-
ity testingusingNessusproducesidenticalresultswhenit is
runagainstthephysicalmachineandagainsttheclonedvir-
tual machine(�delity), that noneof the vulnerability test-
ing runs createany side effects in the host machine(iso-
lation), andthat theperformancecostof vulnerability test-
ing to theproduction-modenetwork applicationsis minimal
(transparency).
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