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Abstract

Fine-grained and expressiveaccesscontmol policieson
applicationresoucesneedto be enforcedin application-
level code Uniformly enforcing a singlepolicy (referredto
as the organizationwidepolicy) in diverse applicationsis
challengingwith currenttechnologies. Thisis dueto a poor
delimitation of the responsibilitiesof applicationdeployer
and securityof cer, which hampes a centialized manaje-
mentof a policy and therefore compomisesthe uniformity
of its enfolcement.

To addressthis problem,the conceptof an accessnter-
faceis introducedas a contract betweeran organization-
wideauthorizationengineandthevariousapplicationsthat
needits services.Theaccessnterfaceprovidessupportfor
the central managjemenbf thepolicy by the securityof cer.
By meansf a view connectoythe applicationdeployeren-
suresthat each applicationcomplieswith this contract, so
thatthepolicy canbeenforced.

1. Intr oduction

Many applicationgequiretheenforcementf anexpres-
sive accessontrol policy, which, for example,takesinto
consideratiorapplicationstate.In the contet of anorgani-
zation,whereonesingle organizationwidepolicy needsto
be enforced,supportshouldbe provided to administerthe
policy centrallyandto enforceit uniformly in the various
applicationgddeployedwithin the organization.

Variousstaleholdersareinvolvedin the enforcemenbf
an accessolicy. The securityof cer manageghe policy
centrally The application deployertunesthe accesscon-
trol enforcemenfor eachapplicationsothatthe policy can
be enforced.The accesontrol decisionitself canbe del-
egatedto an organizationwideauthorizatiorengine,which
may be developedindependenthpf a particularapplication
settingand provided by an authorizationengineprovider.

Theapplicationdeveloperprovidesthe applicationlogic.

In this paper the obsenationis madethatthe delimita-
tion of the responsibilitiedetweerthe securityof cer and
applicationdeployer, is poorly supportedby currenttech-
nologies:In reality, theapplicationdeployerbearscomplete
responsibilityfor the uniform enforcementf the policy.
This rendersit hardto managethe policy centrally espe-
cially if this policy is liable to frequentchanges.

Thecontrikutionof thepaperconsistsn providing anab-
stractionlayer, namedaccessnterface which captureshe
requirementsnapplicationneedso ful Il sothattheorga-
nizationwidepolicy canbe enforced.This accessnterface,
for example,includesexplicitly the additionalinformation
thatis neededto evaluatean accessequest. The access
interface abstractsfrom application-speci cdetailsby in-
cludingonly informationthatis relevantfor accesontrol.
It canthereforebe speci ed by the securityof cer, who is
responsibldor the de nition and centralizedmanagement
of thepolicy.

The applicationdeployer binds the accessnterfaceto
eachapplicationby meansf application-speci cview con-
nectos. A view connectoispeci es(1) how theapplication
ful lls therequirementghat are put forward in the access
interface,and (2) how accesgequestswithin the applica-
tion aretranslatedo the accessnterface. A prototypehas
beenimplementedisanextensionof anaspect-orientedp-
plication containey wherebythe view connectoractsasa
deploymentdescriptor

Theremaindeiof the paperis organizedasfollows. Sec-
tion 2 motivatesthe needfor an intermediaryabstraction
layer, illustratedby a casein the healthcareapplicationdo-
main. In Section3 the accesdnterface approachis pre-
sentedfollowed by a discussiorin Section4. The proto-
typeis discussedn Section5. Section6 givesanoverview
of relatedwork andconclusionsaredravn in Section?.



2. Detailed motivation

In this section the challengeof implementinganaccess
control policy in an applicationwith state-of-the-artech-
nologieswill beillustratedby meansof a casein thehealth
careapplicationdomain. After having identi ed the short-
comingsof currenttechnologieswe list the requirements
ourapproactshouldmeet.

2.1 High-level policy

Health care organizationamust ensurethat appropriate
technicaland organizationaimeasuresrein placeto pro-
tect patientdata: Basedon the principlesof leastprivilege
andminimumnecessary24], the disclosureof healthcare
informationshouldbelimited to the minimumnecessaryo
accomplisttheintendedpurpose.

We discussasubsebdf thesecuritypolicy of anacademic
hospitalin Belgium [28, 18]. Theserulesare typical for
accesgontrol policiesin a medicalcontet [24, 25, 3, 1].
Our settingis a hospitalwith alarge numberof physicians
and associatedyeneralpractitioners. The following rules
dealwith accesse$o a contact,which is a logical unit of
medicaldata.

Rule 1 A physicianwill be grantedaccessto a patient's
dataif a contactexiststo which he wasassigned.Theac-
cesgightsare onlyvalid until 30 daysafterthe contactwas
closed.

Thepolicy allowsto overruletheaccesslecisionfor ex-
amplefor emegeng accessprovidedthatit is possibleto
hold physiciansaccountabldor arny accesgrantedon the
basisof thisrule.

Rule 2 Thesystenprovidesthe possibilityto overrule the
accesdglecision,on conditionthat the userrequestingac-
cess,speci esa reason. Thereason the requestinguser's
and the patient's name along with somecontext informa-
tion (time place)are logged.

To improve communicatiorbetweerthepatient hisgen-
eral practitioner(GP) andthe teamof caragivers,view ac-
cesss grantedto thepatients GP

Rule 3 Thepatient's geneal practitioner hasview access
to all the patient's contacts,whetherthesecontactshave
beenclosedor not.

Thesethreerules will sene as the basisfor further dis-
cussion. In the following paragraphsroles and permis-
sions(objectsandoperationshreidenti ed (conformingto
RBAC [12]) asa rst steptowardsanimplementatiorof the

policy.

Roles. Two rolescanbedistinguishedA physician who
is astafmemberanda licensedmedicalpractitioner(e.g. a
specialist) andthe generl practitioner, who maintainsthe
overview of thepatientssocialbackgroundmedicalistory
andcurrenthealthconditionandactsasa con dant for the
patient.

Permissions. This policy only concernsobjects which
representdenti able medicaldata The statusof medical
datacanbe openor closed dependingon whetherthe con-
tact, the datais part of, hasbeenclosedor not. The oper
ationsthat canbe carriedout on a medicaldataobjectare
restrictedto view, appendandclose The latteris invoked
by the patients responsiblghysicianto closethe contact.

PureRBAC lacksgranularityto enforcethe rulesmen-
tionedearlier: For an accesslecision,the relationshipbe-
tween the user requestingaccessand the patient whose
datais aboutto be accessedshouldalsobe takeninto ac-
count[3]. Table 1l summarizeghe policy rulesandillus-
tratesthatonly theresponsiblghysicianis allowedto close
themedicaldataof his patient.

2.2 Enforcing the policy in applications

The organizationwidepolicy speci ed above mustnow
beenforcedn all applicationgunningin the hospital,such
as for example an appointmentand prescriptionsystem
[28]. Giventheincreasediseof informationtechnologyin
healthcare this numberof applicationscanbe quite high.

We describea simpli ed model of one exampleappli-
cation: an IntegratedCarePathways(ICP) application.An
IntegratedCarePathway [19] is a prede nedplanfor care
relatingto a certaindiagnosiswhich senesasa guideline
to organizecare more effectively and ef ciently; e.g. to
shortenhospital stays,to raiseresourceutilization and to
reduceunnecessaryariationsin patientcareandoutcomes.
In short,an ICP constitutesa work o w, which guidesthe
healthcareproviderthroughthedifferentstepsin the health
careprocessy providing a templateindicatingthe health
careservicesvhich shouldbe providedat a certainpointin
thetreatmentUponcommencinghetreatmenttherespon-
sible physicianinstantiategn ICP for his patient,andplans
and executesthe stepsas the treatmentproceeds. These
stepsare, for example,examinationsmedicationprescrip-
tionsandnotes. Figure1 showvs a simpli ed classdiagram
for the ICP application.The medicaldatato protectis con-
tainedwithin the IntegratedCarePathway (ICP ) andits as-
sociatedsteps(Step ). Theapplicationkeepsareferencdo
boththe GP of the patientandtheresponsiblghysician.



Table 1. Medical data

Roles/statugMedical Data) open < 30daysclosed > 30daysclosed
Physician if responsible view,append,close view -
Physician if in overrulemode view view view

GP if patients GP view view view

Figure 1. ICP-application
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2.3. Problems when implementing and managing
the policy

Beforeelaboratingon the challenge®f the application-
level enforcemenof a policy, two importantstaleholders
areintroduced:

The securityof cer drawvs up andmanageshe policy
without needingto have extensive knowledge of the
internaloperationof the differentapplications.

The applicationdeployertunesthe accessontrol en-
forcementy theapplication ensuringhatit conforms
to thepolicy.

How shouldan organizationwidepolicy, like the policy
presentedn Section2.1, be enforcedin the application?
The deployer hasto translatethe high-level, organization-
wide policy into applicationterms, by providing for ex-
ampledeploymentdescriptorscon guration les or code.
Thistypically resultsin aserieof lower-level rules,indicat-
ing for eachtype of objectwhich methodsmay beinvoked
by whom. An exampleof sucha low-level rule might be
thata physicianis allowed to invoke getPatient() on
all objectsof theclassICP . This meanghatoncethe high-
level policy hasbeende ned by thesecurityof cer, thebur-
denis placedentirely on the applicationdeployer to uni-
formly translatethis policy into applicationtermsfor each
of theapplicationgdeployedwithin the organizationwhich
is avery intricatejob.

This lack of an abstractionlayer betweenan applica-
tion and the security logic also becomesapparentif a
common organizationwideauthorizationengine is used:
Application-speci c accesgequestaeedto be translated
in termsunderstoodby the engine. A ratherad hoc ap-
proachconsistsn cornveying labelsto the authorizatioren-
gine, which abstractthe action and/orobjectthatis being
accessed.

Uniformly enforcinganaccesgolicy tendsto getharder
aspolicy rulesarefrequentlyupdated,addedor removed.
Theapplicationdeployer hasto translatehe high-level pol-
icy onceagainandhasto ensurehatthe accessontrolen-
forcementpointsandthe information passedo the autho-
rization engine(if anengineis used)areadaptedo re ect
the updatedpolicy. Considerfor illustration purposesthe
following two additionalrules:

Rule 4 Each time the GP accessesis patient's medical
data,theresponsiblghysicianis noti ed of thisaccess.

Rule 5 Psydiatric - and humanheredity records are clas-
sied as highly sensitive and cannot be viewed by the
GP[18].

For Rule 4 theresponsibleghysicianandfor Rule5 the
sensitvity level of the dataneedto be corveyedto the au-
thorizationengine. The deployer also facessimilar prob-
lemswhenthe applicationitself changese.g. dueto code
refactoring.



2.4. The requirements

We now de ne themajorrequirementshatwe took into
accountwhendevelopingour approachfor the integration
of accesscontrol enforcemenin applications. Thesere-
guirementsaremainly basedon [4].

1. Theexpressivenessf thepoliciesthatcanbeenforced,
should not be constrained3]. In practice,in order
to enforce application-leel security the granularity
of the policy that can be speci ed, should be small
enoughto encompasshe applicationresourcego be
protected. Likewise, the variety (richness)and the
amountof informationsenesasa criterion of the ex-
pressienessof the supportedpolicies. For example,
the statea work ow processs in, the time or other
contetual informationmay be relevantwhenmaking
anaccesgontroldecision.

2. Sepaation of concernsmustbe supportedby clearly
delimiting responsibilitiesof the staleholdersidenti-
ed in Section2.3. Separatiorf concernss thekey to
supportevolution, which encompasselsoth manage-
ability andextensibility.

3. Multiple applicationghatobey the samesecuritypol-
icy, mustbe treatedand describeduniformly. Unifor-
mity requiressupporfor thecentralmanagemeruaf an
organizationwidgpolicy, aswell astheenforcemenof
asinglepolicy in diverseapplications.In short,what
we aim for is to write the policy onceandto enforceit
everywhere.

Of courseary proposediesignshouldalsohave no ad-
verseeffectson otherimportantpropertiesof anaccesson-
trol infrastructurgsuchasperformancendscalability). We
returnto this pointin the discussiorsection4.

3. Proposedsolution

In this section our solutionis describedIn theoverview
shawn in Figure 2, an organizationwideauthorizationen-
gineis usedto evaluateaccessequests.

Two new conceptareintroducedaspartof thissolution.
The accessinterface describesexplicitly what the autho-
rization engineexpectsfrom applicationsn orderto make
accesdglecisions. Suchan accessnterfaceshouldbe rel-
atively constantwithin one organizationandits speci ca-
tion may be applicationdomainspeci c, asit is driven by
the high-level policy rulesof the organization. For exam-
ple, in a nancial organization,the value of a transaction
might be importantinformationto decideaboutan access
request.In a hospital,on the otherhand,it is importantto
know whethetthisis anoverruleaccessr not. Throughthis

accesdanterface, a centrally managedand con gured au-
thorizationenginerecevvesnoti cations of accessattempts
from applicationsand can query applicationsfor applica-
tion stateto decidewhethertheseaccesseshouldbe al-
lowed or not. The authorizationenginecanbe con gured
by meansof declaratve policy rulesthatspecifythe access
controlpolicy in termsof theaccessénterface.

View connectos realizethe application-sideof the con-
tract. Thereis a separateview connectorper application,
mappingapplication-speci cconceptdo the conceptgep-
resentedn the accessinterface. An importantcontribu-
tion of this paperis that we showv that a view connector
can be realizedas a kind of deploymentdescriptoron an
aspect-orientecpplicationcontainer This allows to set
the mappingdeclaratvely, without needingto apply inva-
sive changedo the applicationcode. We elaborateon both
conceptsn thenext sections.

3.1 Accessdnterface

The accessnterfaceis an explicit representationf the
contractbetweertheauthorizatiorengineandapplications.
As such,it speci esthe provided and expectedfunctional-
ity and datafor both theseparties. The authorizationen-
gine providesdecisionson accessequestsandexpectsthe
applicationsto (1) notify the engineof relevant accesses,
(2) provide the necessarynformationabouttheseaccesses,
and (3) enforcethe decisionon the accesgequest. Soin
particular an accesdnterfacemustspecifywhat “relevant
accessesare, andwhat informationmustbe provided for
eachof theseaccesses.

Any accesgsequests a requestby a subjectto perform
someactionon an object. Our designstartsfrom the as-
sumptionthatobjectsareclassi edby thepolicy in domains
(suchasthe medicaldatadomainin our examplepolicy),
andthat subjectsareclassi ed in roles(suchasthe physi-
cianrole), andthatthe informationneededo decideon an
accessequestcandiffer dependingonthedomainandrole
of respectiely, the objectandsubjectinvolved.

This leadsto the following formalization: an accessn-
terfaceA consistsof a setO of objectinterfaces(one per
domain)anda setS of subjectinterfacesoneperrole).

Object interfaces. An objectinterfaceO for a givendo-
mainis apair (attr ; act), whereby:

1. attr denotesa setof attribute names,specifyingthe
informationthat the authorizationengineneedsabout
objectsandV alues(a) denoteshesetof possibleval-
uesfor agivenattributea 2 O:attr

2. act denoteghesetof relevantactions aboutwhichthe
authorizatiorengineexpectsto benoti ed.



Figure 2. Overview
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An exampleof anobjectinterfacefor thedomainof med-
ical datain our examplepolicy is shovn belown. Note that
the objectinterfaceis application-independenéctionsand
attributesare speci ed at an appropriatelevel of abstrac-
tion for makingaccessontroldecisions.Binding theseat-
tributesandactionsto actualapplicationconceptswill be
thetaskof theview connector

Objectinterface

attribute:
attribute:
attribute:
attribute:

action:
action:
action:

MedicalData f

fopen, closed g status;

Date closingTime;

LicenselD  ResponsiblePhysician;
LicenselD  GP;

view;
append;
close;

Subjectinterfaces. A subjectinterfaceS for agivenrole
speci estheinformationthattheauthorizatiorengineneeds
aboutsubjectsn thatrole in the form of a setof attributes
attr . Asfor theobjectinterface,V alues(a) denotegheset
of possiblevaluesfor agivenattributea 2 S:attr

In ourexamplepolicy, thereis arule thatchecksvhether
aphysicianis theresponsiblghysicianfor a givenpieceof
medicaldata.Hence subjectof role physicianneedanat-
tribute(licenselD)thatcanbe matchedwith thecorrespond-
ing attribute on the MedicalDataobjectinterface.

Subjectinterface

attribute:
attribute:

Physician f

LicenselD licenselD;
f normal,overrule g accessmode;

% Security Officer

Domain Specific Policy DB
(containing rules)

The accesscontrol view on an applicationconsistsof
a set O of security objectsand a setS of security sub-
jects. Eachsecurityobjecto 2 O hasoneassociateb-
ject interface objectinter f acg(o) and likewise, eachse-
curity subjects 2 S has one associatedsubjectinter
face subjectinter f ace(s). As will be explainedin the
next section,the view connectorde nes the securitystate
of each security object and subject. The security state
of a security object or subjectis determinedby the val-
ues of the attributes, speci ed in their associatedbject
interface and subjectinterfacerespectiely. The security
state of a security object o can be written as (0) =
(Va)a20bj ectinter f ace(o):attr , Whereeachv, 2 Values(a).
Similarly, thesecuritystateof asecuritysubjectcanbewrit-
ten as (S) = (Va)aZSubj ectinter f ace(s):attr » where each
Va 2 Values(a).

Implementing the policy. An accessequestis a triple
(s;0;a) consistingof a security subjects, a security ob-
ject o andan actionnamea in the actionnamesetact of
objectinter f acg(0). Theaccespolicy is thefunctionthat,
givenanaccesseques(s; 0;a) andthesecuritystates (o)
and (s) returnswhethertheaccesss allowedor not.

The particularchoiceof authorizatiorengine whichre-
alizesthis function, is irrelevant for the discussionin this
paper andmary gooddesignsof authorizatiorenginesare
available(e.g. FAF [15]). Typically, suchanauthorization
enginewill interpreta setof declaratve policy rules.In our
example ,we usethe Ponde{10] policy languageo formu-
latetherulesin. Thefollowing rule stateghattheresponsi-
ble physicianfor a pieceof medicaldatacanview, append
or closethatdata,aslong asits statuss open.



inst
auth+ openMedicalDataAccess f

subject <Physician>  s=/Physician;

target <MedicalData> t=/MedicalData;

action view, append, close;

when t.status.equals("open") and
t.ResponsiblePhysician.equals
(s.licenselD);

9

Ponderdoesnot only provide a policy languagebut also
a deploymentmodelfor instantiatinganddistributing poli-
cies. Theview connectorconceptwhichis discussedhext,
is complementanyto this modelasit providesa meansto
integrateaccesgontrolenforcemeninto eachapplication.

3.2 View connectors

The accesdnterfacespeci es accesgequestsat an ab-
stractlevel. At somepoint, this needgo betranslatediown
to actualapplicationconcepts.This is the role of the view
connector We saythata view connectomindsanapplica-
tion to the accessnterface. Eachapplicationwill needits
own view connector

To implementaview connectoonemust:

Decidehow applicationobjectsmapto securityobjects
andsubjects.In our example,we will have to identify
all medicaldatathatthe applicationhandles.

Identify all operationson suchdataandmaptheseop-
erationsto the correspondingctionsin the objectin-
terface. This alsodeterminesll placeswherean ac-
cesscheckneeddo be performed.In our example,we
will haveto mapall applicationoperationn medical
datato oneof thethreeactions:view, appendr close.

Determinehow to computethe necessargttributesfor
securityobjectsandsubijects.

An exampleview connectois shovnin Table2. We rst
discusshe computatiorof attributes.

Attrib ute computation. Theview connectowill needto
specifyhow eachof the accessnterfaceattributesis com-
putedfor the given application. For instancean ICP ob-
jectin ourexampleapplication(Figurel) is clearlymedical
data.Theresponsiblghysicianfor that objectcanbe com-
putedvia a getterontheICP class.The patients GP must
becomputedby rst gettingthe patientassociatedavith the
medicaldata,andthengettingthe GP of thatpatient.

The part of the view connectorthat computesthese
attributes, is very similar to Beznose's attribute func-
tions [5], or to the DynamicAttributeServicean CORBA's
ResourcéAccessDecision(RAD) service[6].

view-connector
type ICP
object-interface MedicalData
(a) attribute computation

attributes
ResponsiblePhysician I getResponsiblePhysician().get-
LicenselD()
GP ! getPatient().getGP().get-
LicenselD()
status I if(isClosed()) closed
else open
closingTime ! getClosingTime()
(b) accessnforcemenpoints
actions
view I get*

Table 2. View connector for medical data

Access enforcement points. The accessenforcement
pointsin the applicationsare the pointsin the execution,
where an accesscheck needsto be done. The insertion
of accesschecksat all thesepoints, is technologydepen-
dent. This canbe done,for example,by insertingthe nec-
essarycalls to the authorizationenginein the application
code. Adding suchcallsto the applicationcodeduring de-
ployment/intgration of an application,is not straightfor
ward on typical applicationplatformssuchasJ2EE,.NET
or CORBA, asit requiresaccesdo the applicationsource
code.However, thetechnologyof aspect-orientatiomakes
it possibleto provide animplementatiorof view connectors
thatcanbecon guredatdeploymenttime.

Our prototypeis built ontop of anaspect-orientedppli-
cationcontainer An aspect-orientedpplicationcontainer
offersthe conceptof pointcuts expressionshatdenotesets
of executionpointsin anapplication.The containeralsoal-
lows the injection of new codeat eachpoint identi ed by
sucha pointcut. The useof pointcutshby itself, doesnot
improve the securityof the overall system. However, due
to a modulardescriptionof the accessnforcemenpoints
it is easierto assesshe securityof the systemthanwould
be possibleif thesepoints were spreadall over the code.
Givensuchsupporteachactionin anobjectinterfacecanbe
mappedon sucha pointcut,andthe relevantaccesshecks
canbeinsertedat eachpointidenti ed by thatpointcut.

In our prototype,an extensibleapplicationcontaineris
extendedwith a so-calledaspectomponentwhich is con-
gured with aview connector An exampleof sucha view
connectolis shawvn in Table2. Part (a) con gureshow at-
tribute computationshould be done. Part (b) shavs how
actionsare mappedto pointcuts. Basedon this con gu-
ration le, the right accesschecksare injectedat eachof
thesepoints. In Section5 our implementatioris discussed
in moredetail.



4. Discussion

In this section,we discussthe presentedapproachby
evaluatingto what extentit ful lls the requirementsnen-
tionedin Section2.4. In addition,we will shav thatourap-
proachdoesnot negatively in uence otherimportantprop-
ertiesof anaccessontrolinfrastructurefor distributedob-
jectsystemsThediscussions basedntheenumeratiorof
typical requirementgor thesesystemsn [4].

Expressveness. We foundthatfor practicalpolicies,the
accessnterfacedoesnotimposerestrictionson the expres-
sivenessof the policiesthat canbe enforced. A trade-of
may needto be madebetweerexpressienessandotherre-
guirementsE.g.,de ning alargenumberof objectandsub-
jectinterfacesshouldbe avoidedin orderto keepthepolicy
manageable.

Thede nition of thesubjectinterfaceshouldbeextended
to supportmore complex principals, as for example pre-
sentedn [17]. Thiswould allow, for instanceto take into
considerationthe accespathof arequest.

The accesdnterfaceis basedon the high-level policy.
Furtherresearchs requiredto develop techniqueso de-
terminean appropriateaccessnterfacefor an application
domain.

Separation of concems and evolution. Theresponsibil-
ities of securityof cer andapplicationdeployer areclearly
separatedTheformerspeci estheaccessnterface thelat-

tertheview connector

Evolution of the policy is more straightforvardly sup-
ported. Considerfor this purposethe additionalrulesin
Section2.3: SinceRule 4 fully compliesto the accessn-
terfaceintroducedn Section3.1,addingtherule sufces to
enforceit uniformly.

Rule 5 requiresan extensionof the medicaldataaccess
interfaceto supporta sensitvity attribute andthede nition
of the necessanattribute mappingsin the corresponding
view connectors.Our approachprovidesbettersupportto
apply this extension,as the view connectorspeci es ex-
plicitly which applicationobjectsrepresenimedical data.
A limited consisteng checkcan be carried out to verify
whethermappingshave beende ned for eachattribute in
theaccessnterface.

If the policy changesnoreradically, new objectand/or
subjectinterfacesmight needto be introducedwith corre-
spondingview connectors.

In casethe applicationor its settingchangege.g. due
to coderefactoring),only adaptingthe correspondingiew
connectorsufces.

Uniformity. Theintroductionof theaccessnterfacesup-
portsa centralmanagemendf an organizationwideolicy.

View connectorsupportits enforcemenin diverseapplica-
tions.

Performance-and administration scalability. The per
formanceoverheadincurred by adding supportfor view
connectorsgepend®n how they areimplemented An im-
plementatiorwith centralizedmanagemeniut distributed
enforcementvill likely achiese goodperformance.

Thegoodsupporfor separatiomf concerndetweerad-
ministratorsanddevelopers/deplgerspositively in uences
administratiorscalability

Requirements that stem from the object paradigm.
These requirementsare subdvided in the following
classe$4]:

1. Objects: Theaccesscontwl technology shouldshield
comple semanticof thediversemethodgromthe se-
curity ofcer. This is one of the main goals of the
accessnterface,so our approachul lls this require-
ment.

Secondly the technolagy shouldscaleon large num-
ber of objectsand methodsAs the accessnterfaceal-

lows for groupingof objects(in policy domainswith

the sameobjectinterface) and methods(in actions),
scalabilityis assured.

2. Collections:Flexibility is required whengroupingob-
jectsinto collectionsfor securitypurposessolelypro-
viding groupingbasedon namesor locationis notsuf-

cient. Moreover, collocationor similar namesshould
notimply membeshipof thesamesecuritycollections.

Our approachprovidesfor groupingof objectsinde-
pendentof ary existing structureon the application.
Our currentprototypeimplementatiorimposeshere-
striction that all objectsof the sameclassshouldbe-
longto thesameobjectinterface but makingthismore
e xible is justanimplementatioreffort.

3. Names:No humaninterventionshouldbe requiredto
enforceaccessontol ontransientobjects.

Our approachis neutralwith respectto this require-
ment: whetherhumaninterventionis requiredor not,
depend®ntheimplementatiorof theview connector

Thesecurityof cer is notrequiredto be aware of ob-
jectnameso roll outthe policy.

View connectorsshield the security of cer from
application-speci cobjectnames.

5. Prototype

We have developed a prototype implementationfor
accessinterfaces and view connectorson top of the



aspect-orientedpplicationcontainerJava AspectCompo-
nents(JAC). First, Aspect-Oriente®oftware Development
(AOSD)is shortly describedn Section5.1. Subsequently
in Section5.2,the prototypeitself is discussed.

5.L AOSD

Aspect-orientations basedon the obsenationthat cur-
rentparadigmssuchasfor exampleobjectorientation fall
shortin encapsulatingo-calledcrosscuttingconcernsinto
separatednodulesand thereforeprovide poor supportfor
theseparatiomf concerngrinciple. An exampleof across-
cutting concernis application-leel accessontrol logic: it
is spreadhll overtheapplicationandis oftenentangledvith
applicationlogic [11].

Theadditionalconcepthataspect-orientedoftwarede-
velopmentoffers us to improve the modularizationof the
so-calledaspectgconcerns)s quanti cation [13]. Quan-
ti cation enableausto formulatestatementsvhich have an
impactonvariouspointsin thecode.An examplestatement
is “eachtime amethodis invokedon anobject,it shouldbe
veri ed whethertheinvoker hasauthorizatiorto do so”.

The secondcharacteristicof AOSD (Aspect-Oriented
Software Development) is obliviousness[13] of the
application-logiadeveloperegardingtheappliedaspectre-
sulting in a betterseparatiorof concernsbetweenapplica-
tion deployerandapplicationdeveloper Thelatterprovides
theapplicationlogic and,ideally, doesnot have to beaware
of the securitylogic imposedon the applicationlogic.

Theconstructwith whichthisis realizedjs calledajoin-
point. A joinpointis a placein the executionwherethe (in
our case)accesdogic is superimposean the application.
Typical joinpoints are methodinvocations,exceptionhan-
dling, execution ows .... So-calledpointcutsallow usto
selectasetof joinpointshasedn oneor moreof theirchar
acteristicsp.g.thenameof themethodnvokedor thetarget
object.Adviceis thelogic injectedinto theapplicationatthe
join point; in this casewe would like to inject accesson-
trol enforcementhecks.For agoodovervien of AOSD,we
referthereaderto [9, p 29-97].

5.2 Implementation

In this section,we describeanimplementatiorbasedon
aspect-orientegrogramming.We optedto implementthe
prototypeon top of Java AspectComponent$JAC), which
will beelaboratednin the next paragraph.

Java AspectComponents. JAC [23] is in essencean ex-
tensibleapplicationcontainer This platform provides an
aspect-orienteaniddleware layer, which allows dynamic
(un)loading of aspectcomponents. These aspectcom-
ponentsallow to weave (transparentlyto the application)

wrappes aroundthetarget(java) objects,calledwrappees
Thesewrappersinterceptmethodinvocationsat execution
points speci ed by pointcuts,and can add extra function-
ality by meansof role-methods JAC, moreover, provides
supportfor contextual informationby meansof collabora-
tion ows, which allow to attachattributesto an execution
thread.

Architecture. In this paragraph,a broad overview is
givenof thearchitectureof the prototype(displayedn Fig-
ure 3). The ICP application runs on top of the aspect-
orientedmiddleware layer provided by JAC, i.e. the JAC
container. The latter actsasa kind of referencemonitor,
asshawvn in Figure3: The wrapper rst interceptsthe ac-
cessrequestat the pointsin the executionconformingto
the view connectorcon guration le, asexplainedin Sec-
tion 3.2. Thewrapperthenliterally connectgheview to the
applicationby mappingthe accesgequestonto the access
interface. Hereto,the view connectorexecutegthe follow-
ing actions:

1. Mapping: Based on the view connector the
application-speci caccessrequestis projectedonto
theaccessnterfaceby:

retrieving the objectandsubjectinterfacesappli-
cableto respectiely the subjectandthecallee

determiningto which actionin the objectaccess
interface theaccessequestorresponds

retrieving the attribute valuesneededy the au-
thorizationengine

2. AccesdDecision: The requests subsequentlgentto
theauthorizatiorengine whichis discussedbelow, for
evaluation.

3. AccesEnforcement:The accesslecisionis enforced.

The Authorization Engine evaluatesthe accessequest
basedntheaccessules.In theaborementionedapproach,
no knowledgeof the internalsof the speci ¢ applicationis
required,sincethe accessequestis translatednto terms
of the accesdnterface. In the prototypeimplementation,
we optedto pushthe attributesto the authorizatiorengine.
Thedrawbackis thatmoreattributesareretrievedthanmay
be necessaryor the accesslecision. The advantages that
roundtripsaresaved,if theattributescanberetrievedlocally
andthe accesglecisionfunctionis deployed on a different
node. Alternatively, a lazy evaluationstrat@y canbeused,
in which attributesarepulledby theauthorizatiorby means
of callbacks.More experimentsareneededo evaluatethe
performancef the prototype.



Figure 3. Architecture
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6. Relatedwork

The presentedvork is relatedwith several researchdo-
mains,which arediscussedelow:

Middlewar e infrastructur esfor application-level access
control. Tivoli AccessManager[16] supportsconsistent
andcentralizednanagemerdcrossheterogeneousystems
by introducinga hierarchical protectedobjectnamespace
to abstractresources. URL mappingsspecify how a dy-
namicURL shouldberesohedinto anamespacebject,and
canberegardedas(limited) view connectorsThe CORBA
ResourceAccessDecision(RAD) service[6] abstractge-
spectvely the assetandrequestby corveying a protected
resourcenameand accesoperationto the accesglecision
function. It remaingheresponsibilityof theapplicationde-
veloperto apply theseabstractiongonsistently Additional
attributescanbe retrieved by meansof DynamicAttribute-
Services.OSA [5], ObjectSecurityAttributes,aregeneric
representationgor application-speci cfactors. Jaa Au-
thorization Contractfor Containerg27] (JACC) speci es
contractdbetweertheapplicationcontainere.g. J2EE)and
so-calledpolicy providers. Policy Context Handlersallow
providersto obtainadditionalcontet, suchasfor example
the enterprisebeaninvolvedin the accesgequest. These
infrastructureslo not captureexplicitly therequirementsf
the authorizationengineto enforcethe accessontrol pol-
icy, suchasthe necessarapplication-speci dnformation.

View Policy Languagg8] aggrejatesaccessightsin a
type-safemannerinto views, which can be assignedo a
role. To constructtheseviews, VPL startsfrom the appli-
cation's use-casesyherebythe actorsaredirectly mapped
ontotheroles. VPL aimsata betterseparatiorof concerns
sothataccessontrolis manageableVPL focussesn the
design,speci cation and managemenotf securitypolicies
ratherthan on the integrationand uniform enforcemenbf
accesgontrol.

Theaccessnterfacegroupsmethodsto which thesame

object-
interface

View Connector

policy rule apply. In J2EE[7], methodsaregroupedaccord-
ing to therole, allowedto invoke thatmethod.

Accesscontrol frameworks. The prototype (Figure 3)
exhibits a similar architectureasthe ISO/IEC 10181-3Ac-
cessControl Framavork [14] and the XACML data ow
model [20]. The authorizationengineis essentiallythe
Policy DecisionPoint (PDP). The view connectoractsas
both Policy EnforcementPoint (PEP)and Policy Informa-
tion Point (PIP).

Policy languagesand authorization engines. Theaccess
interfaceand view connectorapproachbene ts from and
complementshe extensive researctcarriedout in the eld
of policy languagessuchasfor exampleXACML [20] and
Ponde[10], andauthorizatiorenginessuchasfor example
theFlexible AuthorizationFramevork (FAF) [15].

Model Driven Engineering. Our approach relates
to Model Driven Architecture [21] (MDA) and Se-
cureUML [2]. The differenceis that MDA focussesat a
(semi-)automatidranslationof a high-level modelinto a
platform dependenmodel and implementatiorfor a spe-
ci ¢ application,whereasn the accessnterfaceapproach,
we aim at a uniform translationof requirementsacrossthe
variousapplications.

Aspect-OrientedSoftware Development. Theaccessn-
terfaceapproachis relatedto MultidimensionalSeparation
of Concerng(MDSOC) [22] asit providesa view on the
applicationfrom the viewpoint of accessontrol. The use
of Aspect-OrientedSoftware Development(AOSD) tech-
nigueshasalreadybeenproven usefulin the separatiorof
theaccesgontrolconcern[11]. Songetal. [26] applyan
Aspect-OrientedModelingapproacto composeaheaccess
controlconcernandthe applicationin averi able manner



7. Conclusion

Enforcinganexpressve policy is harddueto apoorsup-
port of the separatiorof concerngrinciple. An accessn-
terface makesexplicit the contractbetweerthe authoriza-
tion engineandtheapplicationsfor whichthepolicy should
be enforced. For eachapplication,a view connectoren-
suresthatthe contractis ful lled by bindingthe particular
applicationto the accessnterface. This approachaturally
supportsa centralizednanagementf anexpressie policy,
aswell asthe enforcemenbf a singlepolicy in diverseap-
plications. Thereforeit alsoenforcesuniformity of access
controlenforcemenin theapplicationsdeployedwithin the
organization.A prototypehasbeenimplementedn top of
anaspect-orientedpplicationplatform.
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