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Abstract

Fine-grainedand expressiveaccesscontrol policieson
application resourcesneedto be enforced in application-
level code. Uniformly enforcinga singlepolicy (referredto
as the organizationwidepolicy) in diverse applicationsis
challengingwith currenttechnologies.Thisis dueto a poor
delimitationof the responsibilitiesof applicationdeployer
andsecurityof�cer, which hampers a centralizedmanage-
mentof a policy and therefore compromisestheuniformity
of its enforcement.

To addressthis problem,theconceptof an accessinter-
faceis introducedas a contract betweenan organization-
wideauthorizationengineandthevariousapplicationsthat
needits services.Theaccessinterfaceprovidessupportfor
thecentral managementof thepolicyby thesecurityof�cer.
Bymeansof a view connector, theapplicationdeployeren-
suresthat each applicationcomplieswith this contract, so
that thepolicycanbeenforced.

1. Intr oduction

Many applicationsrequiretheenforcementof anexpres-
sive accesscontrol policy, which, for example,takes into
considerationapplicationstate.In thecontext of anorgani-
zation,whereonesingleorganizationwidepolicy needsto
be enforced,supportshouldbe provided to administerthe
policy centrallyandto enforceit uniformly in the various
applicationsdeployedwithin theorganization.

Variousstakeholdersareinvolvedin theenforcementof
an accesspolicy. The securityof�cer managesthe policy
centrally. The applicationdeployertunesthe accesscon-
trol enforcementfor eachapplicationsothatthepolicy can
beenforced.Theaccesscontroldecisionitself canbedel-
egatedto an organizationwideauthorizationengine,which
maybedevelopedindependentlyof aparticularapplication
settingandprovided by an authorizationengineprovider.

Theapplicationdeveloperprovidestheapplicationlogic.

In this paper, theobservation is madethat thedelimita-
tion of theresponsibilitiesbetweenthesecurityof�cer and
applicationdeployer, is poorly supportedby currenttech-
nologies:In reality, theapplicationdeployerbearscomplete
responsibilityfor the uniform enforcementof the policy.
This rendersit hard to managethe policy centrally, espe-
cially if thispolicy is liable to frequentchanges.

Thecontributionof thepaperconsistsin providinganab-
stractionlayer, namedaccessinterface, which capturesthe
requirementsanapplicationneedsto ful�ll sothattheorga-
nizationwidepolicy canbeenforced.This accessinterface,
for example,includesexplicitly the additionalinformation
that is neededto evaluatean accessrequest. The access
interfaceabstractsfrom application-speci�cdetailsby in-
cludingonly informationthatis relevantfor accesscontrol.
It canthereforebespeci�ed by thesecurityof�cer , who is
responsiblefor the de�nition andcentralizedmanagement
of thepolicy.

The applicationdeployer binds the accessinterfaceto
eachapplicationby meansof application-speci�cview con-
nectors. A view connectorspeci�es(1) how theapplication
ful�lls the requirementsthat areput forward in the access
interface,and (2) how accessrequestswithin the applica-
tion aretranslatedto theaccessinterface. A prototypehas
beenimplementedasanextensionof anaspect-orientedap-
plication container, wherebythe view connectoractsasa
deploymentdescriptor.

Theremainderof thepaperis organizedasfollows. Sec-
tion 2 motivatesthe needfor an intermediaryabstraction
layer, illustratedby acasein thehealthcareapplicationdo-
main. In Section3 the accessinterfaceapproachis pre-
sented,followed by a discussionin Section4. The proto-
typeis discussedin Section5. Section6 givesanoverview
of relatedwork andconclusionsaredrawn in Section7.



2. Detailedmotivation

In this section,thechallengeof implementinganaccess
control policy in an applicationwith state-of-the-arttech-
nologieswill beillustratedby meansof a casein thehealth
careapplicationdomain.After having identi�ed theshort-
comingsof currenttechnologies,we list the requirements
ourapproachshouldmeet.

2.1. High­level policy

Health careorganizationsmust ensurethat appropriate
technicalandorganizationalmeasuresarein placeto pro-
tectpatientdata:Basedon theprinciplesof leastprivilege
andminimumnecessary[24], thedisclosureof healthcare
informationshouldbelimited to theminimumnecessaryto
accomplishtheintendedpurpose.

Wediscussasubsetof thesecuritypolicy of anacademic
hospital in Belgium [28, 18]. Theserules are typical for
accesscontrol policiesin a medicalcontext [24, 25, 3, 1].
Our settingis a hospitalwith a largenumberof physicians
and associatedgeneralpractitioners. The following rules
dealwith accessesto a contact,which is a logical unit of
medicaldata.

Rule 1 A physicianwill be grantedaccessto a patient's
data if a contactexiststo which he wasassigned.Theac-
cessrightsareonlyvalid until 30daysafter thecontactwas
closed.

Thepolicy allowsto overruletheaccessdecision,for ex-
amplefor emergency access,providedthat it is possibleto
hold physiciansaccountablefor any accessgrantedon the
basisof this rule.

Rule 2 Thesystemprovidesthepossibilityto overrule the
accessdecision,on conditionthat the userrequestingac-
cess,speci�esa reason.Thereason,the requestinguser's
and the patient's name, along with somecontext informa-
tion (time, place)are logged.

To improvecommunicationbetweenthepatient,hisgen-
eral practitioner(GP) andthe teamof caregivers,view ac-
cessis grantedto thepatient'sGP.

Rule 3 Thepatient's general practitioner hasview access
to all the patient's contacts,whetherthesecontactshave
beenclosedor not.

Thesethree rules will serve as the basisfor further dis-
cussion. In the following paragraphs,roles and permis-
sions(objectsandoperations)areidenti�ed (conformingto
RBAC [12]) asa�rst steptowardsanimplementationof the
policy.

Roles. Two rolescanbedistinguished:A physician, who
is a staffmemberanda licensedmedicalpractitioner(e.g.a
specialist),andthegeneral practitioner, who maintainsthe
overview of thepatient'ssocialbackground,medicalhistory
andcurrenthealthconditionandactsasa con�dant for the
patient.

Permissions. This policy only concernsobjects which
representidenti�able medicaldata. The statusof medical
datacanbeopenor closed, dependingon whetherthecon-
tact, the datais part of, hasbeenclosedor not. The oper-
ationsthat canbe carriedout on a medicaldataobjectare
restrictedto view, appendandclose. The latter is invoked
by thepatient's responsiblephysicianto closethecontact.

PureRBAC lacksgranularityto enforcethe rulesmen-
tionedearlier: For an accessdecision,the relationshipbe-
tween the user requestingaccessand the patient whose
datais aboutto be accessed,shouldalsobe taken into ac-
count [3]. Table1 summarizesthe policy rulesand illus-
tratesthatonly theresponsiblephysicianis allowedto close
themedicaldataof hispatient.

2.2. Enforcing the policy in applications

The organizationwidepolicy speci�ed above mustnow
beenforcedin all applicationsrunningin thehospital,such
as for example an appointmentand prescriptionsystem
[28]. Giventhe increaseduseof informationtechnologyin
healthcare,this numberof applicationscanbequitehigh.

We describea simpli�ed model of oneexampleappli-
cation: anIntegratedCarePathways(ICP) application.An
IntegratedCarePathway [19] is a prede�nedplan for care
relatingto a certaindiagnosis,which servesasa guideline
to organizecaremore effectively and ef�ciently; e.g. to
shortenhospitalstays,to raiseresourceutilization and to
reduceunnecessaryvariationsin patientcareandoutcomes.
In short,an ICP constitutesa work�o w, which guidesthe
healthcareproviderthroughthedifferentstepsin thehealth
careprocessby providing a template,indicatingthehealth
careserviceswhichshouldbeprovidedat a certainpoint in
thetreatment.Uponcommencingthetreatment,therespon-
siblephysicianinstantiatesanICPfor hispatient,andplans
and executesthe stepsas the treatmentproceeds. These
stepsare,for example,examinations,medicationprescrip-
tionsandnotes.Figure1 shows a simpli�ed classdiagram
for theICP application.Themedicaldatato protectis con-
tainedwithin theIntegratedCarePathway(ICP ) andits as-
sociatedsteps(Step ). Theapplicationkeepsareferenceto
boththeGPof thepatientandtheresponsiblephysician.



Table 1. Medical data
Roles/status(MedicalData) open < 30 daysclosed > 30daysclosed

Physician if responsible view,append,close view -
Physician if in overrulemode view view view
GP if patient's GP view view view

Figure 1. ICP­application
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-patient: Patient
-responsiblePhysician: Physician
-creationTime: Date
-closingTime: Date
-step: ComposedStep

+getPatient(): Patient
+getResponsiblePhysician(): Physician
+close(): void
+getICPStep(): ComposedStep
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-name: String
-ssn: SSN
-GeneralPractioner: GP
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-responsiblePhysician: Physician
-parentStep: ComposedStep
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2.3. Problems when implementing and managing
the policy

Beforeelaboratingon thechallengesof theapplication-
level enforcementof a policy, two importantstakeholders
areintroduced:

� Thesecurityof�cer draws up andmanagesthepolicy
without needingto have extensive knowledgeof the
internaloperationof thedifferentapplications.

� Theapplicationdeployertunestheaccesscontrolen-
forcementby theapplication,ensuringthatit conforms
to thepolicy.

How shouldan organizationwidepolicy, like thepolicy
presentedin Section2.1, be enforcedin the application?
The deployer hasto translatethe high-level, organization-
wide policy into applicationterms, by providing for ex-
ampledeploymentdescriptors,con�guration �les or code.
Thistypically resultsin aseriesof lower-level rules,indicat-
ing for eachtypeof objectwhich methodsmaybeinvoked
by whom. An exampleof sucha low-level rule might be
thata physicianis allowed to invoke getPatient() on
all objectsof theclassICP . Thismeansthatoncethehigh-
levelpolicy hasbeende�nedby thesecurityof�cer , thebur-
den is placedentirely on the applicationdeployer to uni-
formly translatethis policy into applicationtermsfor each
of theapplicationsdeployedwithin theorganization,which
is avery intricatejob.

This lack of an abstractionlayer betweenan applica-
tion and the security logic also becomesapparentif a
common organizationwideauthorizationengine is used:
Application-speci�c accessrequestsneedto be translated
in termsunderstoodby the engine. A ratherad hoc ap-
proachconsistsin conveying labelsto theauthorizationen-
gine, which abstractthe actionand/orobject that is being
accessed.

Uniformly enforcinganaccesspolicy tendsto getharder
aspolicy rulesare frequentlyupdated,addedor removed.
Theapplicationdeployerhasto translatethehigh-level pol-
icy onceagainandhasto ensurethattheaccesscontrolen-
forcementpointsandthe informationpassedto the autho-
rizationengine(if anengineis used)areadaptedto re�ect
theupdatedpolicy. Consider, for illustrationpurposes,the
following two additionalrules:

Rule 4 Each time the GP accesseshis patient's medical
data,theresponsiblephysicianis noti�ed of this access.

Rule 5 Psychiatric - andhumanheredityrecordsare clas-
si�ed as highly sensitive, and cannot be viewed by the
GP[18].

For Rule4 theresponsiblephysicianandfor Rule5 the
sensitivity level of thedataneedto beconveyedto theau-
thorizationengine. The deployer also facessimilar prob-
lemswhentheapplicationitself changes,e.g. dueto code
refactoring.



2.4. The requirements

We now de�ne themajorrequirementsthatwe took into
accountwhendevelopingour approachfor the integration
of accesscontrol enforcementin applications. Thesere-
quirementsaremainly basedon [4].

1. Theexpressivenessof thepoliciesthatcanbeenforced,
shouldnot be constrained[3]. In practice,in order
to enforceapplication-level security, the granularity
of the policy that can be speci�ed, shouldbe small
enoughto encompassthe applicationresourcesto be
protected. Likewise, the variety (richness)and the
amountof informationservesasa criterionof theex-
pressivenessof the supportedpolicies. For example,
the statea work�o w processis in, the time or other
contextual informationmay berelevantwhenmaking
anaccesscontroldecision.

2. Separation of concernsmustbe supportedby clearly
delimiting responsibilitiesof the stakeholdersidenti-
�ed in Section2.3.Separationof concernsis thekey to
supportevolution, which encompassesboth manage-
ability andextensibility.

3. Multiple applicationsthatobey thesamesecuritypol-
icy, mustbe treatedanddescribeduniformly. Unifor-
mity requiressupportfor thecentralmanagementof an
organizationwidepolicy, aswell astheenforcementof
a singlepolicy in diverseapplications.In short,what
weaim for is to write thepolicy onceandto enforceit
everywhere.

Of course,any proposeddesignshouldalsohave no ad-
verseeffectsonotherimportantpropertiesof anaccesscon-
trol infrastructure(suchasperformanceandscalability).We
returnto this point in thediscussionsection4.

3. Proposedsolution

In thissection,oursolutionis described.In theoverview
shown in Figure2, an organizationwideauthorizationen-
gineis usedto evaluateaccessrequests.

Two new conceptsareintroducedaspartof thissolution.
The accessinterfacedescribesexplicitly what the autho-
rizationengineexpectsfrom applicationsin orderto make
accessdecisions. Suchan accessinterfaceshouldbe rel-
atively constantwithin oneorganizationand its speci�ca-
tion may be applicationdomainspeci�c, asit is drivenby
the high-level policy rulesof the organization.For exam-
ple, in a �nancial organization,the valueof a transaction
might be importantinformationto decideaboutan access
request.In a hospital,on theotherhand,it is importantto
know whetherthisis anoverruleaccessor not. Throughthis

accessinterface,a centrally managedand con�gured au-
thorizationenginereceivesnoti�cations of accessattempts
from applications,andcanqueryapplicationsfor applica-
tion stateto decidewhethertheseaccessesshouldbe al-
lowed or not. The authorizationenginecanbe con�gured
by meansof declarativepolicy rulesthatspecifytheaccess
controlpolicy in termsof theaccessinterface.

View connectors realizetheapplication-sideof thecon-
tract. Thereis a separateview connectorper application,
mappingapplication-speci�cconceptsto theconceptsrep-
resentedin the accessinterface. An important contribu-
tion of this paperis that we show that a view connector
can be realizedasa kind of deploymentdescriptoron an
aspect-orientedapplicationcontainer. This allows to set
the mappingdeclaratively, without needingto apply inva-
sive changesto theapplicationcode.We elaborateon both
conceptsin thenext sections.

3.1. Accessinterface

The accessinterfaceis an explicit representationof the
contractbetweentheauthorizationengineandapplications.
As such,it speci�estheprovidedandexpectedfunctional-
ity anddatafor both theseparties. The authorizationen-
gineprovidesdecisionson accessrequestsandexpectsthe
applicationsto (1) notify the engineof relevant accesses,
(2) providethenecessaryinformationabouttheseaccesses,
and(3) enforcethe decisionon the accessrequest. So in
particular, an accessinterfacemustspecifywhat “relevant
accesses”are,andwhat informationmustbe provided for
eachof theseaccesses.

Any accessrequestis a requestby a subjectto perform
someactionon an object. Our designstartsfrom the as-
sumptionthatobjectsareclassi�edby thepolicy in domains
(suchas the medicaldatadomainin our examplepolicy),
andthat subjectsareclassi�ed in roles(suchasthephysi-
cianrole), andthat the informationneededto decideon an
accessrequest,candiffer dependingonthedomainandrole
of respectively, theobjectandsubjectinvolved.

This leadsto the following formalization:anaccessin-
terfaceA consistsof a setO of object interfaces(oneper
domain)anda setSof subjectinterfaces(oneperrole).

Object interfaces. An objectinterfaceO for a givendo-
mainis apair (attr ; act), whereby:

1. attr denotesa set of attribute names,specifyingthe
informationthat theauthorizationengineneedsabout
objects,andV alues(a) denotesthesetof possibleval-
uesfor agivenattributea 2 O:attr

2. act denotesthesetof relevantactions,aboutwhichthe
authorizationengineexpectsto benoti�ed.



Figure 2. Overview
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An exampleof anobjectinterfacefor thedomainof med-
ical datain our examplepolicy is shown below. Note that
theobjectinterfaceis application-independent:actionsand
attributesare speci�ed at an appropriatelevel of abstrac-
tion for makingaccesscontroldecisions.Binding theseat-
tributesandactionsto actualapplicationconcepts,will be
thetaskof theview connector.

ObjectInterface MedicalData f

attribute: f open, closed g status;
attribute: Date closingTime;
attribute: LicenseID ResponsiblePhysician;
attribute: LicenseID GP;

action: view;
action: append;
action: close;

g

Subject interfaces. A subjectinterfaceS for agivenrole
speci�estheinformationthattheauthorizationengineneeds
aboutsubjectsin that role in the form of a setof attributes
attr . As for theobjectinterface,V alues(a) denotestheset
of possiblevaluesfor agivenattributea 2 S:attr

In ourexamplepolicy, thereis arulethatcheckswhether
aphysicianis theresponsiblephysicianfor agivenpieceof
medicaldata.Hence,subjectsof role physicianneedanat-
tribute(licenseID)thatcanbematchedwith thecorrespond-
ing attributeon theMedicalDataobjectinterface.

SubjectInterface Physician f

attribute: LicenseID licenseID;
attribute: f normal,overrule g accessmode;

g

The accesscontrol view on an applicationconsistsof
a set O of security objectsand a set S of security sub-
jects. Eachsecurityobjecto 2 O hasoneassociatedob-
ject interfaceobjectinter f ace(o) and likewise, eachse-
curity subject s 2 S has one associatedsubject inter-
face subjectinter f ace(s). As will be explained in the
next section,the view connectorde�nes the securitystate
of each security object and subject. The security state
of a security object or subjectis determinedby the val-
ues of the attributes, speci�ed in their associatedobject
interfaceand subjectinterfacerespectively. The security
state of a security object o can be written as � (o) =
(va )a2 obj ectinter f ace(o) :attr , whereeachva 2 V alues(a).
Similarly, thesecuritystateof asecuritysubjectcanbewrit-
ten as � (s) = (va )a2 subj ectinter f ace(s) :attr , where each
va 2 V alues(a).

Implementing the policy. An accessrequestis a triple
(s;o;a) consistingof a securitysubjects, a securityob-
ject o andan actionnamea in the actionnamesetact of
objectinter f ace(o). Theaccesspolicy is thefunctionthat,
givenanaccessrequest(s;o;a) andthesecuritystates� (o)
and� (s) returnswhethertheaccessis allowedor not.

Theparticularchoiceof authorizationengine,which re-
alizesthis function, is irrelevant for the discussionin this
paper, andmany gooddesignsof authorizationenginesare
available(e.g. FAF [15]). Typically, suchanauthorization
enginewill interpretasetof declarativepolicy rules.In our
example,weusethePonder[10] policy languageto formu-
latetherulesin. Thefollowing rulestatesthattheresponsi-
ble physicianfor a pieceof medicaldatacanview, append
or closethatdata,aslong asits statusis open.



inst
auth+ openMedicalDataAccess f

subject <Physician> s=/Physician;
target <MedicalData> t=/MedicalData;
action view, append, close;
when t.status.equals(``open'') and

t.ResponsiblePhysician.equals
(s.licenseID);

g

Ponderdoesnotonly provideapolicy language,but also
a deploymentmodelfor instantiatinganddistributing poli-
cies.Theview connectorconcept,which is discussednext,
is complementaryto this modelas it providesa meansto
integrateaccesscontrolenforcementinto eachapplication.

3.2. View connectors

The accessinterfacespeci�esaccessrequestsat an ab-
stractlevel. At somepoint, thisneedsto betranslateddown
to actualapplicationconcepts.This is the role of theview
connector. We saythata view connectorbindsanapplica-
tion to theaccessinterface. Eachapplicationwill needits
own view connector.

To implementa view connectoronemust:

� Decidehow applicationobjectsmapto securityobjects
andsubjects.In our example,we will have to identify
all medicaldatathattheapplicationhandles.

� Identify all operationsonsuchdataandmaptheseop-
erationsto thecorrespondingactionsin theobjectin-
terface. This alsodeterminesall placeswherean ac-
cesscheckneedsto beperformed.In our example,we
will have to mapall applicationoperationson medical
datato oneof thethreeactions:view, appendor close.

� Determinehow to computethenecessaryattributesfor
securityobjectsandsubjects.

An exampleview connectoris shown in Table2. We�rst
discussthecomputationof attributes.

Attrib ute computation. Theview connectorwill needto
specifyhow eachof theaccessinterfaceattributesis com-
putedfor the given application. For instance,an ICP ob-
ject in ourexampleapplication(Figure1) is clearlymedical
data.Theresponsiblephysicianfor thatobjectcanbecom-
putedvia a getteron theICP class.Thepatient's GPmust
becomputedby �rst gettingthepatientassociatedwith the
medicaldata,andthengettingtheGPof thatpatient.

The part of the view connectorthat computesthese
attributes, is very similar to Beznosov's attribute func-
tions [5], or to the DynamicAttributeServicein CORBA's
ResourceAccessDecision(RAD) service[6].

view-connector
type ICP
object-interface MedicalData

(a) attributecomputation
attributes

ResponsiblePhysician ! getResponsiblePhysician().get-
LicenseID()

GP ! getPatient().getGP().get-
LicenseID()

status ! if(isClosed()) closed
else open

closingTime ! getClosingTime()
(b) accessenforcementpoints

actions
view ! get*

. . .

Table 2. View connector for medical data

Access enforcement points. The accessenforcement
points in the applicationsare the points in the execution,
where an accesscheck needsto be done. The insertion
of accesschecksat all thesepoints, is technologydepen-
dent. This canbe done,for example,by insertingthenec-
essarycalls to the authorizationenginein the application
code.Adding suchcalls to theapplicationcodeduringde-
ployment/integration of an application,is not straightfor-
ward on typical applicationplatformssuchasJ2EE,.NET
or CORBA, as it requiresaccessto the applicationsource
code.However, thetechnologyof aspect-orientationmakes
it possibleto provideanimplementationof view connectors
thatcanbecon�guredat deploymenttime.

Ourprototypeis built on topof anaspect-orientedappli-
cationcontainer. An aspect-orientedapplicationcontainer
offerstheconceptof pointcuts, expressionsthatdenotesets
of executionpointsin anapplication.Thecontaineralsoal-
lows the injection of new codeat eachpoint identi�ed by
sucha pointcut. The useof pointcutsby itself, doesnot
improve the securityof the overall system. However, due
to a modulardescriptionof the accessenforcementpoints
it is easierto assessthe securityof the systemthanwould
be possibleif thesepoints were spreadall over the code.
Givensuchsupport,eachactionin anobjectinterfacecanbe
mappedon sucha pointcut,andtherelevantaccesschecks
canbeinsertedateachpoint identi�ed by thatpointcut.

In our prototype,an extensibleapplicationcontaineris
extendedwith a so-calledaspectcomponent,which is con-
�gured with a view connector. An exampleof sucha view
connectoris shown in Table2. Part (a) con�gureshow at-
tribute computationshouldbe done. Part (b) shows how
actionsare mappedto pointcuts. Basedon this con�gu-
ration �le, the right accesschecksare injectedat eachof
thesepoints. In Section5 our implementationis discussed
in moredetail.



4. Discussion

In this section,we discussthe presentedapproachby
evaluatingto what extent it ful�lls the requirementsmen-
tionedin Section2.4. In addition,wewill show thatourap-
proachdoesnot negatively in�uence otherimportantprop-
ertiesof anaccesscontrol infrastructurefor distributedob-
jectsystems.Thediscussionis basedontheenumerationof
typical requirementsfor thesesystemsin [4].

Expressiveness. We foundthat for practicalpolicies,the
accessinterfacedoesnot imposerestrictionson theexpres-
sivenessof the policies that canbe enforced. A trade-off
mayneedto bemadebetweenexpressivenessandotherre-
quirements.E.g.,de�ning alargenumberof objectandsub-
ject interfacesshouldbeavoidedin orderto keepthepolicy
manageable.

Thede�nition of thesubjectinterfaceshouldbeextended
to supportmore complex principals,as for examplepre-
sentedin [17]. This would allow, for instance,to take into
considerationtheaccesspathof a request.

The accessinterfaceis basedon the high-level policy.
Furtherresearchis requiredto develop techniquesto de-
terminean appropriateaccessinterfacefor an application
domain.

Separationof concerns and evolution. Theresponsibil-
ities of securityof�cer andapplicationdeployerareclearly
separated.Theformerspeci�estheaccessinterface,thelat-
ter theview connector.

Evolution of the policy is more straightforwardly sup-
ported. Considerfor this purposethe additional rules in
Section2.3: SinceRule 4 fully compliesto the accessin-
terfaceintroducedin Section3.1,addingtherulesuf�ces to
enforceit uniformly.

Rule5 requiresanextensionof themedicaldataaccess
interfaceto supporta sensitivity attributeandthede�nition
of the necessaryattribute mappingsin the corresponding
view connectors.Our approachprovidesbettersupportto
apply this extension,as the view connectorspeci�es ex-
plicitly which applicationobjectsrepresentmedicaldata.
A limited consistency checkcan be carriedout to verify
whethermappingshave beende�ned for eachattribute in
theaccessinterface.

If thepolicy changesmoreradically, new objectand/or
subjectinterfacesmight needto be introducedwith corre-
spondingview connectors.

In casethe applicationor its settingchanges(e.g. due
to coderefactoring),only adaptingthecorrespondingview
connectorssuf�ces.

Uniformity . Theintroductionof theaccessinterfacesup-
portsa centralmanagementof anorganizationwidepolicy.

View connectorssupportits enforcementin diverseapplica-
tions.

Performance-and administration scalability. The per-
formanceoverheadincurred by adding support for view
connectors,dependson how they areimplemented.An im-
plementationwith centralizedmanagementbut distributed
enforcementwill likely achievegoodperformance.

Thegoodsupportfor separationof concernsbetweenad-
ministratorsanddevelopers/deployerspositively in�uences
administrationscalability.

Requirements that stem fr om the object paradigm.
These requirements are subdivided in the following
classes[4]:

1. Objects:Theaccesscontrol technology shouldshield
complex semanticsof thediversemethodsfromthese-
curity of�cer. This is one of the main goalsof the
accessinterface,so our approachful�lls this require-
ment.

Secondly, the technology shouldscaleon large num-
berof objectsandmethods. As theaccessinterfaceal-
lows for groupingof objects(in policy domainswith
the sameobject interface)and methods(in actions),
scalabilityis assured.

2. Collections:Flexibility is requiredwhengroupingob-
jectsinto collectionsfor securitypurposes;solelypro-
vidinggroupingbasedonnamesor locationis notsuf-
�cient. Moreover, collocationor similar namesshould
not implymembershipof thesamesecuritycollections.

Our approachprovides for groupingof objectsinde-
pendentof any existing structureon the application.
Our currentprototypeimplementationimposesthere-
striction that all objectsof the sameclassshouldbe-
longto thesameobjectinterface,but makingthismore
�e xible is justanimplementationeffort.

3. Names:No humaninterventionshouldberequiredto
enforceaccesscontrol on transientobjects.

Our approachis neutralwith respectto this require-
ment: whetherhumaninterventionis requiredor not,
dependson theimplementationof theview connector.

Thesecurityof�cer is not requiredto beaware of ob-
ject namesto roll out thepolicy.

View connectorsshield the security of�cer from
application-speci�cobjectnames.

5. Prototype

We have developed a prototype implementationfor
accessinterfaces and view connectorson top of the



aspect-orientedapplicationcontainerJava AspectCompo-
nents(JAC). First, Aspect-OrientedSoftwareDevelopment
(AOSD) is shortlydescribedin Section5.1. Subsequently,
in Section5.2,theprototypeitself is discussed.

5.1. AOSD

Aspect-orientationis basedon theobservation that cur-
rentparadigms,suchasfor exampleobjectorientation,fall
shortin encapsulatingso-calledcrosscuttingconcernsinto
separatedmodulesand thereforeprovide poor supportfor
theseparationof concernsprinciple.An exampleof across-
cuttingconcernis application-level accesscontrol logic: it
is spreadall overtheapplicationandis oftenentangledwith
applicationlogic [11].

Theadditionalconceptthataspect-orientedsoftwarede-
velopmentoffers us to improve the modularizationof the
so-calledaspects(concerns)is quanti�cation [13]. Quan-
ti�cation enablesusto formulatestatementswhich have an
impactonvariouspointsin thecode.An examplestatement
is “eachtimeamethodis invokedonanobject,it shouldbe
veri�ed whethertheinvokerhasauthorizationto doso”.

The secondcharacteristicof AOSD (Aspect-Oriented
Software Development) is obliviousness [13] of the
application-logicdeveloperregardingtheappliedaspect,re-
sulting in a betterseparationof concernsbetweenapplica-
tion deployerandapplicationdeveloper. Thelatterprovides
theapplicationlogic and,ideally, doesnothaveto beaware
of thesecuritylogic imposedon theapplicationlogic.

Theconstructwith whichthisis realized,is calledajoin-
point. A joinpoint is a placein theexecutionwherethe(in
our case)accesslogic is superimposedon the application.
Typical joinpointsaremethodinvocations,exceptionhan-
dling, execution�o ws . . . . So-calledpointcutsallow us to
selectasetof joinpointsbasedononeor moreof theirchar-
acteristics;e.g.thenameof themethodinvokedor thetarget
object.Adviceis thelogic injectedinto theapplicationatthe
join point; in this casewe would like to inject accesscon-
trol enforcementchecks.For agoodoverview of AOSD,we
referthereaderto [9, p 29-97].

5.2. Implementation

In this section,we describeanimplementationbasedon
aspect-orientedprogramming.We optedto implementthe
prototypeon top of Java AspectComponents(JAC), which
will beelaboratedon in thenext paragraph.

Java AspectComponents. JAC [23] is in essenceanex-
tensibleapplicationcontainer. This platform provides an
aspect-orientedmiddleware layer, which allows dynamic
(un)loading of aspectcomponents. Theseaspectcom-
ponentsallow to weave (transparentlyto the application)

wrappers aroundthetarget(java) objects,calledwrappees.
Thesewrappersinterceptmethodinvocationsat execution
pointsspeci�ed by pointcuts,andcanaddextra function-
ality by meansof role-methods. JAC, moreover, provides
supportfor contextual informationby meansof collabora-
tion �ows, which allow to attachattributesto anexecution
thread.

Ar chitecture. In this paragraph,a broad overview is
givenof thearchitectureof theprototype(displayedin Fig-
ure 3). The ICP application runs on top of the aspect-
orientedmiddleware layer provided by JAC, i.e. the JAC
container. The latter actsasa kind of referencemonitor,
asshown in Figure3: The wrapper�rst interceptsthe ac-
cessrequestat the points in the executionconformingto
theview connectorcon�guration �le, asexplainedin Sec-
tion 3.2.Thewrapperthenliterally connectstheview to the
applicationby mappingthe accessrequestonto the access
interface. Hereto,theview connectorexecutesthe follow-
ing actions:

1. Mapping: Based on the view connector the
application-speci�caccessrequestis projectedonto
theaccessinterfaceby:

� retrieving theobjectandsubjectinterfacesappli-
cableto respectively thesubjectandthecallee

� determiningto which actionin theobjectaccess
interface,theaccessrequestcorresponds

� retrieving the attribute valuesneededby the au-
thorizationengine

2. AccessDecision: The requestis subsequentlysentto
theauthorizationengine,which is discussedbelow, for
evaluation.

3. AccessEnforcement:Theaccessdecisionis enforced.

The Authorization Engine evaluatesthe accessrequest
basedontheaccessrules.In theabovementionedapproach,
no knowledgeof the internalsof thespeci�c applicationis
required,sincethe accessrequestis translatedinto terms
of the accessinterface. In the prototypeimplementation,
we optedto pushtheattributesto theauthorizationengine.
Thedrawbackis thatmoreattributesareretrievedthanmay
benecessaryfor theaccessdecision.Theadvantageis that
roundtripsaresaved,if theattributescanberetrievedlocally
andtheaccessdecisionfunction is deployedon a different
node.Alternatively, a lazy evaluationstrategy canbeused,
in whichattributesarepulledby theauthorizationby means
of callbacks.More experimentsareneededto evaluatethe
performanceof theprototype.



Figure 3. Architecture
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6. Relatedwork

The presentedwork is relatedwith several researchdo-
mains,whicharediscussedbelow:

Middlewar e infrastructur esfor application-level access
control. Tivoli AccessManager[16] supportsconsistent
andcentralizedmanagementacrossheterogeneoussystems
by introducinga hierarchical protectedobjectnamespace
to abstractresources.URL mappingsspecify how a dy-
namicURL shouldberesolvedintoanamespaceobject,and
canberegardedas(limited) view connectors.TheCORBA
ResourceAccessDecision(RAD) service[6] abstractsre-
spectively the assetandrequest,by conveying a protected
resourcenameandaccessoperationto the accessdecision
function.It remainstheresponsibilityof theapplicationde-
veloperto applytheseabstractionsconsistently. Additional
attributescanbe retrievedby meansof DynamicAttribute-
Services.OSA [5], ObjectSecurityAttributes,aregeneric
representationsfor application-speci�cfactors. Java Au-
thorizationContractfor Containers[27] (JACC) speci�es
contractsbetweentheapplicationcontainer(e.g.J2EE)and
so-calledpolicy providers. Policy Context Handlersallow
providersto obtainadditionalcontext, suchasfor example
the enterprisebeaninvolved in the accessrequest. These
infrastructuresdonotcaptureexplicitly therequirementsof
the authorizationengineto enforcethe accesscontrol pol-
icy, suchasthenecessaryapplication-speci�cinformation.

View Policy Language[8] aggregatesaccessrights in a
type-safemannerinto views, which can be assignedto a
role. To constructtheseviews, VPL startsfrom the appli-
cation's use-cases,wherebytheactorsaredirectly mapped
ontotheroles.VPL aimsat a betterseparationof concerns
sothataccesscontrol is manageable.VPL focusseson the
design,speci�cation andmanagementof securitypolicies
ratherthanon the integrationanduniform enforcementof
accesscontrol.

Theaccessinterfacegroupsmethods,to which thesame

policy ruleapply. In J2EE[7], methodsaregroupedaccord-
ing to therole,allowedto invokethatmethod.

Accesscontrol frameworks. The prototype(Figure 3)
exhibits a similar architectureastheISO/IEC10181-3Ac-
cessControl Framework [14] and the XACML data�ow
model [20]. The authorizationengine is essentiallythe
Policy DecisionPoint (PDP).The view connectoractsas
both Policy EnforcementPoint (PEP)andPolicy Informa-
tion Point (PIP).

Policy languagesandauthorization engines. Theaccess
interfaceand view connectorapproachbene�ts from and
complementstheextensive researchcarriedout in the �eld
of policy languages,suchasfor exampleXACML [20] and
Ponder[10], andauthorizationengines,suchasfor example
theFlexible AuthorizationFramework (FAF) [15].

Model Dri ven Engineering. Our approach relates
to Model Driven Architecture [21] (MDA) and Se-
cureUML [2]. The differenceis that MDA focussesat a
(semi-)automatictranslationof a high-level model into a
platform dependentmodel and implementationfor a spe-
ci�c application,whereasin theaccessinterfaceapproach,
we aim at a uniform translationof requirementsacrossthe
variousapplications.

Aspect-OrientedSoftwareDevelopment. Theaccessin-
terfaceapproachis relatedto MultidimensionalSeparation
of Concerns(MDSOC) [22] as it providesa view on the
applicationfrom the viewpoint of accesscontrol. The use
of Aspect-OrientedSoftware Development(AOSD) tech-
niqueshasalreadybeenprovenuseful in theseparationof
theaccesscontrolconcern[11]. Songet al. [26] applyan
Aspect-OrientedModelingapproachto composetheaccess
controlconcernandtheapplicationin a veri�able manner.



7. Conclusion

Enforcinganexpressivepolicy is harddueto apoorsup-
port of theseparationof concernsprinciple. An accessin-
terface, makesexplicit thecontractbetweentheauthoriza-
tionengineandtheapplications,for whichthepolicy should
be enforced. For eachapplication,a view connectoren-
suresthat thecontractis ful�lled by binding theparticular
applicationto theaccessinterface.This approachnaturally
supportsa centralizedmanagementof anexpressivepolicy,
aswell astheenforcementof a singlepolicy in diverseap-
plications. Thereforeit alsoenforcesuniformity of access
controlenforcementin theapplications,deployedwithin the
organization.A prototypehasbeenimplementedon top of
anaspect-orientedapplicationplatform.
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