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Abstract

In this paper we describethe theory, architecture, imple-
mentation,andperformanceof a multi-modalpassivebio-
metricveri�cation systemthat continually veri�es thepres-
ence/participationof a logged-in user. We assumethat
the userlogged in usingstrong authenticationprior to the
starting of the continuousveri�cation process. While the
implementationdescribedin the papercombinesa digital
camera-basedface veri�cation with a mouse-based�nger-
print reader, the architecture is genericenoughto accom-
modateadditional biometric devices with different accu-
racyof classifyinga givenuserfroman imposter. Themain
thrustof our work is to build a multi-modalbiometricfeed-
back mechanisminto theoperating systemsothat veri�ca-
tion failure canautomaticallylock up thecomputerwithin
someestimateof the time it takesto subvert the computer.
Thismustbedonewith low falsepositivesin order to real-
izea usablesystem.We showthroughexperimentalresults
that combiningmultiple suitablychosenmodalitiesin our
theoretical frameworkcaneffectivelydo thatwith currently
availableoff-the-shelfcomponents.

1. Intr oduction

By continuousveri�cation we meanthat theidentity of the
humanoperatingthecomputeris continuallyveri�ed. Ver-
i�cation is computationallysimplerthanidenti�cation and
attemptsto determinehow “close” an observation is to a
known value,ratherthan �nding theclosestmatchin a set
of known values.Veri�cation is a realisticoperationin the
normalusageof acomputersystembecausewecanassume
thattheuser's identityhasbeenincontrovertibly established
by a precedingstrongauthenticationmechanism.It is also
appealingbecauseit canconceivablybeof�oaded to ahard-
ware device that is properly initialized with userspeci�c
datauponsuccessfullogin.

Thesensein which we are usingidentity veri�cation is

weakerthantheultimateaimof techniquessuchasintrusion
detection[4] whichevenattemptto detectmisuseby theau-
thorizeduserwho would clearly passthe biometricveri�-
cationtest.However, host-basedintrusiondetectionhasnot
quitebeensuccessfulin practice,eitherbecauseof thecom-
putationalrequirementsof handlingvoluminousamountsof
low level trace,or becauseof thelargenumberof falseposi-
tivesthat resultfrom anattemptto sharplycharacterizeuser
behavior basedon observed low-level traces. We believe
thatcontinuousveri�cation, if realizedef�ciently with low
falsepositives,canbe importantin high risk environments
wherethecostof unauthorizeduseis high. Thiscanbetrue
for computerdriven airline cockpit control, computersin
banks,defenseestablishments, andotherareaswhoseuse
directlyaffectsthesecurity andsafetyof humanlives.

Biometric veri�cation is appealingbecauseseveral of
themthatareeasyto incorporatein ordinarycomputeruse
are passive, and they obviate the needto carry extra de-
vices for authentication. In a sense,they are always on
one's “person”,andperhapsa little safer thanusingexter-
nal deviceswhich canbeseparatedfrom their carriermore
easily. However, biometric veri�cation can be construed
as a matchingproblemand usually makes a probabilistic
judgmentin its classi�cation. This makes it error prone.
Furthermore,when usedpassively like we are attempting
to do, it canresult in time periodswith no samplesor poor
quality samples;for example,whentheuseris not looking
directly into the camera,or when the surroundinglight is
poor. To avoid both thesepitfalls, researchershave used
multiplemodalities,say, �ngerprint andfaceimagessimul-
taneously. Thismakesclassi�cation morerobustandis also
the approachthat we have taken in this work. Even when
somemodalitiesmay be very accurate,they might be in-
herentlylimited in their samplingrate,socombiningthem
with faster(albeitlessaccurate)modalitieshelpsto �ll gaps
betweensuccessive samplesof the bettermodality. How-
ever, the useof multiple modalities presupposesindepen-
dentsamplingso that not all modalitiesfail to generatea



valid sampleat thesametime.1

Building aneffective reactivebiometricveri®cationsys-
tem consistsof many aspects.Not only mustthe veri®ca-
tion resultsbe integratedinto the operatingsystem,it can
be critical to balanceseveral con�ic ting metrics: namely,
accuracy of detection,systemoverheadincurredduringthe
veri®cation,andreactiontimei.e.,thevulnerabilitywindow
within which thesystemmustrespondwhenit detectsthat
theauthorizeduseris nolongerpresent.Thisrelationshipis
especiallyimportantwhenall theseaspectsareperformedin
softwareon thesamemachinethat is beingprotectedfrom
unauthorizeduse.

In therestof thepaperwedescribethetheoreticalunder-
pinningsof our multi-modalbiometricveri®cationsystem,
our implementation architecture,the OS kernel changes
neededto make thesystem reactive to veri®cationfailures,
andthe performanceimpact of sucha systemon ordinary
computeruse.Thegoal is to rendera computersystemin-
effectivewithin acertaintime periodof veri®cation failure.
This time shouldbe a conservative estimateof the time it
would take someoneto causeinformation loss (con®den-
tiality, integrity, or availability [11]) on thesystem.

2. Biometrics in Brief

Webegin with abrief introductionof someof theimportant
conceptsin biometricsand veri®cation. Readersfamiliar
with theseconceptsmayskip ahead;while readerswanting
moredetailscanreferto [5].

2.1.Basicconcepts

Biometricsis generallytaken to mean themeasurementof
somephysicalcharacteristicof thehumanbodyfor thepur-
poseof identifying the person.Commontypesof biomet-
rics include®ngerprint,faceimage,andiris/retinapattern.
A moreinclusive notionof biometricsalso includesthebe-
havioral characteristics, suchasgait, speechpattern, and
keyboardtypingdynamics.

When a biometric is usedto verify a person,the typi-
cal processis asshown in Figure1. Theuser®rst presents
her biometric(e.g.the thumb)to the sensordevice, which
capturesit asraw biometricdata(for examplea ®ngerprint
image).This datais thenpreprocessedto reducenoise,en-
hanceimagecontrast,etc. Featuresarethen extractedfrom
the raw data. In the caseof ®ngerprints,thesewould typ-
ically be minutiae and bifurcationsin the ridge patterns.
Thesefeaturesare then usedto matchagainst the corre-
spondinguser's featurestakenfrom thedatabase(retrieved
basedon theclaimedidentity of theuser). Theresultof the

1Faceand ®ngerprint may not be totally uncorrelatedin that sense.
However, that's not the thrustof this paper;ratherthis paperfocuseson
integratingmultiple biometricswithin anOS.
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Figure 1. A typical biometric ver i�cation pro­
cess.

matchis called a Score, S, typically a realnumberbetween
0 and 1, where 0 meansªmostdissimilarº and 1 means
ªmostsimilarº. The ®nal stepis to compareS to a pre-
de®nedthresholdT, andoutput:

� a decisionof ªAcceptº(when S � T), meaningthe
Veri®erconsiderstheuseraslegitimate,or

� ªRejectº(when S < T), meaningthe Veri®er thinks
thattheuseris animposter.

Someveri®cation systemsalsooutputªUnsureº,to indicate
thatthesamplecannotbereliably classi®edoneway or the
other. In this case,theusermaybeaskedto re-presenther
biometric.

Of course,theuser's biometric featuresmust®rst been-
teredinto the database.This is donein an earlierone-off
phasecalledenrollment. Theprocessof enrollmentis usu-
ally similar, consistingalsoof biometricdatacapture,pre-
processing,andfeatureextraction.However, to increasero-
bustness,multiple biometricsamplesareusuallyacquired
(e.g.multiple imagesof the same®nger), so that the ver-
i®er canªlearnºthe natural variationpresentin the user's
biometric.

How accurateis biometric veri®cation? Thereare two
typesof errorsthataVeri®er canmake: aFalseAccept, or a
FalseReject. TheFalseAcceptRate(FAR) is theprobability
thattheVeri®er incorrectlyclassi®esanimposterasa legit-
imateuser. This is asecuritybreach.Ontheotherhand,the
FalseRejectRate(FRR) is theprobability that theVeri®er
incorrectlydecidesthat the true useris an imposter. This
is an inconvenienceto the user, sinceshemustusuallyre-
sortto anothermeansof verifying herself.In general,while
a small FRRcanbe acceptedasan inconvenience,a large
FRRvaluecanimpactavailability andmay beconstruedas
indirectly impactingthesecurity of thesystem[11].

In an idealVeri®er, both theFAR andFRRarezero. In
practice,thereis usually a tradeoff betweenthe FAR and
FRR: a lower ratefor onetypeof error is achievableonly
at the expenseof a higherratefor the other. This tradeoff
is usuallydescribedusingthe Receiver OperatingCharac-
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Figure 2. ROC Curves.

teristic (ROC) Curve (Figure2), which plots (1 � F RR)
versusFAR. For any given Veri®er, onecandetermineits
ROC simply by varying its decisionthresholdT, running
the Veri®er on testdata,andcalculatingtheFAR andFRR
for that value of T. The Ideal Veri®er hasan inverted-L
shapedROC curve, while animperfectVeri®erhasa curve
lying somewherebetweentheIdealcurveandthe45� line.2

ThePowerof aVeri®eris de®nedastheareaunderits ROC
curve, and that is a useful measureof the Veri®er's over-
all accuracy in a way thatcombinesbothits FARandFRR.
Thegreaterthearea,thebettertheVeri®er. In general,®n-
gerprintveri®cationis consideredmorepowerful thanface
veri®cation.

When using multiple biometrics, individual classi®ca-
tion resultsmustbecombinedintoacompositeresult.Com-
putationaloverheadrelatedto biometricprocessingmustbe
balancedto getthedesiredtradeoff betweenusability, secu-
rity andremainingcomputationalpoweravailablefor useful
work. Wedescribetheseissuesnext.

2.2.Operational issues

¬ Computational overhead. Generally speaking,for all
biometricsthereis a tradeoff betweencomputationandthe
Veri®er'sPower. For biometricswith weakeraccuracy (less
Power), multiple samplescanoften be combinedto yield
a moreaccuratecompositeassessmentfor that biometric3.
But this requiresmorecomputationfor a singleassessment
output,and for continuousveri®cationit canadda factor
to thecomputationalload. An effective systemmuststrike

2If a Veri®er hasan ROC curve below the45� line, simply swap its
ªAcceptºandªRejectºdecisionsandtheROC curve will move above this
line.

3Therearea plethoraof techniquesof combiningthemfor e.g.,using
the sum, product, minimum, median, andmaximum rules [6]. Other
researchershaveuseddecisiontreesandlinear-discriminantbasedmethods
[13].

a balancebetweenload andaccuracy, especiallywhenall
biometric relatedcomputation is donein software on the
samemachinethatis usedfor computingneeds.

For example,in onesetof measurementsthatwetookfor
faceveri®cation,theCPUneededfor ouroperatingenviron-
mentwasnearly.2sper image,mostly incurredin locating
the facein the whole image. This ®gurecould be reduced
to .1sby employing heuristicssuchasrememberingthelo-
cationof thefacein theimage,andusingthatasthestarting
pointof facedetectionfor thenext image.Theupshotis that
processingabout10 framesper secondwould saturatethe
CPU.Addingmultiple samplesto increaseaccuracy of this
biometricwould seriously impactperformance(about10%
for eachextra frame rate). The alternative is to combine
faceveri®cationwith another, differentbiometricwhichhas
muchhigheraccuracy.

­ Usability versus Security. We considerthe FRRof a
biometric systemas a measureof the system's usability,
and its FAR as a measureof its security. With a higher
falserejectrate,the veri®cationsystem deducesmorefre-
quently(but incorrectly) thatthesystemis underattackand
reactsby freezingor delayingthecurrently logged-inuser's
processes.This would unnecessarilydelaytheuser's time-
to-completionof ordinarytasksandmay make the system
frustratingto use. Thereis evidencethat systemresponse
time is correlatedto userproductivity [7].

Falserejectscan be reducedby adjustingthe decision
thresholdT of a biometricVeri®er, but with a concomitant
increasein the falseacceptrate. This could be disastrous
from a securityperspective. A usablesystemmustbalance
its FAR against its FRR. Using at leastonebiometric with
high accuracy cansharplydistinguisha valid userfrom an
imposterand can strike a good balancebetweenthe two
choices.Higher accuracy canalsobe achieved at the cost
of moresamplesbut that increasesthecomputationalover-
head,which impactsusability.

® Choice of biometrics. For our

Figure 3. Sec­
ureGen mou­
se.

designobjective we needbiomet-
rics that areboth passive and ac-
curate.Passive biometricsdo not
requireactive participationby the
user, (as opposedto active ones,
suchasthosethatusespeech)and
thereforedo not intrude into the
normalactivity of theuserby re-
quiring themto periodicallyper-
form biometric relatedtasksthat
arenot partof their normalactiv-
ity. Such a requirementcan be
distractingand result in low systemusability. Recently
availablecomputerperipheralssuchastheSecugenmouse
[15] incorporatesanoptical®ngerprintscannerat theplace
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wherea userwould normallyplacetheir thumb(Figure3).
This device effectively turns®ngerprint,a normally active
biometric,into apassiveone.Our otherpassivebiometricis
thefaceimage,whichcanbeacquiredatadistancewithout
theuser'sactivecooperation.

¯ Using multiple modalities. Thereis generalagreement
in thebiometric researchcommunity, alsosupportedby the-
ory, seefor example[13], thatusingmultiple types(modal-
ities) of biometrics(with an appropriate combinationrule)
canyield a higherclassi®cationaccuracy thanusingonly a
singlemodality. In thecontext of ourwork here,combining
faceand®ngerprintmodalitiesis useful becausethereare
frequentsituationsin which onemodality is missing,e.g.
whentheuseris lookingawayfrom thecamera,or whenthe
useris not usingthemouse.Finally, attemptingto thwart a
multi-modal systemis a much hardertask than fooling a
single-modalitysystem.

Therearetwo generalwaysof combiningbiometricdata
samplesthatarecomingfrom differentbiometricmodalities
atdifferenttimes[1]:

1. (Time-®rst)Combiningsamplesof eachmodality®rst
acrosstime,andthencombiningthemacrossmodal-
ities. In Figure 4, this schemewould ®rst combine
samplesa;b;c (= u) for face,andd;e; f ; g (= v) for
®ngerprint,thencombineu andv.

2. (Modality-®rst) Combinining acrossmodality ®rst,
thenacrosstime. This would ®rst combinesamples
in theordera;d at theendof t1, b;e at theendof t2

etc.,andthencombineacrossthedifferenttimes.
Recentlyweproposedatechniquethatcombinesthetwo

approachesin whatever order the biometric data is made
available[19]. This paper presentsperformanceresultsus-
ing that techniqueof multi-modal fusion. Thetechniqueis
basedonBayesianprobability (seeSection3.3)andmodels
thecomputersystemasbeingin oneof two states:Safeor
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Figure 5. Integration scheme

Attacked. A Safestateimpliesthatthelogged-inuseris still
presentat thecomputerconsole, while Attackedmeansthat
animposterhastakenovercontrol.4 Theresultof thefusion
is thecalculationof Psafe, theprobability that thesystemis
still in theSafestate.This valuecanthen becomparedto a
pre-de®nedthresholdTsafesetby thesecurityadministrator,
below which appropriateactionmay be taken. A key fea-
tureof ourmethodis thatwecancomputePsafeatany point
in time,whetheror not therearebiometricobservations.In
the absenceof observations,thereis a built-in mechanism
to decayPsafe re�ecting the increasinguncertaintythat the
systemis still Safe.

In thefollowing sectionwe describeour useof faceand
®ngerprintbiometricsin detail,aswell asour techniquefor
combiningthem.

3. Multimodal Biometrics

Weusetwo modalitiesof observations:®ngerprintandface
images. The challengeis to integrate theseobservations
acrossmodality andover time. To do this, we devisedthe
integrationschemeshown in Figure5. Oursystemcurrently
usesthefaceveri®eranda®ngerprintveri®er;othermodal-
ities are possible in the future. Each veri®er computesa
scorefrom its input biometricdata(®ngerprintor faceim-
ages),which is thenintegrated(fused)by theIntegrator. In
the following sections,we describein turn how we com-
putethescorefor eachmodalityandhow wefuse theminto
asingleestimate.

3.1.Fingerprint Veri�er

We acquire ®ngerprint images using the SecureGenTM

mouse(Figure3). The mouse comeswith a softwarede-
velopmentkit (SDK) that matches®ngerprints,i.e., given
two images,it computesa similarity score between0 (very

4Thereis a possibleAbsentstate,to model the situationin which the
userhasleft theconsolebut hasnot loggedout. Becausewe areassuming
ahigh-riskenvironment,it is justi®ableto makeAbsent� Attacked.



dissimilar)and199(identical).Unfortunately, thematching
algorithmis proprietaryandis not disclosedby the vendor.
Nevertheless,we've obtainedgoodresultsusingthe score
generatedby this algorithm.

First we collect 1000 training ®ngerprint imagesfrom
eachof four users.Then,for eachuserwe divide thetrain-
ing imagesinto two sets: thosebelongingto theuser(intra-
classimages),andthosebelongingto others(inter-classim-
ages).For eachset,we calculatethe pairwiseimagesim-
ilarity using the proprietaryalgorithm, and determinethe
histogramof the resultingscores. That is, for eachuser,
we computetwo probability densityfunctions(pdf) – the
intra-classandinter-classpdfs(representedby histograms).
Figure6(a)showsthepairwisepdfsfor a typicaluser. If we
denotethesimilarity scoreby s, the intra-classsetby 
 U ,
andtheinter-classsetby 
 I , thenthesepdfsareP(s j 
 U )
andP(s j 
 I ). Note that the pdfs do not overlapmuch,
indicatingthat®ngerprintveri®cationis reliable(high veri-
®cationaccuracy).

Given a new ®ngerprint imageand a claimedidentity,
the image is matchedagainst the claimed identity's tem-
plate (capturedat enrollmenttime) to producea scores.
From this we computeP(s j 
 U ) andP(s j 
 I ). These
valuesarethenusedby theIntegratorto arriveat theoverall
decision.Section3.3hasmoredetails.

3.2.FaceVeri�cation

To train the faceVeri®er, we ®rst capture500 imagesof
eachof the four usersunderdifferent headposesusing a
CanonVCC4 video camera and applying the Viola-Jones
facedetectoron the image[18]. About 1200faceimages
arealsocollectedof sundrystudentsoncampusto modelas
imposters.For eachuser, weconstructtrainingimagesfrom
two sets:thosebelongingto the user, andthosebelonging
to theimposter. All faceimagesareresizedto 28� 35 pix-
els. For eachset we calculatethe pairwise imagedistance
usingthe L p norm (describedbelow). This constitutesthe
biometricfeaturethatweextractfrom theimageandis sim-
ilar to theARENA method[14]. If wedenotethesimilarity
scoreby s, the setof legitimateusersby 
 U , and the set
of impostersby 
 I , then thesepdfs are P(s j 
 U ) and
P(s j 
 I ). We can now determinethe histogramof the
resultingscores.Figure6(b) shows a pair of pdfs for one
user.

TheL p normis de®nedasL p(a) � (
P

jai jp)
1
p , where

thesumis takenoverall pixelsof theimagea. Thusthedis-
tancebetweenimagesu andv is L p(u � v ). As in ARENA,
wefoundthatp = 0:5 worksbetterthanp = 2 (Euclidean).
Givenanew faceimageandaclaimedidentity, wecompute
the smallestL p distancebetweenthe imageandthe intra-
classsetof theclaimedidentity. This distanceis thenused
asascores to computeP(s j 
 U ) andP(s j 
 I ), which in
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turn is usedin theholistic fusionstep.

3.3.Holistic Fusion

Theheartof our techniqueis in theintegrationof biometric
observationsacrossmodalitiesandtime. This is doneusing
a HiddenMarkov Model (HMM) (Figure7 (a)), which is
a sequenceof statesx t thatªemitºobservations zt (faceor
®ngerprint),for timet = 1; 2; : : :Eachstatecanassumeone
of two values: f Safe, Attackedg. The goal is now to infer
thestatefrom theobservations.

Let Z t = f z1; : : : ; zt g denotethe history of obser-
vations up to time t. From a Bayesianperspective, we
want to determinethe statex t that maximizesthe poste-
rior probability P(x t j Z t ). Our decisionis thegreaterof
P(x t = Saf e j Z t ) andP(x t = Attack ed j Z t ). Using a
little algebra,wemaywrite:

P(x t jZ t ) / P(zt jx t ; Z t � 1) � P(x t jZ t � 1) (1)

and

P(x t jZ t � 1) =
X

x t � 1

P(x t jx t � 1; Z t � 1) �P(x t � 1jZ t � 1) (2)

This is a recursive formulationthat leadsto ef®cient com-
putation. The basecaseis P(x0 = Safe) = 1, because
we know that the systemis Safeimmediatelyupon suc-
cessfullogin. Observe that thestatevariablex t hastheef-
fect of summarizingall previousobservations. Becauseof
our Markov assumptions,we notethatP(zt j x t ; Z t � 1) =
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P(zt j x t ), andthatP(x t j x t � 1; Z t � 1) = P(x t j x t � 1).
Also, P(zt j x t ) is determinedfrom the pdf-pair (Fig-
ure6(b) for face,andananalogousonefor ®ngerprint).As
for P(x t j x t � 1), this is describedby the statetransition
modelshown in Figure 7 (b). In the Safestate,the proba-
bility of stayingput is p, while theprobabilityof transition
to Attackedis (1 � p). Oncein theAttackedstate,however,
thesystemremains thereandnever transitionsbackto Safe.
Finally, notethatEq.1 is usedto computePsafewhenthere
is a biometricobservation,while Eq. 2 is usedwhenthere
is noobservation.

The value of p is governedby domainknowledge: if
thereis no observationfor a long periodof time,we would
like p to be small, indicating that we are lesscertainthat
the useris still safe(andthusmorelikely to have beenat-
tacked). To achieve this effect, we de®nep = ek � t , where
� t is thetime interval betweenthecurrenttimeandthelast
observation,andk is a freeparameterthatcontrolstherate
of decay, which the securityadministratorcan de®ne. In
general,any decayfunctionmaybeusedto specifyp, with
asuitablerateof decay.

4. Integrating biometric feedbackinto the OS

Having consideredsomeissuesin theuseof biometricsfor
security, we now considerdesign issues relating to its in-
tegrationinto theoperatingsystemto make thewholesys-
tem reactive. We considertwo mechanismsfor reaction:
delayingprocesseswhenPsafe < Tsafe, or suspendingthem
entirely, asin Somayaji'swork [16].

Our modelof protectionis intendedfor singlecomputer
useto which userslogin througha bitmappeddisplay(usu-
ally the console)that is directly connectedto it. We also

assumethatbiometricsensorsfeeddatadirectly to thecom-
puter therebyinsuring the integrity of both capturingand
forwardingof the datafor processing.Our currentdesign
affordscontinuousauthenticationprotectionto theªinterac-
tiveºprocessesstartedby theuserafter logging in. This al-
lows processesstarteduponsystembootto beexemptfrom
monitoring,andfor privilegedprocessesstartedafter user
login (suchas executingsetuidprograms)to remainwithin
thepurview of continuousauthentication.

Weconsiderthefollowing design choices.

¬ Identifying interactive sessions. For us, an interac-
tive sessionconsists of all processesderived from the ini-
tial consolelogin. In Unix-basedoperatingsystems,there
is usually a focal point in the form of a display manager
(akin to getty), suchas the KDE kdm program,that col-
lectstheusernameandpassword for authenticationbefore
startingthe user's X session.By taggingthis processand
every processderived from it througha fork()-like inheri-
tancemechanism, we cantag all processesbelonging to a
session.

However, it is possiblefor the sameuserto login more
than once(at different times, thereforedifferent sessions)
andstill have processesfrom anearliersession running,so
we mustdecidewhetherlater loginsalsoauthenticatepro-
cessesstartedin earlierinteractivesessions,or whethereach
login sessionis consideredasdistinct. The former choice
canbeeasilyimplementedby usinga userid-basedmech-
anismfor processmonitoring. In such a mechanism,only
a process's uid ®eld is examinedto determinewhetherit
is subjectto continuousauthentication.Thiswouldnecessi-
tatethatthesameuid notbeusedfor bothlogin sessionsand
for doingbackgroundactivity becauseuserlogoutwouldre-
sult in delayingor freezingsuchprocesses.An exampleof



a usefulservicethat would be impactedis the useof cron
andat job processingwhich mayhappenat any time, even
whentheuseris not currently loggedin.

A moregeneralapproachwould beto identify theentire
processtreederivedfrom theinitial display managerasbe-
longing to a session.This would enabledaemonssuchas
cron andat to work without beingsubjectedto continuous
authentication.

­ When to enforce veri�cati on on processes. A simple
wayto implementthisis to makethecheckuponsystemcall
entry. However, for computeboundtasksthatdo not make
frequentsystemcalls, it might bebetter to alsocheck them
beforestarting their time slice. It is not immediatelyclear
whetherthe latter mechanismwould be useful in practice,
andthattheformerwouldnot suf®ce.

® Policies for controlling the monitored processes.
How should we penalize processeswhenPsafe<T safe? Do
we delay or freezea process,and if we delay it, for how
long?Freezingaprocessmaybeconsideredastheextreme
formof penalty. In somesense,thepenaltychargedtoapro-
cessshoulddependon the ªseverityº of theactioni.e., the
potentialdamagethatcanresultif theactionwaspermitted.
Thestudyof Bernaschiet.al [2] is usefulin thatdetermina-
tion at thesyscalllevel. They divide theLinux 2.2 system
call setinto four threatlevelswith level onebeing themost
critical andlevel four beingharmless.Onepossibility is to
usetheir classi®cation to assignpenaltyto a systemcall.
Our implementation(Section5) providesa mechanismthat
permitsthis speci®cationfor individual systemcalls.

For noncritical actions,we coulddelayprocesses.The
delayaddedto a systemcall ought to be a (inverse)func-
tion of theprobability that thecorrectuseris presentat the
console.But this number is readilyavailable: we cansim-
ply treattheScoreS (seeSection2.1)astherequiredprob-
ability. Recall that in making a veri®cationdecision, the
ScoreS is comparedagainst the thresholdT (in our case,
S = Psafe, T = Tsafe). We canturn this into a formula for
calculatingdelay:

� (S) =

(
0; S � T

e( 1
S � 1

T ) � 1; S < T

wheree is theexponentialfunction. � imposesexponential
delayon thecalling processastheprobabilityof classi®ca-
tion is further awayfrom thedecisionthresholdT. Different
functionswill result in differenttradeoffs betweensecurity
and usability. A function that changesmore rapidly as a
function of (T � S) will provide bettersecuritybut likely
belessusablebecauseFRRerrors(incorrectclassi®cations)
will imposeheavy delaysonprocesses.

In general,it is conceivable that processpenaltyis not
justafunctionof thesystemcall but is ratheramoregeneral
functionof thestateof thesystem,thestateandhistoryof

the calling process,and the argumentsof the systemcall.
Priorwork onsandboxing,for example,thatof NielsProvos
[12] is work in that direction. For our purpose,however,
thesimplermechanismof delayingor freezingprocessesat
systemcall entrysuf®ces.

5. Implementation Ar chitecture

Figure8 depictsthe variouselementsof our implementa-
tion andhow they areintegrated into theoperatingsystem.
We have implementedthis architectureon theLinux 2.4.26
kernel[17] with theKDE graphicalenvironmentrunningon
theRedhat9.0distribution. For faceimagecapture,we use
theEuresysPicolocapture cardandtheCanonVCC4 cam-
era. The capturedimageshave a resolutionof 768 � 576
pixelsandare24-bit deep.The®ngerprintimagesarecap-
tured using the SecugenOptiMouseIII. All experiments
wereperformedon anIntel Pentium 2:4 Ghzmachinewith
512MB RAM. Thedetailsof thevariouselementsof thear-
chitecturearedescribedbelow undertask-relatedgroupings
for easeof understanding.

¬ Starting continuous veri�catio n. Whena userlogs in
at theconsoleusingthekdm sessionmanager[3], kdm au-
thenticatestheuserusingapassword. Additionally, it starts
thefaceand®ngerprintveri®ersandinitializesthemonitor
with theuser-id of theuserthathasloggedin. We achieve
this non-invasively by usingPAM [10] to realizethe side
effect. To do this we addedanentry in /etc/pam.d/kde of
theform

session optional pam_contauth.so

which is invoked during the kdm execution. kdm, being
PAM aware, calls the PAM login authenticationroutine.
This resultsin calling pam_contauth which startsthe f-
ace, fingerprint andmonitor componentsof Figure8, and
setsthesessionnumberof thekdm processto bethevalue
of akernel maintainedintegerca_global_session. This is
donethrougha newly addedsystemcall. A ªsessionºcon-
ceptualizesan interactive login session,andin orderto tag
all the processesstartedby theuserin a givensession,we
maintainanintegervariablein every process's task_struct
thatdenotesits session. Becauseall thecomponentsof the
K DesktopEnvironmentare forked off kdm, the valueof
this variableis automaticallyinheritedacrossprocessforks
andremainsintact acrossexecs. The ca_global_sessio-
n is a counterin the kernelthat is incrementedafter every
successfulkdm login.

Oncethemonitor hastheuser-id of theloggedin user, it
loadsthebiometricpro®le(thebiometricfeaturesto beused
for veri®cation) correspondingto theuserandstartsbiomet-
ric datacaptureusing the video and fingerprint boxes in
Figure8. Thearrows in thediagramdenotethedirectionof
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Figure 8. Architecture of a face veri®cation system integrated with the operating system.

data�o w. Themonitor is thecentralcoordinatingentity in
thearchitecturethatperforms thefollowing tasks:

1. it controls the rate at which biometric data is cap-
tured by querying each biometric device and runs
themodality-speci®cveri®er for thatsample(Section
3.2).

2. it combines the veri®cation results from different
modalitiesobtainedat different times into Psafe, the
probabilitythat thecomputersystemis still Safe(Sec-
tion 3.3).

3. it periodicallycommunicatesPsafe (indirectly, it actu-
ally computesand communicatesthe delay value in
jif®es5) to thekernelso that thekernelcanappropri-
atelyfreezeor delayprocesses.

­ Controlling processes. To supportthe controlling of
processes,wemodi®edtheLinux kernelasdepictedin Fig-
ure 8. Whena userprocessmakesa systemcall, it traps
into the OS kernel and eventually executesthe codethat
implementsthesystemcall [8]. We introducedcontrolpro-
cessingjustbeforethesystemcall is dispatched. To dothis,
we add a kernel global variable(contauth_cb), which is
a function pointerto code that implementsthe processing.
Thisallows theprocessingcode to bedynamically addedto
a runningkernelandalsoservesto localizekernelchanges.
This function is invokedfor everyprocesson everysystem
call.

The total changein the Linux kernel amountsto three
linesof assemblycodein arch/i386/kernel/entry.S, about

5A unit of kerneltime usedby many kernelfunctionsin theLinux op-
eratingsystem.

100 lines in a newly addedC ®lecontauth.c andmiscel-
laneouscodeincluding adding systemcalls to get andset
the kernelvariableca_global_session, and to seta pro-
cess'ssession_id addingto another50 lines.Currentlywe
haveonly onecallbackpoint in thekernelandthatis where
a systemcall is dispatched.In the future we will proba-
bly addmorecallback pointsin thekernelfor ®nerprocess
control, for exampleat the point wherea processis con-
text switched. The performanceimpactof this changeis
describedin ourmicrobenchmarksin Section6.1.

Theoverall pseudocodeof thekernelcontrol processing
is asfollows.

1 double x = current_biometric_classification;
2 boolean below_thresh = (x < threshold);
3

4 if(current->ca_sessid == 0)
5 do_nothing;
6 else if(current->ca_sessid == ca_global_session)
7 f
8 if(syscall is critical && below_thresh)
9 freeze yourself;

10 else if(syscall is !critical && below_thresh)
11 delay yourself by [e( 1=S � 1=T ) � 1] jiffies
12

13 //!below_thresh ) do_nothing;
14 g
15 else if(current->ca_sessid < ca_global_session)
16 unconditionally freeze yourself;

As usedin line 4, eachprocesshasa ªsessionidº in its t-
ask_struct denotedby the ®eldca_sessid. A value of
0 meansthat the processis not rootedat any interactive
session.Suchprocessesarenot controlledin any way as
speci®edby theactionin line5. In thekernel,thevariable
ca_global_session identi®esthesessionid of thecurrent



interactive session if it is in progress,or the sessionid of
the next interactive sessionif noneis in progress.Line 6
testswhetherthe progressbelongsto the current interac-
tive sessionandif it does,its activity is controlled. Other-
wise, it may belongto a prior interactive session(line 15)
in which caseit is frozen. A utility programsimilar to ps
canconceivably bewrittenthatexaminesevery task_stru-
ct andsendsa signalto eachprocesswhose session id cor-
respondsto aprior interactivesession. Thiswouldcleanout
frozenprocessesbelongingto anearlierinteractive session
thatwill neverbeexecuted.

Lines 8-11 specify that critical [2] system calls be
frozen, non-critical onesbe left free while the remaining
onesbedelayed.Thedelay valueis anexponentialfunction
of how far thecurrentprobabilityestimateof userpresence
is from somesuitablethreshold.
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(a)Micro benchmarks

Real User Sys
withoutcontauthveri®cation 276 258 16

with contauthveri®cation 346 263 17
Overhead � 25%

(b) Macrobenchmarks

Figure 9. Performance benc hmarks.

WhenPsafeexceedsTsafe, all frozenprocessesin thecur-
rent interactive sessionare ªunfrozenº,and delayedpro-
cessesaremaderunnable. This is practicallyimportantand
affectssystemusabilitybecauseif theuserlooksawayfrom
thecameraanddoesnot have his ®ngeragainstthemouse,
thesystemmaystartdelayinghis processes.But assoonas

a goodsampleis obtained, the systemoughtnot to penal-
izeprocessesthatarecurrentlybeingdelayedandwait until
their durationof delay hasended.Becausetheexponential
functioncanproducevery largedelayvaluesasPsafe ! 0;
to ensurea rapid recovery oncethemonitor regainscon®-
dencein userpresence,the driver issuesa wakeupcall to
all processesthatweredelayed.

6. Performance

Wedescriberesultsof bothmicro andmacrobenchmarks.

6.1.Micr o benchmarks

To assessthe performanceimpact of our Linux kernel
changes,we ran the lmbench [9] suite to determine the
overheadintroducedin the systemcall path. The results
areshown in Figure9.

The percentoverheadon the y-axis is the percentin-
creasein time for executinga systemcall with our modi®-
cationsfor stoppinganddelayingprocesseswhencompared
with astandard2.4.26Linux kernelthatcanbedownloaded
from www.kernel.org. The overheadis dependenton the
systemcall exercised.Theoverheadis aslow as:4%for the
fork+ execvecombinationtoa3:75%overheadfor read.We
believe this to beacceptable.

6.2.Macro benchmarks

For macrobenchmarktestswe assessedthe performance
impacton compiling the Linux (2.4.26)kernel. The com-
pilation generatesabout1200 object ®les. We chosethe
Linux kernelcompilationbecauseit pollutesthecacheand
its processor utilization is signi®cant.Thefacebiometricis
sampledtwicepersecondwhile the®ngerprintbiometricis
sampledoncein two seconds.Thenumbers in Figure9 are
averagesover threeruns. The overheadis about25% for
ouroperatingenvironment.

7. Usability

A standardmetric for assessingthe usability of a biomet-
ric is its FRR. In our system,falserejectsresultin process
delays,sooneway to measureusabilityis thedelaythator-
dinarytaskssuffer in their time-to-completion.If theover-
head(re�ected asdelay) introducedby the normaluseof
biometricsis x% (seeSection6), thenwe areinterestedin
determininghow much further ordinary tasksaredelayed
undernormal useof the system.We ran somesimpleop-
erationsthatordinaryusersmight performin their useof a
computerto assessthisdifference.

1. ls -R /usr/src/linux-2.4.26 resultsin a ªrealºtime
overheadof 36%, aboutan11%increase.



2. ls -R /usr/local resultsin a ªrealºtime overheadof
37%.

3. grep -R <key> /usr/src/linux-2.4.26 results in a
ªrealºtime overheadof 44%.

All timesareaveragesof 5 runs.Sotheimpacton usability
of using the systemin practiceis an extra 10-20% degra-
dation.While thebiometricveri®cationcanconceivablybe
of�oaded to extra hardware,thedelaysresultingfrom FRR
errorscannot.

For our operatingenvironment,our securitygoalsseem
to be met althoughthat is a qualitative judgmentat this
point. We have tried to switchuserssuddenlyandexecute
rm /tmp/foo, but the system freezesbeforethe command
is fully typed. A caveatis thatkey strokesby the imposter
maynot bedeliveredto theapplication (shell)but only be-
causeit is notexecuting.Whenthecorrect usercomesback,
thesekey strokeswould be deliveredanddamagingaction
performed. To be totally secure,the tty/pty driver or the
X server mustsomehow be madeto discardall userinput
whenaprocessis delayedor frozen.

8. Conclusionand Futur eWork

We believe that thereactive systemthat we setout to build
works reasonably well at this point. Biometricveri®cation
is themainbottleneckin thecomputationandwe arelook-
ing into how to of�oad thatinto anFPGA-basedimplemen-
tation.Wearealsoinvestigatinghow to deriveamathemat-
ical basisfor computingtheªsweetspotºof thesystemthat
maximizesautility function,such asU(u) + S(s) giventhe
variousparametersof the system. u is the raw fractional
delayoverheadin using the systemandU(�) mapsit to a
utility value. Similarly s is a securitymetric,e.g.,theFAR
of the system,andS(�) mapsit to a utility value. u ands
in turnarefunctionsof thebiometricmodalities,theirROC
curves,thenumberof samplesusedfor eachbiometric de-
cision,andthemulti-modality fusionmethod.

Thethrustof thispaperis lesstowardsbiometricsperse,
althoughour multi-modal combinationtechniqueis new;
rather it is abouthow to integratebiometricsas a useful
generalabstractioninto theoperatingsystem sothatall pro-
cessescangain from it, with the aim of enhancing the se-
curity of thesystem.Now thatnewer biometricdevicesare
commonlyappearingthatcanpermitpassive biometricsto
be integratedinto normalcomputeruse,suchabstractions
canbeusefulto investigateatalowerlayersothatcomputer
responsecanbeprovidedin amoregeneraland encompass-
ing manner.
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