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Abstract

In this paperwe describethe theory architecture, imple-
mentation,and performanceof a multi-modalpassivebio-

metricveri cation systenthat continudly veri es thepres-
ence/participationof a logged-in user We assumethat
the userlogged in usingstrong authenticationprior to the
starting of the continuousveri cation process. While the
implementatiordescribedin the papercombhnesa digital

camen-basedace veri cation with a mouse-basedg er-

print readey the architecture is genericenoughto accom-
modateadditional biometic deviceswith different accu-
racy of classifyinga givenuserfroman imposter Themain
thrustof our work s to build a multi-modalbiometricfeed-
badk medanisminto the operating systensothat veri ca-

tion failure can automaticallylock up the computerwithin

someestimateof the time it takesto subvet the computer
Thismustbe donewith low falsepositivesin order to real-
ize a usablesystem We showthroughexperimentalresults
that combiningmultiple suitably chosenmodalitiesin our
theoetical framevork caneffecively do thatwith currently
availableoff-the-sheltommnents.

1. Intr oduction

By continuousveri cation we meanthattheidentity of the
humanoperatingthe computeris continuallyveri ed. Ver
i cation is computationallysimplerthanidenti cation and
attemptsto determinehow “close” an obsenation is to a
known value,ratherthan nding the closestmatchin a set
of known values.Veri cation is arealisticoperationin the
normalusageof acomputersystenmbecauseve canassume
thattheusersidentity hasbeenincontovertibly established
by a precedingstrongauthenticatiormechanism/t is also
appealingbecausé canconcevably beof oadedto ahard-
ware device that is propely initialized with userspeci c
datauponsuccessfulogin.

The sensdan which we are usingidentity veri cation is

wealerthantheultimateaim of techniquesuchasintrusion
detection4] which evenattemptto detectmisuseby theau-
thorizeduserwho would clearly passthe biometric veri -
cationtest. However, host-basedhtrusiondetectiorhasnot
guitebeensuccessfuin practice githerbecausef thecom-
putationarequirementf handlingvoluminousamountof
low level trace,or becausef thelargenumberof falseposi-
tivestha resultfrom anattempto sharplycharacterizeuser
behaior basedon obsered low-level traces. We believe
that continuousveri cation, if realizedef ciently with low
falsepositives,canbe importantin high risk ervironments
wherethe costof unauthorizeduseis high. This canbetrue
for computerdriven airline cockpit control, computersin
banks,defenseestablishmentsand other areaswhoseuse
directly affectsthe securiy andsafetyof humanlives.

Biometric veri cation is appealingbecausesereral of
themthatareeasyto incorporatein ordinarycomputeruse
are passive and they obviate the needto carry extra de-
vices for authetication. In a sensethey are always on
one's “person”, and perhaps little sder thanusing exter-
nal deviceswhich canbe sepaatedfrom their carriermore
easily However, biometric veri cation can be construed
as a matchingproblemand usually makes a probabilistic
judgmentin its classi cation. This makesit error prone.
Furthermore when usedpassively like we are attempting
to do, it canreault in time periodswith no samplesor poor
quality samplesfor example,whenthe useris notlooking
directly into the camera,or whenthe surroundinglight is
poor To avoid both thesepitfalls, researcherdave used
multiple modalities,say ngerprint andfaceimagessimul-
taneously This makesclassi cation morerobustandis also
the approachthat we have takenin this work. Evenwhen
somemodalitiesmay be very accurate they might be in-
herentlylimited in their samplingrate, so combiningthem
with faster(albeitlessaccuratejnodalitieshelpsto Il gaps
betweensuccessive samplesof the bettermodality How-
ever, the useof multiple moddities presupposesdepen-
dentsamplingso that not all modalitiesfail to generatea



valid sampleatthesametime?!

Building aneffective reactivebiometricveri®cationsys-
tem consistsof mary aspects.Not only mustthe veri®ca-
tion resultsbe integratedinto the operatingsystemi,it can
be critical to balanceseveral con icting metrics namely
accurag of detection systemoverheadncurredduringthe
veri®cation,andreactiontimei.e.,thevulnerabilitywindow
within which the systemmustrespondwhenit detectshat
theauthorizediseris nolongerpresentThisrelationships
especiallymportantwhenall theseaspectareperformedn
softwareon the samemachinethatis beingprotectedrom
unauthorizedise.

In therestof thepapermwe describehetheoreticalinder
pinningsof our multi-modalbiometricveri®cationsystem,
our implementation architecture,the OS kernel changes
neededo make the systen reactve to veri®cationfailures,
andthe performancempact of sucha systemon ordinary
computeruse. The goalis to rendera computersystemin-
effective within a certaintime periodof veri®cation failure.
This time shouldbe a consenative estimateof the time it
would take someoneto causeinformation loss (con®den-
tiality, integrity, or availability [11]) onthesystem.

2. Biometrics in Brief

We begin with a brief introductionof someof theimportant
conceptsin biometricsand veri®cation. Readerdamiliar
with theseconceptanay skip aheadwhile readersvanting
moredetailscanreferto [5].

2.1.Basicconcepts

Biometricsis generallytakento mean the measurementf
somephysicalcharacteristicof thehumanbodyfor the pur-
poseof identifying the person. Commontypesof biomet-
rics include®ngerprint,faceimage,andiris/retinapattern.
A moreinclusve notionof biometricsals includesthe be-
havioral characteristics suchas gait, speech patten, and
keyboardtyping dynamics.

When a biometricis usedto verify a person,the typi-
cal processs asshavn in Figure1l. The user®rst presents
her biometric (e.g.the thumb)to the sensordevice, which
capturest asraw biometricdata(for examplea ®ngerprint
image). This datais thenpreprocsasedto reducenoise,en-
hanceimagecontrastetc. Featurearethen extractedfrom
theraw data. In the caseof ®ngerprints,thesewould typ-
ically be minutiae and bifurcationsin the ridge patterns.
Thesefeaturesare then usedto match against the corre-
spondinguser's featuregaken from the databaséretrieved
basedntheclaimedidentity of theuse). Theresultof the

1Face and ®ngerprint may not be totally uncorrelatedn that sense.
However, that's nat the thrustof this paper;ratherthis paperfocuseson
integratingmultiple biometricswithin anOS.
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Figure 1. A typical biometric verication pro-
cess.

matchis cdled aScog, S, typically arealnumberbetveen
0 and 1, where 0 means®mostdissimilar® and 1 means
amostsimilar®. The ®nal stepis to compareS to a pre-
de®nedthreshold , andoutput:
a decisionof #Accept°(when S T), meaningthe
Veri®er considerghe useraslegitimate,or

aRejectqwhen S < T), meaningthe Veri®er thinks
thattheuseris animposter
Someveri®caion systemsalsooutputtUnsure®to indicate
thatthe samplecannotbereliably classi®edoneway or the
other In this case the usermay be asledto re-presenher
biometric.

Of coursethe users biometric featureamust®rst be en-
teredinto the database.This is donein an earlier one-of
phasecalledenmliment The processof enrollmentis usu-
ally similar, consistingalsoof biometricdatacapture pre-
processingandfeatureextraction. However, to increaseo-
bustnessmultiple biometric samplesare usually acquired
(e.g. multiple imagesof the same®nge), so thatthe ver
i®er can?earn®the natual variation presentin the users
biometric.

How accurateis biometrc veri®cation? Thereare two
typesof errorsthata Veri®er canmalke: aFalseAcceptor a
FalseReject TheFalseAcceptRate(FAR) is theprobability
thatthe Veri®erincorrectlyclassi®esanimposterasa legit-
imateuser Thisis asecuritybreach.Onthe otherhand,the
FalseRejectRate(FRR is the probability that the Veri®er
incorrectly decidesthat the true useris an imposter This
is anincorvenienceto the user sinceshemustusuallyre-
sortto anothemeanf verifying herself.In generalwhile
a small FRR canbe acceptedasan incorvenience, a large
FRRvaluecanimpactavailability andmay be construedas
indirectly impactingthe security of the systen11].

In anideal Veri®er, boththeFAR andFRRare zero. In
practice,thereis usually a tradeof betweenthe FAR and
FRR: alower ratefor onetype of erroris achiezableonly
at the expenseof a higherratefor the other This tradeof
is usually describedusingthe Recever OperatingCharac-
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Figure 2. ROC Curves.

teristic (ROC) Curve (Figure 2), which plots (1 FRR)
versusFAR For ary given Veri®er, one candetermineits
ROC simply by varying its decisionthresholdT, running
the Veri®er on testdata,and calculatingtheFAR and FRR
for that value of T. The Ideal Veri®er hasan inverted-L
shapedROC curve, while animperfectVeri®er hasa curve
lying somewherebetweertheldealcurve andthe45 line?
ThePowerof a Veri®eris de®nedastheareaunderits ROC
curwve, andthatis a useful measureof the Veri®er's over-
all accurag in away thatcombineshothits FARandFRR
The greaterthe area,the betterthe Veri®er. In general®n-
gerprintveri®cationis considerednorepowerful thanface
veri®cation.

When using multiple biometrics, individual classi®ca-
tion resultsmustbecombinednto acompositeesult. Com-
putationaloverheadelatedto biometricprocessingnustbe
balancedo getthedesiredtradeoff betweerusability, secu-
rity andremainingcomputationapower availablefor useful
work. We describeheseissiesnext.

2.2.Operational issues

- Computational overhead. Geneally speakingfor all
biometricsthereis a tradeof betweencomputatiorandthe
Veri®er'sPower. For biometricswith wealeraccurag (less
Power), multiple samplescan often be combinedto yield

a moreaccuratecompositeassessmerfor that biometric.
But this requiresmorecomputatiorfor a singleassessment
output, and for continuousveri®cationit canadd a factor
to the computationaload. An effective systemmuststrike

2If a Veri®er hasan ROC curve below the45 line, simply swap its
#Acceptand?Rejectdecisionsandthe ROC curve will move above this
line.

3Therearea plethoraof techniquesof combiningthemfor e.g.,using
the sum, product, minimum, median, and maximum rules[6]. Other
researcherBave useddecisiontreesandlineardiscriminantasednethods
[13].

a balancebetweenload and accurag, especiallywhenall
biometric relatedcompuation is donein software on the
samemachinethatis usedfor computingneeds.

For example,in onesetof measurementhatwe took for
faceveri®cation,theCPUneededor ouroperatingerviron-
mentwasnearly.2sperimage,mostlyincurredin locating
the facein the whole image. This ®gure could be reduced
to .1sby emplgying heuristicssuchasrememigringthe lo-
cationof thefacein theimage,andusingthatasthestarting
pointof facedetectiorfor thenextimage.Theupshots that
processingabout10 framesper secondwould saturatethe
CPU.Addingmultiple sampledo increaseaccurag of this
biometricwould seriou$y impactperformancgabout10%
for eachextra framerate). The alternatve is to combine
faceveri®cationwith anotherdifferentbiometricwhichhas
muchhigheraccurag.

- Usability versus Security. We considerthe FRRof a
biometric systemas a measureof the systems usability,
and its FAR as a measureof its security With a higher
falserejectrate, the veri®cationsysem deduceanore fre-
guently(but incorredly) thatthesygemis underattackand
reactdy freezingor delayingthe currentlylogged-inusers
processesThis would unnecessarilydelaythe users time-
to-completionof ordinarytasksand may make the system
frustratingto use. Thereis evidencethat systemresponse
timeis correlatedo userproductivity [7].

Falserejectscan be reducedby adjustingthe decision
thresholdT of a biometric Veri®er, but with a concomitant
increasein the falseacceptrate. This could be disastrous
from a securityperspectie. A usablesystemmustbalance
its FAR againstits FRR Using at leastone biometic with
high accurag cansharplydistinguisha valid userfrom an
imposterand can strike a good balancebetweenthe two
choices. Higher accuray canalsobe achieved at the cost
of moresampledut thatincreaseshe computationabver-
head whichimpactsusabilty.

® Choice of biometrics. For our
designobjective we needbiomet-

rics that are both passive and ac- }
curate. Passve biometricsdo not A !
requireactive participationby the J
user (asopposedto active ones,
suchasthosethatusespeechand

thereforedo not intrude into the

normalactiity of the userby re-

quiring themto periodically per Figure 3. Sec-
form biometric relatedtasksthat ureGen mou-
se.

arenot partof their normalactiv-
ity. Sucha requirementcan be
distractingand resultin low systemusability Recently
availablecomputerperipheralsuchasthe Secugemouse
[15] incorporatesan optical®ngerprintscannert the place
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wherea userwould normally placetheir thumb(Figure 3).

This device effectively turns®ngerprint,a normally active
biometric,into apassie one. Our otherpassie biometricis

thefaceimage,which canbeacquiredat a distancewithout

theusers active cooperation

~ Using multiple modalities. Thereis generalagreement
in thebiometrc researcltommunity alsosupportedy the-
ory, seefor example[13], thatusingmultiple types(modal-
ities) of biometrics(with an appropride combinationrule)
canyield a higherclassi®catioraccurag thanusingonly a
singlemodality. In the context of ourwork here,combining
faceand®ngerprintmodalitiesis useful becausehereare
frequentsituationsin which one modality is missing, e.g.
whentheuseris looking away from thecamea, or whenthe
useris notusingthe mouse.Finally, attemptingto thwart a
multi-modal systemis a much hardertask than fooling a
single-modalitysystem.

Therearetwo generalwaysof combiningbiometricdata
sampleshatarecomingfrom differentbiometricmodalities
atdifferenttimes[1]:

1. (Time-®rst)Combiningsampleof eachmodality®rst
acrosgime, andthencombiningthemacrossmodal-
ities. In Figure 4, this schemewould ®rst combine
samples; b;c (= u) for face,andd;e;f;g (= v) for
®ngerprint,thencombines andv.

2. (Modality-®rst) Combinining acrossmodalty ®rst,
thenaciosstime. This would ®rst combine samples
in theordera;d attheendof tq, b;e attheendof t,
etc.,andthencombineacrosghedifferenttimes.
Recentlywe proposedtechnigueghatcombineghetwo
approachesn whatever order the biometric datais made
available[19]. This pape presentperformanceesultsus-
ing thattechniqueof multi-modalfusion. Thetechniqueis
basedn Bayesiarprobability (seeSection3.3)andmodels
the computersystemasbeingin oneof two states:Safeor

P(system is safe | biometric observ.)

Gl Face|score
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verifier verifier
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Figure 5. Integration scheme

Attadked A Safestateimpliesthatthelogged-inuseris still
presentatthe computerconsde, while Attadked meanshat
animposterhastakenover control# Theresultof thefusion
is the calculationof Ps4te the probability thatthe systemis
still in the Safestate.This valuecanthen be comparedo a
pre-de®nedhreshold g5 Setby the securityadmiristrator
belov which appropriateactionmay be taken. A key fea-
ture of our methodis thatwe cancomputePgyc atary point
in time, whetheror nottherearebiometricobserations.In
the abgnceof obsevations,thereis a built-in mechanism
to decayPste re ecting the increasinguncertaintythatthe
systemis still Safe

In thefollowing sectionwe describeour useof faceand
®ngerprintbiometricsin detail,aswell asour technguefor
combiningthem.

3. Multimodal Biometrics

We usetwo modalitiesof obsenations:®ngerprintandface
images. The challengeis to integrate theseobsenrations
acrossmodality and over time. To do this, we devisedthe
integrationschemeshowvn in Figure5. Our systencurrently
useghefaceveri®eranda®ngerprintveri®er; othermodal-
ities are possilte in the future. Each veri®er computesa
scorefrom its input biometricdata(®ngerprintor faceim-
ages)whichis thenintegrated(fused)by the Integrator In
the following sections,we describein turn how we com-
putethescorefor eachmodalityandhow we fuse theminto
asingleestimate.

3.1.Fingerprint Verier

We acqure ®ngerprint images using the SecureGef

mouse(Figure 3). The mous comeswith a software de-
velopmentkit (SDK) that matches®ngerprints,i.e., given
two imagesjt computesa similarity scae betweer0 (very

4Thereis a possibleAbsentstate,to modelthe situationin which the
userhasleft the consolebut hasnotloggedout. Becausave areassuming
ahigh-riskenvironment,it is justi®ableto makeAbsent Attaded



dissimilar)and199(identical). Unfortunatelythematching
algorithmis proprietaryandis not disclosedby the vendor
Neverthelesswe've obtainedgood resultsusing the score
generatedby this algorithm.

First we collect 1000 training ®ngerprintimagesfrom
eachof four users.Then,for eachuserwe divide the train-
ing imagesinto two sets thosebelongingto the user(intra-
classimages) andthosebelongingto others(inter-classim-
ages). For eachset, we calculte the pairwiseimagesim-
ilarity using the proprietaryalgorithm, and determinethe
histogramof the resultingscores. Thatis, for eachuser
we computetwo probability densityfunctions (pdf) — the
intra-classandinter-class pdfs(representedy histograms).
Figure6(a)shovsthepairwisepdfsfor atypicaluser If we
denotethe similarity scoreby s, theintra-classsetby ,
andtheinterclasssetby |, thenthesepdfsareP(sj y)
andP(sj ). Notethatthe pdfs do not overlap much,
indicatingthat®ngerprintveri®cationis reliable (high veri-
®cationaccurag).

Given a newv ®ngerprintimage and a claimedidentity,
the imageis mathedagainst the claimedidentity's tem-
plate (capturedat enrollmenttime) to producea scores.
Fromthis we computeP (s j () andP(sj ). These
valuesarethenusedby theIntegratorto arrive attheoverall
decision.Section3.3hasmore details.

3.2.FaceVeri cation

To train the face Veri®er, we ®rst captur®&00 imagesof
eachof the four usersunderdifferentheadposesusing a
CanonVCC4 video canera and applying the Viola-Jones
facedetectoron theimage[18]. About 1200faceimages
arealsocollectedof sundrystudentncampugo modelas
imposters For eachuser we constructrainingimagesfrom
two sets:thosebelongingto the user andthosebelonging
to theimposter All faceimagesareresizedto 28 35 pix-
els. For eachsea we calculatethe pairwise imagedistance
usingthe L, norm (describedbelon). This constituteghe
biometricfeaturethatwe extractfrom theimageandis sim-
ilar to the ARENA method[14]. If we denotethe similarity
scoreby s, the setof legitimateusersby , andthe set
of impostershy |, thenthesepdfsareP(s j ) and
P(sj ). Wecannow determinethe histogramof the
resultingscores. Figure 6(b) shavs a par of pdfsfor one
user = .

Thel, normis de®nedasL,(a) ( jajP)?, where
thesumis takenoverall pixelsof theimagea. Thusthedis-
tancebetweerimagess andv isLp(u  v). Asin ARENA,
we foundthatp = 0:5 worksbetterthanp = 2 (Euclidean).
Givenanew faceimageanda claimedidentity, we compute
the smallestL ;, distancebetweenthe imageandthe intra-
classsetof the claimedidentity. This distances thenused
asascores tocomputeP(sj y)andP(sj ), whichin
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Figure 7. Holistic integration: (a) Hidden
Markov Model; (b) State transitio n model.

turnis usedin the holistic fusionstep.
3.3.Holistic Fusion

Theheartof ourtechniquds in theintegrationof biometric
obsenationsacrosanodalitiesandtime. Thisis doneusing
a Hidden Markov Model (HMM) (Figure 7 (a)), which is
asequencef statesx; that®emit°obsenations z; (faceor
®ngerprint),for timet = 1;2;:::Eachstatecanassune one
of two values: f Safe Attadedg. The goalis now to infer
the statefrom the obsenations.

Let Z; = fz;:::;2zg denotethe history of obser
vations up to time t. From a Bayesianperspectie, we
want to determinethe statex; that maximizesthe poste-
rior probability P (x; j Z). Our decisionis the greaterof
P(x; = Saf ej Z;) andP(x; = Attacked j Z;). Using a
little algebrawe maywrite:

P(xtjZt) I P(zijxt;Zt 1) P(XtJZy 1) (1)

and
. X . -
P(xtjZy 1) = P(xtjxt 1:Z¢ 1) P(Xt 1jZ¢ 1) (2)

Xt 1

This is a recursve formulationthat leadsto ef®cient com-
putation. The basecaseis P(xg = Saf§ = 1, because
we know that the systemis Safeimmediatelyupon suc-
cessfullogin. Obsere thatthe statevariablex; hasthe ef-
fect of summarizingall previous obsenations. Becauseof
our Markov assimptions,we notethatP (z; j X¢;Z; 1) =
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Figure 6. (a) Fing erprint intra-c lass and inter -class histograms for a typical user. (b) Face intra-c lass
and inter -class histograms for a typical user. There is greater overlap in these histograms than in

ng erprint, indicating that face veri cation

P(z j xt), andthatP (x¢ j Xt 1;Z¢ 1) = P(X¢ J Xt 1).
Also, P(z; | x;) is determinedfrom the pdf-pair (Fig-
ure 6(b) for face,andananalogousnefor ®ngerprint).As
for P(x¢ j Xt 1), thisis describedby the statetransition
modelshown in Figure 7 (b). In the Safestate,the proba-
bility of stayingputis p, while the probability of transition
to Attadkedis (1  p). Oncein the Attadked state however,
thesystenremairs thereandnevertransitionsbackto Safe
Finally, notethatEqg. 1 is usedto computePg,se Whenthere
is a biometricobsenation, while Eq. 2 is usedwhenthere
is no obsenation.

The value of p is governedby domainknowledge: if
thereis no obsenationfor along periodof time, we would
like p to be small, indicating that we are lesscertainthat
the useris still safe(andthusmorelikely to have beenat-
tacked). To achieve this effect, we de®nep = € t, where

t is thetime interval betweerthe currenttime andthelast
obsenation,andk is a free parametethatcontrolstherate
of decay which the securityadministratorcan de®ne. In
generalarny decayfunction may be usedto specifyp, with
asuitablerateof decay

4. Integrating biometric feedbackinto the OS

Having consideredomeissuesn the useof biometricsfor
security we now considerdesign isstes relating to its in-
tegrationinto the operatingsystemto make the whole sys-
temreactive We considertwo mechanismdor reaction:
delayingprocessesvhenPgae < Tsafe Or suspendinghem
entirely, asin Somayajis work [16].

Our modelof protectionis intendedfor singlecomputer
useto which userdogin througha bitmappedisplay(usu-
ally the console)that is directly connectedo it. We also

is less reliab le than ng erprint veri cation.

assumehatbiometricsensorgeeddatadirectly to thecom-
puter therebyinsuring the integrity of both capturingand
forwarding of the datafor processing.Our currentdesign
affordscontinuousauthenicationprotectionto the@interac-
tive®processestartedby theuserafterloggingin. Thisal-

lows processestarteduponsystembootto be exemptfrom

monitoring, andfor privileged processestartedafter user
login (suchas executingsetuidprograms)o remainwithin

the purview of continuousauttrentication.

We considetthefollowing desgn choices.

- Identifying interactive sessions. For us, an interac-
tive sessionconsiss of all procesesderived from the ini-

tial consolelogin. In Unix-basedoperatingsystemsthere
is usually a focal point in the form of a display manager
(akin to getty), suchasthe KDE kdm program,that col-

lectsthe usernameandpassverd for authenticatiorbefore
startingthe users X session.By taggingthis processand
every processderived from it througha fork()-like inheri-

tancemechaism, we cantag all processebelongng to a

session.

However, it is possiblefor the sameuserto login more
than once (at differenttimes, thereforedifferent sessions)
andstill have processefrom anearliersessia running,so
we mustdecidewhetherlater logins also authenticatgoro-
cessestartedn earlierinteractve sessionspr whethereach
login sessions consideredasdistinct. The former choice
canbe easilyimplemened by usinga userid-basedmech-
anismfor procesamonitoring. In such a mechanismpnly
a process uid ®eld is examinedto determinewhetherit
is subjectto continuousauthenticationThiswould necessi-
tatethatthesameuid notbeusedfor bothlogin sessionand
for doingbadgroundactiity becauseisedogoutwouldre-
sultin delayingor freezingsuchprocessesAn exampleof



a usefulservicethat would be impactedis the useof cron
andat job processingvhich may happerat ary time, even
whentheuseris not currentl loggedin.

A moregeneralbapproactwould beto identify theentire
procesdreederivedfrom theinitial display managershe-
longing to a session. This would enabledaemonssuchas
cron andat to work without beingsubjectedo continuous
authentication.

- When to enforce veri cati on on processes. A smple
waytoimplementhisis to makethecheckuponsystencall
entry However, for computeboundtasksthatdo not make
frequentsystemcals, it might be beter to alsoched them
beforestartng their time slice. It is notimmediatelyclear
whetherthe latter mechanismwvould be usefulin practice,
andthattheformerwould not suf®ce.

® Policies for controlling the monitored processes.
How shauld we penalize processesvhen Pgg<T sare? DO
we delay or freezea processandif we delayit, for how
long? Freezinga processnay be consideredisthe extreme
form of penalty In somesensethepenalty chagedto apro-
cessshoulddependon the @severity® of the actioni.e., the
potentialdamagehatcanresultif theactionwaspermitted.
Thestudyof Bernaschet. al [2] is usefulin thatdetermina-
tion at the syscalllevel. They divide the Linux 2.2 system
call setinto four threatlevelswith level onebeing the most
critical andlevel four beingharmless.Onepossibility is to
usetheir clasi®cationto assignpenaltyto a systemcall.
Ourimplementatior(Section5) providesa mechanisnthat
permitsthis speci®catiorfor individual systemcalls.

For non critical actions,we could delayprocessesThe
delayaddedto a systemcall oughtto be a (inverse)func-
tion of the probability thatthe correctuseris preseniat the
console.But this numberis readily available: we cansim-
ply treatthe ScoreS (seeSection2.1) astherequiredprob-
ability. Recallthatin making a veri®cationdecison, the
ScoreS is comparedagainstthe thresholdT (in our case,
S = Psate T = Tsate. We canturn this into a formulafor
calculatingdelay:

(
0; S T
()= o+ H 1 os<T

wheree is the exponentialfunction. imposesexponential
delayon the calling processasthe probability of classi®ca-
tionis further awayfromthedecisionthresholdrT . Differert
functionswill reailt in differenttradeofs betweersecurity
and usability A function that changeamore rapidly asa
functionof (T  S) will provide bettersecuritybut likely
belessusablebecaus€RRerrors(incorrectclassi®céions)
will imposeheavy delayson processes.

In general,it is concevable that processpenaltyis not
justafunctionof thesystemcall butis ratheramoregeneral
function of the stateof the system the stateandhistory of

the calling processandthe algumentsof the systemcall.
Priorwork onsandboxingfor example thatof Niels Provos
[12] is work in that direction. For our purpose however,
the simplermechanisnof delayingor freezingprocesseat
systemcall entry suf®ces.

5. Implementation Ar chitecture

Figure 8 depictsthe variouselementsof our implementa-
tion andhow they areintegratd into the operatingsystem.
We have implementedhis architectureon theLinux 2.4.26
kernel[17] with theKDE graphicalenvironmentrunningon
the Redhat9.0distribution. For faceimagecapturewe use
the EuresysPicolocaptue cardandthe CanonvVCC4 cam-
era. The capturedimageshave a resolutionof 768 576
pixelsandare24-bit deep.The ®ngerprintimagesarecap-
tured using the SecugenOptiMouselll. All experiments
wereperformedon anIntel Pentium 2:4 Ghz machinewith
512MIB RAM. Thedetailsof thevariouselementf thear
chitecturearedescribedelon undertask-relatedyroupings
for easeof understanding.

- Starting continuous veri catio n. Whena userlogsin
attheconsoleusingthekdm sessiormanagef3], kdm au-
thenticateshe userusinga passverd. Additionally, it starts
thefaceand®ngerprintveri®ersandinitializesthanonitor
with the userid of the userthathasloggedin. We achieve
this non-invasively by using PAM [10] to realizethe side
effect. To do this we addedan entryin /etc/pam.d/kde of
theform

session optional pam_contauth.so

which is invoked during the kdm execution. kdm, being
PAM aware, calls the PAM login authenticatiorroutine.
This resultsin calling pam_contauth which startsthe f-
ace, fingerprint andmonitor component®f Figure8, and
setsthe sessiomumberof thekdm procesgo bethe value
of akerrel maintainedntegerca_global_session. Thisis
donethrougha newly addedsydemcall. A 2sessiongon-

ceptualizesaninteractie login sessionandin orderto tag
all the processestartedby the userin a given sessionwe
maintainanintegervariablein every process task_struct
thatdenotesdts session Becausall the component®f the
K DesktopErnvironmentare forked off kdm, the value of
this variableis automaticallyinheritedacrosgprocesdorks
andremainsintact acrossexecs. The ca_global_sessio-
n is a counterin the kernelthatis incrementedafter every
successfukdm login.

Oncethemonitor hastheuserid of theloggedin user it
loadsthebiometricpro®le(thebiometricfeaturedo beused
for veri®catin) correspondingo theuserandstartshiomet-
ric datacaptureusingthe video andfingerprint boxesin
Figure8. Thearrowsin thediagramdenotethedirectionof



R

Figure 8. Architecture of aface veri®cation system integrated with the operating system.

data o w. Themonitor is the centralcoordinatingenity in
thearchitecturghatperforns thefollowing tasks:

1. it controls the rate at which biometric datais cap-

tured by querying each biometric device and runs

the modality-speci®overi®er for thatsample(Section

3.2).

2. it combinesthe veri®cation results from different

modalitiesobtainedat differenttimesinto Pgare the
probabilitythatthe computersystemis still Safe(Sec-
tion 3.3).

3. it periodicallycommunicate®sase (indirectly, it actu-
ally computesand communicateghe delay valuein
jif®@es) to the kernelso thatthe kernelcanappropri-
atelyfreezeor delayprocesss.

- Controlling processes. To supportthe controlling of
processesye modi®edthe Linux kernelasdepictedn Fig-
ure 8. Whena userprocessmakes a systemcall, it traps
into the OS kernel and eventually executesthe codethat
implementghe systemcall [8]. We introducedcontrolpro-
cessingustbeforethe systencall is dispatdied To dothis,
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10
11

we add a kernel global variable (contauth_cb), which is

a function pointerto code thatimplementsthe processing.

13
14

Thisallowstheprocessingode to bedynamicdly addedo
arunningkernelandalsosenesto localizekernelchanges.is

This functionis invoked for every processon every system
call.

The total changein the Linux kernelamountsto three
linesof assemblycodein arch/i386/kernel/entry.S, about

5A unit of kerneltime usedby mary kernelfunctionsin the Linux op-
eratingsystem.

100linesin a newly addedC ®le contauth.c and miscel-
laneouscodeincluding adding systemcalls to get and set
the kernelvariableca_global_session, andto seta pro-
cessssession_id addingto anotherb0lines. Currentlywe
have only onecallbackpointin thekemel andthatis where
a systemcall is dispatched. In the future we will proba-
bly addmorecallback pointsin the kernelfor ®nerprocess
control, for example at the point wherea processis con-
text switched. The performancempactof this changeis
describedn our micro benchnarksin Section6.1.

Theoverall pseudacodeof thekernelcontiol processing
is asfollows.

double
boolean

X = current_biometric_classification;
below_thresh = (x < threshold);

if(current->ca_sessid
do_nothing;

== 0)

else if(current->ca_sessid == ca_global_session)
f
if(syscall is critical && below_thresh)
freeze  yourself;
else if(syscall is lcritical && below_thresh)

delay yourself by [e(1=S 1=T) 1] jiffies

/['below_thresh ) do_nothing;

else if(current->ca_sessid
unconditionally freeze

< ca_global_session)
yourself;

As usedin line 4, eachprocesshasa 2sessiond® in its t-
ask_struct denotedby the ®eldca_sessid. A value of
0 meansthat the processis not rooted at any interactve
session. Suchprocessesre not controlledin ary way as
speci®edby the actionin line5. In thekernel,thevariable
ca_global_session identi®esthe sessiond of thecurrent



interactve ses®n if it is in progresspor the sessiond of

the next interactve sessionf noneis in progress.Line 6

testswhetherthe progressbelongsto the currert interac-
tive sessiorandif it does,its actwity is controlled. Other

wise, it may belongto a prior interactve session(line 15)

in which caseit is frozen. A utility programsimilar to ps

canconcevably bewrittenthatexaminesevery task_ stru-

ct andsendsa signalto eachproesswhos sessia id cor

respondso a prior interactve sessn. Thiswould cleanout

frozenprocessebelongingto an earlierinteractve session
thatwill neverbeexecuted.

Lines 8-11 specify that critical [2] systemcalls be
frozen, non-critical onesbe left free while the remaining
onesbedelayed.Thedelay valueis anexponentialfunction
of how far the currentprobability estimateof userpresence
is from somesuitablethresold.

% GRS Quadtiedn>

(a) Micro benchmarks

Real User Sys
withoutcontauthveri®cation| 276 258 16
with contauthveri®cation| 346 263 17
Overhead 25%

(b) Macrobenchmarks

Figure 9. Performance benchmarks.

WhenPgase exceedsT g4t all frozenprocessem thecur
rent interactve sessionare 2unfrozen®,and delayedpro-
cessesiremaderunnable Thisis practicallyimportantand
affectssystemusabilitybecausé theuserlooksaway from
the cameraanddoesnot have his ®ngeragainstthe mouse,
the systemmay startdelayinghis processesBut assoonas

a good sampleis obtaned, the systemoughtnot to penal-
ize processethatarecurrentlybeingdelayedandwait until
their durationof delay hasended.Becauseghe exponential
functioncanproducevery large delayvaluesasPgye ! 0;
to ensurea rapid recovery oncethe monitor regainscon®-
dencein userpresece, the driver issuesa wakeup call to
all processethatweredelayed.

6. Performance

We describeaesultsof bothmicro andmacrobenchmarks.
6.1.Micr o benchmarks

To assesgshe performanceimpact of our Linux kernel
changeswe ran the Imbench [9] suite to detemine the
overheadintroducedin the systemcall path. The results
areshowvn in Figure9.

The percentoverheadon the y-axis is the percentin-
creasen time for executinga systemcall with our modi®-
cationsfor stoppinganddelayingprocessesvhencompared
with astandar®.4.26Linux kernelthatcanbedownloaded
from www.kernel.org. The overheads dependenbn the
systencall exercised.Theoverheads aslow as:4%for the
fork+ execve combinatiorto a3:75%overheador read.We
believe thisto beacceptable

6.2.Macro benchmarks

For macrobenchmarktestswe assessethe performance
impacton compiling the Linux (2.4.26)kernel. The com-
pilation generatesabout1200 object ®les. We chosethe
Linux kernelcompilationbecausét pollutesthe cacheand
its procesesr utilization is signi®cant. The facebiometricis
sampledwice persecondwhile the®ngerprintbiometricis
sampledoncein two secondsThenumbesin Figure9 are
averagesover threeruns. The overheadis about25% for
our operatingervironment.

7. Usability

A standardmetric for assessinghe usability of a biomet-
ric is its FRR In our system falserejectsresultin process
delays soonewayto measuraisabilityis the delaythator-
dinarytaskssuffer in their time-to-completionIf the over-
head(re ected asdelay) introducedby the normal use of
biometricsis x% (seeSection6), thenwe areinterestedn
determininghow much further ordinary tasksare delayed
undernormal useof the system. We ran somesimple op-
erationsthat ordinary usersmight performin their useof a
computerto assesshis difference.
1. Is -R /usr/src/linux-2.4.26 resultsin a 2real°time
overheadf 36%, aboutan11%increase.



2. Is -R /usr/local resultsin a 2real°time overheadof
37%

3. grep -R <key> /usr/src/linux-2.4.26 resultsin a
areal®ime overheadf 44%

All timesareaverageof 5 runs. Sotheimpacton usability
of usingthe systemin practiceis an extra 10-20% degra-
dation.While the biometricveri®cationcanconcevably be
of oaded to extra hardware,the delaysresultingfrom FRR
errorscannot.

For our operatingervironment,our securitygoalsseem
to be met althoughthat is a qualitative judgmentat this
point. We have tried to switch userssuddenlyandexecute
rm /tmp/foo, but the sysem freezesbeforethe command
is fully typed. A caveatis thatkey strokesby the imposter
may not be deliveredto the applicaion (shell) but only be-
causdt is notexecuting.Whenthecorre¢ usercomeshack,
thesekey strokeswould be deliveredanddamagingaction
performed. To be totally secure the tty/pty driver or the
X sener mustsomehav be madeto discardall userinput
whena processs delayedor frozen.

8. Conclusionand Futur e Work

We believe thatthereactve systemtha we setout to build
works reasonalyl well at this point. Biometric veri®cation
is the mainbottleneckin the conputationandwe arelook-
ing into how to of oad thatinto anFPGA-basedmplemen-
tation. We arealsoinvestigating how to derive amathemat-
ical basisfor computingthe2sweetpot®f the systenthat
maximizesa utility function,sud asU(u) + S(s) giventhe
various parameter®f the system. u is the raw fractional
delay overheadin usingthe systemandU( ) mapsit to a
utility value. Similarly s is a securitymetric, e.g.,the FAR
of the system,andS( ) mapsit to a utility value. u ands
in turn arefunctionsof the biometricmodalities their ROC
cunes,the numberof samplesusedfor eachbiometric de-
cision,andthe multi-modalty fusionmethod.

Thethrustof this paperis lesstowardsbiometricsperse,
althoughour multi-modal combinationtechniqueis new;
ratherit is abouthow to integrate biometricsas a useful
generabbstractioninto theoperatingsysten sothatall pro-
cessegangain from it, with the aim of enhanang the se-
curity of the system.Now thatnewer biometricdevicesare
commonlyappearinghat canpermit passie biometricsto
be integratedinto normal computeruse, suchabstractions
canbeusefulto investicateatalowerlayersothatcomputer
responseanbeprovidedin amoregenerabnd encompass-
ing manner
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