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Abstract

Signature-based schemes for detecting Internet worms
often fail on zero-day worms, and their ability to rapidly
react to new threats is typically limited by the requirement
of some form of human involvement to formulate updated
attack signatures. We propose an anomaly-based detec-
tion technique detailing a method to detect propagation of
scanning worms within individual network cells, thus pro-
tecting internal networks from infection by internal clients.
Our software implementation indicates that this technique
is both accurate and rapid enough to enable automatic con-
tainment and suppression of worm propagation within a
network cell. Our approach relies on an aggregate anomaly
score, derived from the correlation of Address Resolution
Protocol (ARP) activity from individual network attached
devices. Our preliminary analysis and prototype indicate
that this technique can be used to rapidly detect zero-day
worms within a very small number of scans.

1. Introduction

Scanning worms are rapidly evolving. Despite some
very promising recent proposals (e.g. see [18]), most
signature-based detection techniques are limited in their
ability to detect newly emerging worms. Compounding the
scanning worm detection challenge are the numerous worm
variants typically launched after an initial outbreak. Slight
code modifications enable worms to evade many signature-
based countermeasures.

Worm infected hosts can potentially initiate thousands
of infection scans per second [12] making automated sup-
pression and containment strategies necessary [13]. The de-
tection methods used within these automated schemes must
be fast and accurate to ensure minimal impact to legitimate
users. Most current worm propagation detection methods
are limited in: (1) their speed of detection, (2) their inabil-
ity to accurately detect zero-day worms, (3) their inability
to detect slow scanning worms, and (4) their high false pos-
itive rate.

Containment within an enterprise network typically in-
volves dividing the network into cells [4]. Although these

cells can be as small as a single system (i.e. host-based con-
tainment) in a large network, the individual cells could be
comprised of hundreds of hosts. The goal of such contain-
ment is to limit infection to individual cells; infection be-
tween hosts within a cell remains unchecked, with the po-
tential loss of the hosts within a network cell considered an
acceptable cost given the alternative of the entire network
becoming infected. In this paper, we propose a detection
technique that detects scanning worms attempting to prop-
agate between hosts within an individual network cell. For
the purposes of our approach, we define a cell as any portion
of a network within a common broadcast domain.

We propose a behavioral signature! to detect scanning
worms within an enterprise environment based on the ob-
servation that a scanning worm targeting systems within its
own network cell exhibits anomalous behavior distinct from
normal Address Resolution Protocol (ARP) [15] activity;
infected systems trigger unusual ARP request activity as
they try to infect susceptible systems within their respective
network cells. More specifically, intra-cell worm-initiated
scans result in discernible behavioral changes in the amount
and pattern of ARP request activity of infected hosts, be-
cause a scanning worm targeting same-cell systems triggers
the broadcast of anomalous ARP requests.

Our Contributions. We present a technique, which we
have implemented and tested in a software prototype, to
both rapidly and accurately detect worm propagation within
enterprise network cells. Based on the following three fac-
tors, we derive an anomaly score for each individual de-
vice?, and use this as an infection indicator for each device
within a cell.

1. Peer list: connections to devices outside the set of in-
ternal devices a host normally interacts with.

2. ARP activity: increases in the average number of ARP
requests each host issues per unit time.

3. Internal network dark space [1, 2]: connections to va-
cant internal IP addresses (i.e. addresses not bound to
any active devices).

'Behavioral signatures [6] are used to describe common aspects of
worm behavior particular to a given worm.

2Hereafter by device, we typically mean a network addressable host
within a broadcast domain.



This approach offers significant performance improvement
from the dynamic queues used by current worm scanning
rate limiting techniques [22, 17] in discovering internal net-
work (i.e. intra-cell) worm scanning (see further discussion
in Section 2). Individually, each of these factors builds on
previous work (e.g. [22, 14, 20]). However, we have com-
bined them into a practical and tested enterprise detection
technique using a layer 2 (i.e. ARP) protocol.

In our test environment, our technique detected simu-
lated scanning worm activity with a minimum sustained
scanning rate of one scan per minute, within three scans,
with a very low false positive rate. The precision of
this first-mile detection enables the use of automated con-
tainment and suppression strategies [13] to stop scanning
worms before they infect other devices within a network
cell.

Our anomaly-based detection approach is appealing for
a number of reasons including the following:

1. Speed: the possibility to detect an infected system
within e.g. three scans.

2. Detection of zero-day worms: possible because the ap-
proach does not rely on the matching of existing worm
signatures to identify suspicious traffic.

3. Scanning rate independence: the approach can detect
both fast and slow scanning worms (assuming a sus-
tained scanning rate of at least one scan per minute -
although this is configurable).

4. Intra-cell protection: our approach addresses infection
of systems within a network cell.

5. Low-false positive rate: our prototype, albeit on a
small network (see Section 5.1), experienced only five
false positives within a two week period and this num-
ber could be further reduced (see Table 2).

Although certain marketing-related documentation of-
fers the possibility that intra-cell worm propagation is ad-
dressed in at least one available commercial product [2] (al-
beit not involving ARP), we are not able to find any de-
tails from available published materials. To the best of our
knowledge, our paper is the first in the open literature to
propose a method and detailed description for, and to report
on an implementation of, a detection technique that enables
scanning-worm detection within a network cell (i.e. intra-
cell propagation).® Used in conjunction with other internal
scanning worm containment schemes that address propaga-
tion between network cells [20, 21, 22], our technique en-
ables a complete enterprise-wide scanning worm detection
capability (i.e. both intra-cell and inter-cell).

The sequel is structured as follows. Section 2 reviews re-
lated work. Section 3 outlines the basic approach. Section 4
discusses our prototype, which is analyzed in Section 5 with
details for a particular dataset and small testbed. Section 6
presents limitations. We conclude in Section 7.

3Here, we assume a network cell contains more than a single device.

2 Related Work

The ARP protocol has been the subject of so-called ARP
cache poisoning attacks [11], in which a device’s ARP
cache is updated with forged ARP request and reply packets
in an effort to change the MAC address of the device to one
in which an attacker can monitor or perform a denial of ser-
vice attack. Other than the involvement of ARP, our work
is unrelated to ARP cache poisoning.

A host-based solution to the scanning worm problem was
discussed by Williamson [22]. His approach is to limit or
throttle the rate of malicious code at the host by determining
if a system is trying to connect to new addresses. If so,
the connection is delayed in order to delay malicious code
propagation. The decision to delay and not drop suspicious
connections reduces the impact of false alarms while still
limiting the spread of malicious activity in the network.

Schechter et al. [17] present a hybrid approach to detect-
ing scanning worms using sequential hypothesis testing and
rate limiting. A first-contact connection is defined as a con-
nection attempt to a host that the system has not previously
connected with. A finite number of these first-contact host
addresses are kept in a queue and transition among three
states: pending, success, or failure. When the queue is full
and new addresses need to be added, the associated connec-
tions are subject to some form of performance penalty that
effectively rate limits new connections from the host.

Certain aspects of our detection technique are similar to
these rate limiting schemes. However, unlike dynamically
allocated queues that record a transient connection history
for a device, our queues are created during a training period
and maintain a complete history of unique internal connec-
tions for each device.

Schemes that characterize internal to remote connections
have to maintain a dynamic connection queue to accommo-
date the wide variance of host addresses the device may try
to connect to during normal network activities (e.g. Internet
web surfing). In contrast, we only need account for device
connections to internal systems within the network. In a
typical network environment (i.e. client server model), in-
ternal devices will try to access only a subset of the devices
within their local subnet. This hypothesis is confirmed by
our analysis in Section 5 (i.e. cf. Table 1, ARP Chain Size).
For any given device, our model is that connecting to de-
vices with which they have prior connection history should
occur at a higher probability than connections to devices
with which they have no connection history.

Ganger et al. [8] developed a software architecture to en-
able self-securing network interfaces. Packets are examined
as they are processed by host software where malicious ac-
tivity can be detected and potentially blocked.

Whyte et al. [21] used DNS activity to detect the pres-
ence of scanning worms within an enterprise network. The
observation of connections outside the network not pre-
ceded by a DNS query was considered anomalous and a
strong indicator of scanning worm activity.



Jung et al. [10] developed an algorithm called Threshold
Random Walk (TRW), to identify malicious remote hosts,
based on the observation that scanners are more likely to
attempt to access hosts and services that do not exist than
legitimate remote hosts. Weaver et al. [20] developed a
scan detection and suppression algorithm based on a sim-
plification of TRW. They use caches to track the activity
of both new connections and IP addresses to reduce the ran-
dom walk calculation, making the algorithm suitable for im-
plementation in both hardware and software.

Zou et al. [23] model requirements for the dynamic quar-
antine of infected hosts. They demonstrate that epidemic
thresholds exist for differing detection and response times.
This work provides a benchmark that any new proposed de-
tection algorithm could use to measure its efficiency. Singh
et al. [18] propose a method to automatically detect worm
propagation based on network traffic characteristics such
as highly repetitive packet content, and IP source and des-
tination address distributions. They have shown that this
method has the ability, with no human intervention, to gen-
erate worm content signatures with a low false positive rate.

Two commercial scanning detectors offer an alternate
approach to detect worm propagation. Forescout [1] and
Mirage [2] networks use a technique called dark-address
detection. These detectors either have knowledge of, or
route unoccupied address spaces within an internal net-
work and detect when systems attempt to connect to un-
used spaces. A variety of network-based solutions to the
scanning problem exist including Silicon Defense’s Coun-
terMalice [4] which is a worm defense solution that proac-
tively identifies and automatically blocks worm activity
within a network. The solution partitions the network into
cells and prevents worms from spreading between the cells.
Moore et al. [14] describe how large portions of routed
IP address space with little or no legitimate traffic can be
turned into a network telescope. The monitoring and an-
alyzing of unexpected traffic sent to a network telescope
provides opportunities to view Internet-wide security events
(e.g. denial of service attacks, Internet worms).

3 Basic Methodology and Approach

In this section we give a high-level overview of our ARP-
based scanning worm anomaly detection approach.

In larger enterprise networks, it is not unusual for net-
work segments to be either logically or physically sepa-
rated. This natural separation of networks can be leveraged
to contain worm propagation within distinct network seg-
ments or cells.

As has been noted elsewhere (e.g. see [21]), the propaga-
tion of scanning worms can be characterized as: local to lo-
cal (L2L), local to remote (L2R), or remote to local (R2L).
In L2L propagation, the worm targets systems within the
boundaries of the enterprise network in which it resides e.g.
scanning within network cells (i.e. intra-cell) or between

them (i.e. inter-cell).* L2R propagation refers to a scan-
ning worm within an enterprise network targeting systems
outside of its network boundary. Finally, R2L propagation
refers to worm scanning from the Internet into an enterprise
network. Our approach addresses L2L. worm propagation
within a network cell (i.e. L2L intra-cell); it does not ad-
dress L2L inter-cell, L2R, or R2L worm propagation.

3.1 ARP Anomaly Detection Approach

Devices that reside within the same network cell use
ARP rather than the Domain Name Service (DNS) to com-
municate. ARP is a layer 2 protocol (i.e. data link layer)
used by the IP protocol to map IP addresses to the physical
hardware (MAC) addresses of network devices. When a de-
vice needs to resolve a given IP address to a MAC address,
it broadcasts an ARP request. The ARP request packet con-
tains the sender’s IP address (source protocol address), the
sender’s MAC address (source hardware address), and the
destination IP address (target protocol address). Each de-
vice within the common broadcast domain receives this re-
quest. The protocol stipulates that only the device with the
specified destination IP address will respond with an ARP
reply. An ARP reply contains both the IP address and MAC
address of the device that responds. ARP activity is a nec-
essary precursor to communications between devices as it
provides the data link layer with the necessary mappings
between the associated IP and MAC. ARP was designed as
the intermediary between IP and MAC addresses within lo-
cal subnets. Other technologies such as Windows Internet
Naming Service (WINS), Internet Protocol (IP), and Do-
main Name Service (DNS) that enable communication out-
side of local subnets all rely on ARP.

For the purposes of our approach, we define a scan as
an ARP request. An ARP request indicates that a system is
trying to resolve an IP address to a MAC address for some
type of connection. However, it is possible for a host to
connect to a device without an immediately preceding ARP
request. Once a device performs an ARP request, the MAC-
to-IP address mapping within an ARP reply is maintained
locally in the device that receives it in a table called an ARP
cache. Only the device that made the ARP request receives
the ARP reply. The ARP cache entries also have an as-
sociated time to live (ttl) and are dynamically entered and
removed. If an ARP reply is received by a device and the
MAC address already appears within its cache, it is over-
written by the update. As long as the ARP reply remains
in the local cache, subsequent connections to the same de-
vice will result in the MAC address being obtained from the
cache rather than through an ARP request. The affect of
ARP caches on our approach is discussed in Section 3.1.2.
Our technique can be deployed on any device within the
broadcast domain, even in a switched network fabric, and
as it only processes ARP requests, it is extremely efficient.

“Topological scanning worms (e.g. Nimda) employ this strategy [19].



L2L scanning activity results in unusual ARP activity,
namely: (1) an infected device will use ARP to try to con-
nect to some devices within the internal network with which
it had no previous history of connecting to pre-infection; (2)
the number of ARP requests generated per fixed unit time
(e.g. every 60 seconds) will increase; and (3) in those net-
works where not all IP addresses within a netblock have
been allocated, ARP requests will be generated for nonex-
istent systems (i.e. for internal network dark space). We
now discuss in turn how we use these behaviors to derive an
aggregate anomaly score for each device within a cell.

3.1.1 Peer List (Customary ARP request targets)

Each time an ARP request is generated, any observed new
source protocol address is recorded as an index entry within
the peer list. The corresponding target protocol addresses
of the respective queries are added as entries indexed by
the corresponding source protocol address. Over a training
period, we build an index of active systems within the net-
work cell (i.e. ARP requestors) and the list of devices (ARP
chains) they are trying to connect with. The individual el-
ements within each ARP chain are derived from the set of
IP addresses queried by the ARP requestor. If an ARP re-
questor queries the same device more than once, this activ-
ity is ignored (i.e. no duplicate entries exist within an ARP
chain). Typically, individual devices will only communicate
with a small subset of other internal devices that offer some
sort of service (e.g. DNS, file, router, etc.).>

For each device ¢ in a cell, we assign an anomaly score
for the peer list factor (a1) as: ai,; = x where x is the
number of ARP requests as made by device ¢ (in the current
sample interval) which are outside of device ¢’s ARP chain.
In our testbed, the device identifier ¢ corresponds to the last
octet in the device’s IP address. Subsequent distinct con-
nection attempts outside a device’s ARP chain within the
detection window (see Section 3.2) result in a linear growth
for this anomaly factor.

The running total of the a; factor for device ¢ is the sum
of the ay,; values over all sample intervals in the current
detection window. More specifically, let afz denote the
anomaly score a; as defined above at sample interval j;

then the running total for a; ; for the current detection win-

w—1 a(j—k)'

dow of width wis Ay ; = >, 1,

3.1.2 ARP Activity (Number of ARP requests)

The number of ARP requests is recorded for each active de-
vice within the network over discrete sample intervals (e.g.
60 seconds) during the training period. Once the training
period is complete, the mean (Z) and standard deviation
(o) of the observed ARP request activity are calculated for
each individual device. We set a (somewhat arbitrary) upper

5This assumption is violated e.g. in P2P networks and highly dis-
tributed cooperative network environments (see Section 6).

bound and call it the expected maximum ARP request activ-
ity (E;) for device i within a sample interval: E; = ¥ + 20.

A primary factor in choosing this value is that in a nor-
mal (i.e. Gaussian) distribution, 95% of the data values will
fall within two standard deviations of the mean value; how-
ever, it should be clear that other selections may be equally
or more useful. Once the training period has ended, the ob-
served (i.e. subsequently monitored) ARP request activity
O; for each device i, is compared to F;. O; > E; may
indicate anomalous scanning activity.

We assign an anomaly score for the ARP activity factor
(az) for device ¢ as follows:

o O; — FE; ;if O; > E;
“271_{ 0 if O; < Fy 1)

Similar to the a; factor, this calculation is performed dur-
ing each sample interval to determine a running total within
the detection window (see Section 3.2) for each device. As
device i’s ARP request activity (O;) increases beyond F;,
as,; increases linearly. For instance, server 192.168.1.11
has T = 1.579, 0 = 1.036, and F;; = 3.651. If O1; = 5
then az1; = 1.349. This factor is particularly useful in
addressing the affect of local ARP caches and large ARP
chains (as discussed in Section 5.3.2).

3.1.3 Internal Network Dark Space

Internal network dark space is defined during the training
period. Looking at the peer list in its entirety, we derive
a set of internal system addresses that comprise the active
systems within the cell. ARP requests for IP addresses not
contained within this set we consider to be anomalous, and
refer to as internal network dark space.

We assign an anomaly score for the internal network
dark space factor (a3) during a given sample interval as:

a.—{o
3,% y

We suggest that the value y be assigned such that it is the
same for all devices () and a single observed connection
to an internal network dark space address should generate a
value as ; sufficient on its own to meet the alert threshold r
and generate an alarm (i.e. in our prototype, we set y = r;
see Section 3.2).

;if no dark space scans
;if device i scans dark space

2

3.2 Setting Alert Thresholds

Our implementation requires that a scanning worm ex-
hibit a minimum sustained scanning threshold of one scan
per minute. Therefore, we define a sample interval as 60
seconds (i.e. t = 60 seconds). The choice of sample in-
terval directly affects the amount of state information that
must be maintained by the prototype. The detection win-
dow of width w (= number of sample intervals) is the period
of time in which observed anomaly scores for factors a; and





















