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Abstract

We presente-NeXSh,a novel security approach that
utilises kernel and LIBC support for ef�ciently defending
systemsagainst process-subversion attacks. Such attacks
exploit vulnerabilities in software to override its program
control-�ow and consequentlyinvoke systemcalls, caus-
ing out-of-processdamage. Our techniquedefeatssuch at-
tacks by monitoringall LIBC functionand system-callin-
vocations,andvalidating themagainstprocess-speci�cin-
formationthatstrictly prescribesthepermissiblebehaviour
for theprogram(unlikegeneral sandboxingtechniquesthat
require manuallymaintained,explicit policies,we usethe
program codeitself as a guidelinefor an implicit policy).
Anydeviation fromthis behaviouris consideredmalicious,
and we halt the attack, limiting its damage to within the
subvertedprocess.

We implementede-NeXShasa setof modi�cationsto the
linux-2.4.18-3 kernel and a new user-spaceshared
library (e-NeXSh.so ). Thetechniqueis transparent, re-
quiring no modi�cations to existing libraries or applica-
tions. e-NeXShwasable to successfullydefeatboth code-
injection and libc-basedattacks in our effectivenesstests.
Thetechniqueis simpleandlightweight,demonstrating no
measurableoverheadfor selectUNIX utilities, anda negli-
gible1.55%performanceimpactontheApachewebserver.

1 Intr oduction

In recentyears,the issueof process-subversionattacks
hasbecomevery important,asis evidencedby thenumber
of CERT advisories[2]. Theseareattacksthatexploit pro-
grammingerrorsin software to compromiserunning sys-
tems. Sucherrorsallow the attacker to override the pro-
gram's control logic, causingthe programto executecode
of their choosing.This codeis eithermaliciousexecutable
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codethat hasbeeninjectedinto the process'memory, or
existing functionsin theStandardC library (LIBC) or else-
wherein the programcode. In eithercase,the attacker is
ableto compromisetheprocess,andgenerallycangaincon-
trol of thewholesystemif theattackedprocesswasrunning
with root privileges(this is often thecasewith server dae-
mons).

To cause any real damageoutside of the compro-
mised process,e.g., to spawn a shell or to open the
/etc/passwd �le for editing,theattackerneedsto access
kernel resourcesvia systemcalls. Therehasbeensignif-
icant researchin recentyearsresultingin a wide rangeof
process-sandboxingtechniquesthat monitor applications'
system-callinvocations[27, 31, 32, 33, 48, 49, 50, 58].
Thesesystemsgenerallyrequiremanualeffort to specify
explicit sandboxingpolicies,exceptwhensuchpoliciescan
be automaticallygeneratedfrom applicationcodeor train-
ing runs.Then,thepoliciesareofteneitherimprecise,pro-
ducinga largenumberof falsepositives,or involve signif-
icant ( � 2 � ) overheads— thesearedescribedin morede-
tail in � 5. Othertechniquesprevent the executionof code
in datamemory[3, 5, 10, 13, 38, 40, 55] to defeatcode-
injection attacks,randomisethe addressesof functionsin
the StandardC library (LIBC) [3, 14, 20] to deter libc-
basedattacks,usestaticanalysesto remove vulnerabilities
from software[12, 19, 21, 35, 44, 46, 59], or instrumentap-
plication codeto detectrun-timeattacks[22, 47, 28, 57].
Thereexist problemsand/or limitations of thesesystems
too, including largeoverheadsor breakingof applications,
the possibility of mimicry or brute-forceattacksthat can
bypassthedefencemechanisms,andtheinability to specify
or protectall vulnerabilities,respectively. Theselimitations
arealsocoveredin � 5.

In this paper we present e-NeXSh, a simple and
lightweight techniquethat usesprocess-speci�cinforma-
tion — this informationconsistsof disassemblydataindi-
catingthe memoryboundariesof all functionsin the pro-
gram,aswell as the call sitesfor system-callinvocations
in the programcode— to defeatboth code-injectionand
libc-basedattacks. The technique's novelty lies in how it



builds on thesystem-callinterceptionmodelusedby Intru-
sionDetectionSystems(IDS), andextendstheideato user-
spacecodeto monitor invocationsof LIBC functions. We
utilise the programcodeand its disassemblyinformation
asguidelinesfor animplicit policy to prescribenormalpro-
grambehaviour, ratherthanmanuallyde�ning explicit poli-
cies. We show thate-NeXShcreatesan “effectively” non-
executablestackandheapthat permit the executionof all
codeexceptsystem-callinvocations(even via LIBC func-
tions).Thismakesour techniquepracticalevenfor applica-
tionsthathave a genuineneedfor anexecutablestack.We
haveevaluatedaprototypeimplementationof our technique
on x86/Linux, andhave demonstratedef�cacy at defeating
bothlibc-basedandcode-injectionattacks,including100%
effectivenessagainstWilander's benchmarktest-suite[64],
in ourevaluations.We providefurtherdiscussionin � 5.

Our implementationconsistsof two parts: a user-space
componentto interceptandvalidateLIBC functioninvoca-
tions,andakernelcomponentto dothesamefor system-call
invocations. The user-spacecomponent(implementedas
a sharedlibrary: e-NeXSh.so ) interceptsinvocationsof
LIBC functions,andvalidatesthecall chainagainstthepro-
gram's binary codeandits disassemblyinformation. This
componentcan detectlibc-basedattacksthat redirect the
targetedprogram'scontrol-�ow into LIBC functions,to in-
directly issuesystemcalls. If an invocationhasa legiti-
matecall chain (i.e., one that matchesthe programcode
anddisassemblydata),we indicatethis to thekernelcom-
ponent,andthenforwardthecall onto theappropriatefunc-
tion in LIBC. Ourkernelcomponentextendsthesystem-call
handlerin the Linux kernelto interceptandverify that all
system-callinvocationsaremadefrom legitimatelocations
in theprogram(or LIBC) code.Thesecomponentscollec-
tively block all pathsthat an attacker may take to invoke
systemcalls.

An importantadvantageof ourtechniqueis thelow over-
headaddedto systemexecution — we report negligible
run-timeoverheadsfor bothApachebenchmarksandcom-
monUNIX utilities. By implementingour techniquewithin
LIBC andkernel call handlers,we have managedto cap-
italise on the relatively large execution time required to
processmostsystemcalls (including time spentin LIBC),
versusnormal procedurecalls. Our designalso permits
transparentintegrationwith applications,without needing
to modify either sourceor binary code for both applica-
tionsandtheStandardC library (LIBC). Thishasmany ad-
vantages— for instance,our techniquecanbe appliedto
legacy andthird-partyapplicationsfor whichthereis noac-
cessto thesourcecode.Furthermore,e-NeXShcanbeused
in conjunctionwith otherdefencemechanismsthat instru-
mentapplicationexecutablesor library binariesto perform
run-timechecking. Even thoughwe modify the kernel in
our implementation,we canselectively enforcetheprotec-
tion mechanism,allowing mostprograms[that do not need

thesecurity]to rununaffected.
Therestof thispaperis structuredasfollows: wepresent

anoverview of our approachin � 2. We describeour imple-
mentationof e-NeXShin � 3, andpresentan evaluationof
our techniquein � 4. We discussrelatedwork in � 5, and
someremainingissuesin � 6, andconcludein � 7.

2 Approach

Publishedguidelines[4, 6,9] andanalyses[7, 15, 23, 24]
of process-subversion attacksindicate that theseattacks
generallycontainthefollowing integral elements:the trig-
gering of somesecurityvulnerability in the target appli-
cation,causinganoverwriteof somecodepointer memory
location,makingit point to maliciouscodeof theattacker's
choosing.Theseelementscomprisetheanatomyof attacks,
andis illustratedin �gure 1. Then,astheprogramcontin-
uesexecution,it eventuallyactivatesthis overwrittencode
pointer, andbeginsexecutingtheattackcodein question.
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Figure 1. Anatomyof anAttack.

Researchefforts have resultedin tools for identifying
and/oreliminatingvulnerabilitiesfrom applicationcode,as
well asat run-timetechniquesfor detectingthatvulnerabil-
ities may have beenexploited or that certaincodepointer
may have beenoverwritten. Ratherthan monitor all ex-
ploitablevulnerabilitiesandover-writablecodepointers,we
focusonthethirdelementof attacks,i.e.,themaliciouscode
that attackers execute. Our techniqueis then able to de-
featboth known and yet unknown attacks, regardlessof
thespeci�c vulnerabilitiesthey exploit, or thespeci�c code
pointersthey overwrite.

The executedmalcodeis invariably either executable
codethat the attacker hasinjectedinto the programmem-
ory, or existing code in the programor its referencedli-
braries,andin all cases,is executedto invokesomesystem
call(s). Recognisingthis fact,we have basedour technique
on the monitoring of system-callinvocationsboth within
the kernel and at the user-spacelevels. We can trivially
identify directinvocationsof systemcallsby injectedcode,
from within the kernel. Furthermore,we monitor calls to
LIBC functionsto detectif existing codein theprogramor
its libraries is executedto indirectly invoke a systemcall
(this generally is by way of the appropriateLIBC func-
tion). Speci�cally, we interceptcalls to LIBC functions
at the user-spacelevel to inspectandvalidatethe program



stack.By interceptingbothpathsto invoking systemcalls,
wecandetectwhenacompromisedprogramattemptsto in-
vokesystemcalls.Wealsorandomisetheprogrammemory
layoutto preventmimicry attackswouldotherwisereplicate
theprogramstackin orderto presentaseeminglyvalid call
stackto our checkingsubsystem.

Table1 providesa high-level overview of theevolution
of e-NeXShin responseto increasinglysophisticatedand
adaptiveattackmechanisms:

Attacks mechanismsand Defencemeasures

Code-Injection
attacks

Attack executableattackcodeinjectedinto data
memoryinvokessystemcallsdirectly.

Defence the kernel componentof e-NeXShex-
aminesthe“returnaddress”for systemcalls
to identify code-injectionattacks.

(LIBC-based)
Existing-Code
attacks

Attack attacker invokes systemcalls indirectly
by redirectingprogram�o w-of-control to
existing trap instruction in either appli-
cation or library code, e.g., LIBC. This
avoids the ®rst-level defenceagainstcode-
injectionattacks.

Defence the LIBC componentof e-NeXShin-
terceptsinvocationsof sharedlibrary calls,
andveri®estheprogramstacktrace(main
Ð to library function), and thus detects
existing-codeattacks.

(Stack-faking)
Mimicry
attacks

Attack attacker re-createssignaturefor a valid
programstack-traceto give e-NeXShthe
impressionof anormalprogramrun.

Defence randomisethe programmemorylayout
(activation recordheaders� returnaddress,
old framepointer� , offset of programdata
stack,andoffsetof programcodesegment)
to preventattackersfrom re-creatingavalid
stack-tracesignature.

Table 1. High-level overview of defencetactics in
e-NeXShandpossiblecountermeasures.Each attack
mechanismis a countermeasure to the immediately
precedingdefencetechnique.

3 Implementation

In this section,we describethe two componentsof our
e-NeXShimplementationfor the Linux operatingsystem
runningon x86 hardware.We thenillustrateits operations,
i.e., thesequenceof events,for handlingbothnormalpro-
grambehaviour andattacksin progress.Weendthissection
by enumeratingsomebene�tsof our technique.

3.1 Validating System­CallInvocations

We usethesystemcallsemittedby a programasan in-
dication of its behaviour, similar to traditional host-based
intrusion detectionsystems(IDS) that infer programbe-
haviour from audit patterns,i.e., the observedsequenceof
systemcalls emitted [34, 42, 43, 58, 65] by the running
program. While thesesystemsgenerallyusesourcecode-
basedstaticmodelsto determinemaliciousactivity, we use
speci�c informationassociatedwith system-callandLIBC
invocations. The novelty in our techniqueis that we ex-
tendthechecking“deeper”into theapplication'scall stacks,
thus making it more dif�cult for an attacker to launch
mimicry [60] (or libc-based)attacks.

We chosea kernel-based,system-callinterpositiontech-
nique to utilise the resource-managerrole of the operat-
ing systemkernelfor monitoringtheinvocationsof system
calls.Similarto normalfunction-callingconventionsin user
code,a system-callinvocationalsostoresinformation(the
programcountervalue) about the caller code in the pro-
gramstack. We extendedthe system-callhandlingutility
in thekernelto verify that it waslegitimateapplication(or
library) codethatmadethesystem-callinvocation.Specif-
ically, we checkto seethat the virtual memoryaddressof
thetrap machineinstructionthatissuedthesystemcall is
locatedin oneof the codesegmentsfor the process.The
kernelmaintainsinformationon all the differentcodeand
datasegmentsthat compriseeachprocess'run-timemem-
ory. Our kernelmodi�cationssimply checkstheread-write
�ag for the given memoryaddress.A “writable” �ag de-
notesdatamemory, whichwenow assumecontainsinjected
codethat's invokingasystemcall. On theotherhand,legit-
imateinvocationsof systemcalls occurfrom non-writable
codememoryaddressesthat are associatedwith a “read-
only” �ag.

3.2 Validating LIBC Function Invocations

We extendthis caller-validationideainto theuser-space
to validateinvocationsof LIBC functions. This is imple-
mentedin the form of a sharedlibrary (e-NeXSh.so )
containingcorrespondingwrapperfunctionsfor eachLIBC
function that is intercepted— we currentlyprovide wrap-
personly for functionsthat areuseful to an attacker [65]
(someof thesefunctionsare:chmod, connect , execve ,
fork , open , mmap, mprotect , socket ). We set the
LD PRELOADenvironmentvariable to ensurethat LIBC
functioninvocationsmadebyprogramsaredirectedintoour
sharedlibrary. Eachwrapperfunction consistsof the fol-
lowing steps:authoriseLIBC-basedsystemcalls, validate
thecurrentcall stack,andresumeexecutionby invokingthe
intendedLIBC function,or kill theprocessif authorisation
fails. We describethemostcomplex step(call-stackvalida-
tion) �rst.
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Figure 2. The stack trace yields bar 's return ad-
dressas 0x0BBF. We de-referencethis memoryad-
dress(wecanverify that it is containedwithin foo ),
andinspecttheprecedingcall instructionto extract
its operand.Thisoperandis 0x0CC0, which wethen
verify to match bar 's startingaddress.In this man-
ner, giventhe return addressfor the stack framefor
“ foo callsbar ”, wecanusethemachinecode(from
the.text section)to verify that thecaller-calleere-
lationship is legitimate. We repeatthesechecks for
each returnaddressin thestack traceuntil we reach
main() .

3.2.1 Validating the Call Stack

Each wrapper function performsa stack walk along the
dynamic chain of intermediatefunctions starting from
main() andendingwith the function that eventually in-
voked the LIBC function. This yields a list of returnad-
dressvaluesfor eachof theintermediatefunctions:we �rst
verify thateachof thesereturnaddressesexistsin thewrite-
protectedmemoryregion reservedfor theapplicationcode,
viz., the.text section(we assumethatinformationabout
therangeof the.text sectionfor theprogramcodeis pro-
vided by the kernel). We theninspectthe .text section
of the processmemoryto extract anddecodeeachcall
instruction precedingthe instructionsat thesereturn ad-
dresses.We cannow verify that theabsolutetargetaddress
of this direct call instructionexactly correspondsto the
beginning addressof the function that is one level deeper
in thecall chain. In otherwords,for eachcaller-calleepair
in thedynamicchain,we canvalidatethecall siteandtar-
get site memoryaddressesagainstthe startandendlimits
for both functions. Our techniquefor validating the call
stackis similar to stack-tracingtechniquesin [26] andthose
in Java for checkingaccesscontrol [61], but without the
bene�t of Java's extensive run-timeinformation. Figure2

illustratestheveri�cation of a singlecaller-calleefunction
relationship,wherefoo callsbar .

The x86 architecturede�nes other (indirect) call in-
structionsthatareof variablelength,anddo notencodethe
true target of the call instructions. Instead,they utilise
indirectaddressesstoredin registersor thememoryat run-
time. Thispreventsusfrom staticallyproducingcall graphs
to de�ne all possiblecaller-calleerelationships,andforces
usto acceptany functionasa potentiallyvalid targetfor an
indirect call instruction. An attacker could thenpoten-
tially overwritea functionpointervariableor a C++ VPTR
entry, andcausearedirectionof controldirectly into aLIBC
function.

Thereareanumberof optionsavailableat thispoint: we
cancountersuchattacksby requiringthe innermostcaller-
calleepair in thedynamicchain(wheretheapplicationpro-
graminvokesthe LIBC function) to be a direct call in-
struction— this hasthepotentialto falselylabelsomeap-
plications as being compromisedif they invoke the pro-
tectedLIBC functionsvia function pointers(the applica-
tionswehaveevaluateddonotuseindirectcall instructions
to invoke LIBC functions).Anotherapproachis to run the
programin trainingmodeandlog theoccurrencesof code
pointersin thecall stack. Assumingthat theseinvocations
did not alreadylead to a processcompromiseduring the
trainingstage,theloggeddatacanbeintegratedinto thedis-
assemblyinformationfor the program. This allows future
occurrencesof thesecodepointersto be accepted.A third
option is to usea simplestatic-analysis[11] engineto pre-
computesetsof acceptablevaluesfor thetargetaddressfor
indirect calls. Correctlyusingthis new informationwould
increasethememoryfootprintof e-NeXSh.so . However,
therun-timeoverheadsshouldbeminimalsincethisdatais
referencedonly for call-stackinstancesthatincludeindirect
calls. Evenso,theremaypotentiallybeanef�cient means
to furtherreducetheseoverheads.

3.2.2 Authorising SystemCalls

Before validating the call stack, the wrapper func-
tion invokes a new system call that we de�ned as
syscall libc auth . This system call is used to
indicate to the kernel that the checking mechanismin
e-NeXSh.so hasveri�ed theuser-spacesectionof thecall
stackfor upcomingsystemcalls.Westorearandom1 32-bit
noncein thestackframe,andpasstheaddressof thisnonce
in thesystemcall. This ephemeralnoncevalueexistsonly
for the durationof the executionof the wrapperfunctions
in e-NeXSh.so (it is erasedbeforethewrapperfunction
returns; seebelow), meaningthat it is never available in

1The 64-bit result from the rdtsc machineinstructionindicatesthe
value of the clock-cycle countersincethe machine's last boot-up. The
least-signi®cant32bitsof this resultprovidesuf®cientrandomnessfor our
purposes.



memorywheneverany attackercodemaybeexecuting.We
canthuspreventinformationleakagein amannersimilar to
Karger [36] for cross-domaincalls, andhenceprevent re-
playattacksthatreadandre-usenonces.

Thekernelcodefor syscall libc auth veri�es that
this system-callinvocation's call site is in thecodesection
of e-NeXSh.so , andthenstorestheaddressandvalue(by
dereferencingthe locationon the user-spacestack)of the
noncein theprocess'PCB,andreturnscontrol to theuser-
space.Later on, whenverifying systemcalls invoked via
LIBC functions, the kernel checksto make sure that the
noncethat was speci�ed most recently still exists at the
givenlocation(thenoncelocationbecomesinvalidwhenwe
obliteratethe noncevaluefrom the stack,seenext). Note
that by settingthe noncebeforevalidating the call stack,
we are able to prevent attacksthat might otherwisejump
into themiddleof our wrapperfunctionsto skip the initial
checks.

After issuingtheauthorisationsystemcall andvalidating
the call stack,the wrapperfunction resumesthe program
executionby passingcontrol to theoriginal LIBC function
(referencedviaexplicit dlopen / dlsym calls)whichmay,
in turn, invoke systemcalls. Thesesystemcalls are ac-
ceptedby the kernelsincenot only are they invoked by a
trap instructionlocatedin thecodesection(of LIBC), but
alsobecausethenoncevaluethatwaspassedto thekernel
is still valid. WhentheLIBC functioncompletesexecution,
it will returncontrolto our wrapperfunction. We now zero
out thenoncevalueon thestack(to eliminatethepossibil-
ity of any mimicry attackre-usingthenonce),andreturnto
the application. We reducedthe overheadfrom an earlier
implementationthat involved a separatesystemcall to in-
dicateto thekernelthatthecurrente-NeXSh.so wrapper
hadcompletedits execution,andwasreturningcontrol to
theapplication.

Multi-threadedapplicationsmayenableattackersto use
a parallel thread to invoke malicious systemcalls (this
threadwould still needto usea libc-basedattackto avoid
issuinga systemcall directly from datamemory)afterget-
ting a legitimate programthreadto carry out the system-
call authorisation. We counterthis threatby implement-
ing semaphore-basedsynchronisationin thee-NeXSh.so
wrapperfunctionsto ensurethat multiple threadsare not
concurrentlyallowedinto thecritical LIBC (andsubsequent
system-call)functions. This could potentially causesyn-
chronisationproblemswith systemcalls thatblock on I/O,
e.g., read on a socket interface. However, noneof the
LIBC functionswecurrentlyprotectareblockingfunctions.

3.2.3 Attacks Against e-NeXSh

An attacker could attempta direct target at the e-NeXSh
protectionmechanismby overwriting theprogramstackto
make it appearasa valid run for the given program. This

allowstheattacker to issueany systemcall thattheapplica-
tion could invoke duringnormalexecution.Thedifference
is, of course,in thesystem-callparameterbeingprovided:
anattackercouldexploit this loopholeto accesscritical �les
by compromisingany programthatdoes�le I/O. Thisprob-
lem is similar to that of attackersoverwriting critical pro-
gramdatathatareusedasparametersfor systemcalls,and
ageneralsolutionis to manuallyde�ne policies[49] to dic-
tatethesetof �le-system resourcesthat eachprogramcan
access,for instance.

This loopholein e-NeXShallows an attacker to create
a fake, but seeminglyvalid, stack,andconsequentlypass
both the LIBC- and kernel-basedchecks. Such attacks
havebeendemonstratedin [17] to mimic a valid program
stack, allowing them to successfullybypasscommercial-
gradesandboxingproductsandconsequentlyinvokesystem
calls. Later, we describehow we cancountertheseattacks
by usingsimplerandomisationtechniquesto makeit signif-
icantlyharderfor anattacker to re-createa valid stack.

Kruegel et al. [41] describe a binary code-analysis
methodinvolving symbolic execution[39] of victim pro-
grams,to constructattacksthat can automaticallyregain
programcontrol even after issuingsystemcalls (possibly
by usingfakedstacks).Thesearemimicry attacksof a dif-
ferentkind [41, 60] in thatthey intendto invokeanumberof
systemcallsmatching a valid audit trail for thegivenpro-
gram,enablingthemto evadedetectionby traditionalhost-
basedIDS systems[34, 42, 43, 58, 65] thatmaybemonitor-
ing suchprogramaudit trails. Kruegel's attacksusefaked
stacktracesto thwart Feng's [27] andSekar's [53] stack-
veri�cation techniques,andthenrepeatedlyregainprogram
control, allowing them to defeatthe defencetechniques'
audit-trailmonitoringmechanisms.In thismanner, Kruegel
hasreducedthetaskof breakingtechniquessuchas[27, 53]
into amatterof invokingsystemcallsanumberof times.

A critical requirementfor Kruegel'sgeneratedattacksto
successfullyregainprogramcontrol after a system-callin-
vocationis their needto maliciouslymodify codepointers,
speci�cally, entriesin theProcedureLinkageTable(PLT)2.
In this regard,we cantrivially renderKruegel'smethodin-
effectiveby extendinge-NeXSh.so 's initialisation(when
theprogramis loaded)to carryout eagerevaluationof the
program's PLT, andsubsequentlywrite-protectingthePLT
to preventany updates.Preventingtheattackfrom updating
thesecodepointershastheeffect thatit eliminatesthepos-
sibility of Kruegel's attacksregainingprogramcontrol af-
ter attemptinga system-callinvocation.However, eventhis
mayberedundantgiventheincreaseddif�culty in creatinga
fakestackthatcanevadee-NeXSh.so , asdescribednext.

The core elementsof creatinga fake stackare: deter-
minewhatmemorylocationsin thestackshouldcontainthe

2Kruegel statesthatothercodepointers,e.g.,functionpointers,do not
reliablyproduceasuccessfulexploit



returnaddressandold frame-pointervaluesfor activation
records,andoverwrite theselocationswith valuesthat are
valid for a normalprogramrun. We employ randomisation
ondifferentportionsof theprocessmemorylayoutto make
it hardto fake thestack.We �rst offsetthestartinglocation
of theprogramstackby arandom16-bitvalueasin [14], in-
creasingthedif�culty for anattacker in �guring out which
memoryaddresseson the stackto overwrite. We canalso
useeithera suitablymodi�ed compiler[22, 37] or binary-
editing tool [47] to obfuscate(using32-bit XOR keys) the
storedvaluesin the stack-frameheadersfor the returnad-
dressandold frame-pointervalue.NotethattheXOR keys
needto becommunicatedto andstoredin e-NeXSh.so to
reconstructtheoriginalreturnaddressandold frame-pointer
valueswhentraversingandvalidatingthe stack— the lo-
cation where thesevaluesare storedcan be randomised,
andprotectedagainstscanningattacksby storingbetween
unmappedmemorypages(an attacker trying to readfrom
thesepageswill causea memoryprotectionviolation, and
thuscrashtheprocess).

Obfuscatingthe stored return addressand old-frame
pointer valuessigni�cantly increasesthe dif�culty for an
attacker in determiningwhat valuesto write on the stack
framesto simulatea valid stack.Evenif hedoes�gure out
which locationson thestackto overwrite,hewouldneedto
know the XOR valuesfor both the returnaddressandold
frame-pointer. Finally, we alsorandomisethestartingoff-
set(asin [14]) for the.text segmentby a random24-bit
value,thusrandomisingfunctionaddressesin theprogram
code. This further increasesthe dif�culty for an attacker
to �gure out what values(for functionreturnaddresses)to
write on theprogramstackto mimic avalid stack.

Thesearestandardcompile-timeor programload-time
techniquesfor obfuscatingtheprogram'sstacksegmentand
codesegmentlayout, andcanbe implementedfor no ad-
ditional run-timecostwhile still increasingthe work-load
for a brute-forceattackby a factorof up to �����

�
(16 + 32

+ 32 + 24). Combininge-NeXSh's system-callandLIBC
function-callmonitoringwith theseobfuscationtechniques
addressestheirmutualshortcomings,andmakesfor a more
powerful defencesystemthanwith eithertechniquein iso-
lation. For instance,a programprotectedsolely by these
obfuscationtechniques,i.e., in theabsenceof ourcall mon-
itoring, cantrivially be defeatedby an attacker simply in-
jectingandexecutingcodein datamemory, or overwriting
aprogramcodepointerto invokeaLIBC function— this is
demonstratedby brute-forcingattacktechniquesasreported
in Shacham[54]. Conversely, e-NeXSh's call monitoring
techniquesaresusceptibleto stack-fakingattacksin theab-
senceof suchobfuscations.

3.3 Operation

We now describethe normal invocationof LIBC func-
tionsby applicationcodeanda libc-basedattackscenario.

A code-injectionattack that issuessystemcalls directly
from datamemorywill obviouslybedetectedby ourkernel
code.By de�ning theLD PRELOADenvironmentvariable,
the program's invocationsof LIBC functionsare directed
into the appropriatewrapper function in e-NeXSh.so
which issuestheauthorisingsystemcall, validatesthepro-
gramcall stack,andinvokestheintendedLIBC function,in
order. On theotherhand,a standardlibc-basedattackwill
generallytransfercontrol directly into the original LIBC
function. Consequently, whenthis function issuessystem
call(s),ourkernelcomponentwill correctlyrejectthemdue
to the lack of authorisation(i.e., the last speci�ed nonce
location hasbeeninvalid sincethe last invocationof any
e-NeXSh.so wrapperfunction). A more sophisticated
libc-basedattackthat inspectsthe entriesin the Procedure
LinkageTable(PLT) or GlobalOffsetTable(GOT) canin-
voke the relevant wrapperfunction in our sharedlibrary.
However, thecall stack-validationcodewill detectthedevi-
ationfrom theprogram'snormalbehaviour, andcanlog the
attackattemptandhalt theprocessby issuinga SIGKILL
signal. Directly issuingsystemcalls for both logging and
signalingandalsonot returningcontrol to the application
makesour techniqueinvulnerableto extendedattacks,e.g.,
[16, 41], thatmayhave compromisedthe logging-or exit-
handlercodeasa meansof regainingcontrol.

Figure3 illustratesa successful,legitimateinvocationof
the sys execve systemcall by function foo in the ap-
plication code,as well as an unsuccessfulattemptby the
maliciouscodeshellcode to invoke functionsin LIBC.
As a result,maliciouscodecaninvoke systemcallsneither
directlynor indirectlyvia LIBC functions.

3.4 Transparencyof Use

Our implementationimposesno interferenceon normal
systemoperations. Firstly, we can enforceprotectionon
only thoseprogramsthat needsecurity, e.g., server dae-
monslike httpd , sendmail , smbd, imapd , andleave
the rest of the systemunaffected. The user-spacecom-
ponente-NeXSh.so canbe disabledby simply not set-
ting the LD PRELOADenvironmentvariable. We created
a �ag in the kernel's ProcessControl Block (PCB) data
structurethat has to be set in order for our kernel com-
ponentto validatesystem-callinvocations. This �ag can
be setby a variety of meansin the kernel's processload-
ing code:(a) theLD PRELOADenvironmentvariableis set
(andcontainse-NeXSh.so ), (b) theprogram'snamecon-
tainsthe pre�x enxProtect , or (c) the programimage
containsanELF [56] sectiontitled enexsh , consistingof
pre-computeddisassemblyinformationfor theprogramand
thereferencedlibraries.



1 #include <string.h>
2
3 char *shellcode =
4 "\xeb\x1f\x5e\x89\x76\x08\x31\xc0"
5 "\x88\x46\x07\x89\x46\x0c\xb0\x0b"
6 "\x89\xf3\x8d\x4e\x08\x8d\x56\x0c"
7 "\xcd\x80\x31\xdb\x89\xd8\x40\xcd"
8 "\x80\xe8\xdc\xff\xff\xff/bin/sh";
9

10 int main(void) {
11 char buffer[96];
12 int i = 0, *p = (int *) buffer;
13 while (i++ < 32) *p++ = (int) buffer;
14 strncpy (buffer, shellcode,
15 strlen (shellcode));
16 return 0;
17 }

Figure 4. Samplestacksmashingattack.
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Figure 3. Thesequence(abcdef)indicatesa success-
ful system-callinvocationby “valid” function foo ,
beingroutedthroughthenew execve wrapperfunc-
tion in e-NeXSh.so andtheoriginal LIBC wrapper
function execve , in order. Step(b) representsthe
operationsof thenew wrapperfunction,startingwith
it informing thekernel to authorisethe invocationof
sys execve , and endingwith the stack traceand
caller-calleeveri�cations, just before before calling
theoriginal LIBC function. Step(d) signi�es theex-
ecutionof the trap instruction,and the triggering of
thesystem-callsignalhandlerin thekernel,andstep
(e) representsthe kernel performingits own checks,
verifying that the calling code's virtual memoryad-
dressis in read-onlymemory, and that the currently
requestedsystemcall is authorised(by checking the
nonce).Thesequence(xde)indicatesanunsuccessful
attemptby attack codein shellcode to invoke the
samesystemcall via LIBC. Theattack fails thenonce
check at step(e), becausethesystem-callinvocation
hasnotbeenauthorised.

Our techniqueallows for codeexecutionon the stack
and heapas long as it doesnot invoke a systemcall or
LIBC function. A bene�t of this featureis that e-NeXSh
doesnotbreakapplicationswith agenuineneedfor anexe-
cutablestack,e.g.,LISP interpreters.However, by prevent-
ing system-callor LIBC functioninvocationsfrom thestack
or heap,e-NeXShcreatesan “effectively” non-executable
stack and heap. This is an improvementover true non-
executablestackandheaptechniquesthat eitherbreakle-
gitimateapplications,or requiresigni�cant effort to allow
suchcodeto executeon thestackor heap.

4 Evaluation

In this section,we reporton our evaluationsof theef�-
cacy andusability of our technique.We conductedexper-
imentsto measureboth its effectivenessin protectingthe
systemfrom variousattacks,andimpactto thesystemper-
formance.

4.1 Ef�cacy

The foremostobjective of any protectionmechanismis
successfuldefenceagainstattacks.We have usede-NeXSh
to defeatstack-andheap-basedcode-injectionattacksbased
on our modi�ed versionof Aleph One's stacksmashingat-
tack (�gure 4), and an example libc-basedattack using
the sampleprogramin �gure 5. To further test our tech-
nique's effectivenessagainstattacks,we ran a benchmark
test-suitecompiledby Wilander and Kamkar [64]. This
code-injectionattacktest-suitecontains20 differentbuffer-
over�ow techniquesto overwritevulnerablecodepointers,
viz., function's return address,function pointer variables,
old framepointer, andlongjmp buffers,in all of thestack,
heap, .bss and data segmentsof processmemory. e-
NeXShwasableto achieve100%effectivenessby defeating
all 20attacks,asigni�cant improvementoverthemere50%
achievedby ProPolice[25], thebestbuffer over�ow detec-
tor tool evaluatedby Wilander. A dynamicbuffer-over�ow
detector[51] alsomanaged100%effectivenessusing this
test-suite,however with a considerablylarger (upto ������� )
overhead.We discussperformanceissuesdueto e-NeXSh
next.

4.2 Usability

The usability issuesrelatedto incorporatingany secu-
rity mechanismaremanifold, including impacton system
performance,increasein programdisk or memoryusage,
any other interferencewith normalsystemoperation(e.g.,
breakingcertainapplications),andeaseof incorporatingthe
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Figure 6. e-NeXShmicro-benchmark: Systemcalls.
Thethreecolumnsindicatemeanexecutiontime for
each systemcall on: (a) a stock Linux system,(b) an
e-NeXSh-enhancedLinux system,but without apply-
ing either kernel or LIBC protection,and (c) full e-
NeXShprotection.Thevaluesare normalisedto col-
umn(a), i.e., themeanexecutiontimefor stock Linux.

Apache Macro-benchmarks: ApacheBench
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Figure 7. e-NeXSh macro-benchmark:
ApacheBench. The height of each column indi-
cates the number of requeststhat Apache could
processeach second.

1 #include <unistd.h>
2
3 char *argv[] = { "/bin/sh" };
4 int main(void) {
5 void **fp = (void **) &fp;
6 fp[2] = execve;
7 fp[4] = argv[0];
8 fp[5] = argv;
9 fp[6] = 0;

10 return 0;
11 }

Figure 5. Samplelibc-basedattack.

technique(e.g.,any manualeffort required).We focuspri-
marily on the impactto systemperformancedueto our in-

terceptionof LIBC functionandsystem-callinvocations.

4.2.1 ExecutionOverheads

We ran a set of micro-benchmarksto determine the
worst-caseperformancehit on system-callinvocations(via
LIBC), and macro-benchmarksto determinethe perfor-
mance impact on real-world software. We used the
ApacheBenchbenchmarkingtool from the ApacheHTTP
Server project[1] andseveralcommonUNIX tools for the
macro-benchmarks.Our resultsshow that e-NeXShim-
posesasmallperformanceoverheadonaveragefor Apache-
1.3.23-11( � 1.5%reductionin request-processingcapabil-
ity), and tools like tar and gzip . Thesebenchmarks
werecompiledwith thegcc-3.2 compilerwith nodebug-
ging, andno optimisation.Thebenchmarkswererun on a
1.2GHzPentiumIII machinewith 256MBof RAM. Timing
measurementsweremadeusingthegettimeofday func-
tion for the micro-benchmarktests,and the UNIX time
tool for themacro-benchmarktests.ApacheBenchprovided
its own timing results.

Micr o-benchmarks We wrotea C programthatusesthe
gettimeofday function to measurethe systemtime to
invoke eachLIBC function (correspondingto the system
call, seenext) LIMIT timesin a loop (LIMIT == 10,000).
We thendivided the total time by LIMIT to get the mean
executiontime per invocation. We collectedsuchvalues
from 10 runs,andaveragedthe median8 valuesfor each
systemcall. Figure6 showstheresultsfor individualmicro-
benchmarksto assessupper-boundperformanceoverhead
for several potentiallydangeroussystemcalls (that would
beusedby anattacker), a systemcall (brk ) frequentlyin-
voked for dynamicmemoryallocations,anda lightweight
systemcall (getpid ).

Note the spikesfor open , mprotect , connect and
socket systemcalls, indicatingoverheadsof almost � � .
We ran additional testswith varying LIMIT (1, 10, 100,
1000,and10000)for eachof thesesystemcalls,anddiscov-
eredthatthee-NeXShoverheadpersystem-callinvocation
(theoverheadsettlesin therange3–8��� per2–4��� system-
call executiontime)becamemoreprominentathigheritera-
tions— theseadditionalresultsaretabulatedin appendixA.

Macro-benchmarks We chosetheApacheBenchbench-
marking suite for the Apache [1] HTTP server project
as a realistic benchmark for evaluating the perfor-
mance impact of e-NeXSh. Apache is ideal for this
purpose owing to its wide-spread adoption, and to
the fact that it exercises many of the wrapper func-
tions in e-NeXSh.so such as connect , execve ,
fork , open , and socket . We ran the ab tool
from ApacheBenchwith the parameters: -n 10000



Normal e-NeXSh Overhead
Benchmark in seconds in seconds in percent

ctags 9.98� 0.14 9.91� 0.10 -0.60� 1.93
gzip 10.98� 0.62 11.19� 0.44 2.09� 6.45

scp 6.30� 0.04 6.29� 0.04 -0.15� 0.96
tar 12.89� 0.28 13.12� 0.46 1.84� 3.91

Table 3. e-NeXShmacro-benchmark:UNIX utilities,

-C 1000 http://localhost/50KB.bin to simu-
late 1000 concurrentclients making a total of 10,000re-
questsfor a50KB �le throughtheloopback network de-
vice (i.e., on thesamehostasthewebserver, to avoid net-
work latency-inducedperturbationsto our results).We col-
lectedand averagedthe resultsfor 5 runs of ab for each
servercon�guration(seenext). Themachinewasotherwise
unloaded.

Table2 shows theresultsof our macro-benchmarktests
(alsoplottedin �gure 7). TheApacheserversuffersasmall
� 1.55%decrease(thoughthe standarddeviation indicates
that this decreaseis insigni�cant) in request-handlingca-
pacity while running underfull e-NeXShprotection(col-
umn3, Apache+ENX), ascomparedto runningon a stock
Linux system(column 1, Apache). Column 2 (Apache
-ENX) signi�es the Apache server running unprotected
on top of an e-NeXSh-enhancedkernel, however with e-
NeXShdisabled.

Apache Apache(-ENX) Apache(+ENX)
14796.13� 244.96 14663.88� 142.90 14566.67� 197.86

(decreasein throughput) -0.87% � 1.98 -1.55% � 2.14

Table 2. e-NeXShmacro-benchmark:ApacheBench.
Thevaluesin the �r st data row indicatethe number
of HTTPrequestshandledpersecond(averagedover
5 runs,andcorrespondingstandard deviation)by the
serverin each con�guration. Thesecondrow shows
theaverage decreasein throughputin comparisonto
Apacherunningonstock Linux.

We alsoran someteststo determinee-NeXSh's impact
on the performanceof common, non-server UNIX pro-
grams.Table3 shows theexecutiontime (averagedover 5
runs,andcorrespondingstandarddeviation)for thectags ,
gzip , scp and tar utilities, measuredusing the UNIX
time command. Three of thesetests involved a local
glibc-2.2.5 coderepository: we ran ctags to gen-
erateindexes for the GLIBC sourcecode, tar to create
an archive of the sourcecoderepository, andscp to up-
load the archive �le to a remoteserver (usingpublic keys
for automaticauthentication).We alsocreateda 50MB �le
by readingbytesfrom /dev/random , andwecompressed

this �le usinggzip (it compressedtheGLIBC archive too
fastfor us to get a meaningfultime measurement).These
resultsshow thatoverheadaddedby e-NeXShto thesecom-
monprogramsis insigni�cant: in the �nal column,the re-
portedoverheadis consistentlysmallerin magnitudethan
thestandarddeviation.

4.2.2 Other Usability Issues

Recall that e-NeXShoperatescompletelytransparentlyto
applicationsandexisting libraries,meaningthat their disk
usageremainsconstant. The run-time memoryusageof
protectedprogramsincreasesby thesizeof thedatastruc-
turerepresentingfunctionboundaries(at16bytesperfunc-
tion, Apache-1.3.23-11has790 functions, i.e., increased
memory footprint of � 3KB) in e-NeXSh.so . If the
e-NeXSh.so sharedlibrary is customisedfor eachap-
plication,this will increasethedisk usagemarginally (cur-
rently34KB).

Once the kernel has been patched, and a suitable
e-NeXSh.so sharedlibrary madeavailable,applyinge-
NeXShprotectionto anapplicationis asimplematterof by
settingtheLD PRELOADenvironmentvariable.Unlike the
non-executablestackandheaptechniques,e-NeXShdoes
not break applicationsthat require execution of code on
thestackor heap,or requirecomplex workaroundsto “un-
break” them. Also, extendinge-NeXSh.so with a new
wrapperis very easy, requiringonly a one-lineC macroto
de�ne thewrappedLIBC function'ssignature.

5 RelatedWork

Our techniqueis similar to existing work in threegen-
eralareasof securityresearch:(a) system-callinterposition
techniquesfor processsandboxingor intrusion detection,
(b) techniquesthat prevent the executionof injectedcode,
and(c) addressobfuscationtechniquesto combatlibc-based
attacks.Thoughthereexist certainoverlapsin theseareas,
wediscusseachareaseparately.

5.1 System­CallInter position

System-callinterception-basedintrusion-detectionsys-
tems[18, 32, 34, 58, 62, 63] aresimilar to our technique
in that they passively observe processbehaviour. The ob-
served behaviour of the running program,as signi�ed by
its audit trails, i.e., the sequenceof systemcalls issuedby
therunningprogram,is validatedagainstanabstractFinite
StateMachine(FSM) modelthat representsnormalexecu-
tion of themonitoredprograms.Thesemodelcanbe con-
structedeitherduringatrainingphase,or it canbegenerated
from other compile-timeinformation about the program.
Running thesesystemswithin acceptableoverheadshas



generallyresultedin lossof precision,yieldingalargenum-
ber of falsepositives,andsometimeseven falsenegatives.
Gif�n [33], anothersystemcall-driven, intrusion-detection
system,is an improvementover WagnerandDean's tech-
nique[58] thatusesstaticdisassemblytechniquesonSolaris
executablesto createa precise,yet ef�cient model (based
on the Dyck language)to representthebeginningandend
of function invocations. Feng [27] and Rabek[50] take
theconceptof system-callinterceptiona stepfurtherby in-
spectingreturnaddressesfrom thecall stackto verify them
againstthe setof valid addressesfor the program. This is
similar to our (kernel-level) conceptof validating the vir-
tual memoryaddressof codethat issuesthe trap instruc-
tion, andthevalidationof thecall stackreturnaddressesin
e-NeXSh.so . However, thesesystemsincur largerover-
headsasthey getthekernelto extractandverify individual
returnaddressvaluesfrom theprogramcall stack,whereas
we only have to validatea singleaddressin thekernel. In-
stead,weverify theuser-spacecall stackcompletelywithin
ouruser-spacecomponent.Anotherimportantadvantageof
our systemis thesimplicity of our technique— insteadof
anFSM-basedmodel,we simply usetheprogramcode(as
acall-graphmodel)to validateprogramcall stacks.

Gao'sevaluation[29] concludesthatmimicry attackscan
breakanomaly-detectiontechniquesthat interceptsystem
calls and analyseaudit trails. Thesemimicry attacksex-
ploit the fact that suchanomaly-detectiontechniquesde-
�ne normal program behaviour in terms of audit trails.
Our techniqueis not similarly vulnerableto theseattacks
since we monitor not audit trails over a period of time,
but rathertheentirecall stackto validateagainstthestatic
programcode. In � 3.2.3, we discussedthe ineffective-
nessagainste-NeXShof Kruegel [41], a similar method
for automatingmimicry attacksagainstcertainclassesof
intrusion-detectionsystems.A Phrackarticle [17] presents
a mimicry attack[29, 41] (usingfakedstackframes)to de-
feattwo commercialsandboxingproductsfor theWindows
operatingsystem,viz., NAI Entercept and Cisco Security
Agent, that performkernel-basedveri�cation of the return
addresseson theuser-spacestackandthereturnaddressof
the trap call. Thesedefencetechniquesare tricked into
acceptingthefakedstackframessincethey only checkthat
the returnaddressesfrom thestack-traceexist in a .text
section.Our full caller-calleevalidationin e-NeXSh.so
combinedwith the stack-and code-segmentobfuscations
( � 3.2.3)would thwart a Linux versionof this attack,given
thatwemake it muchharderto fake thestack.

Linn et al. [45] presenta defencetechniquethat is very
similar to e-NeXShis termsof its objectivesandmethods.
They also usethe locationsof trap instructionsin code
memoryto identify illegal invocationsof systemcalls by

code-injectionattacks— whereasourkernelmodulesimply
inspectsthe“returnaddress”of system-callinvocationsand
checksthememorypage'sread/write�ag, Linn's technique
usesthePLTO [52] binaryrewriting tool to pre-processex-
ecutable�les to constructanInterruptAddressTable(IAT)
of valid sitesfor systemcalls.TheIAT is loadedby theker-
nel, and referencedfor a matching“return address”entry
whenvalidatingeachsystem-callinvocationduringthepro-
gramrun. Linn's techniqueinheritsthePLTO tool's inabil-
ity to handledynamicallylinkedexecutables,andhencehas
to includeall referencedlibrary code,e.g.,LIBC, in asingle
staticexecutableto dealwith the trap instructionsin the
LIBC code. e-NeXSh,on the otherhand,still only needs
to verify that the “return address”of the trap instruction
exists in a write-protectedmemoryarea— for LIBC, this
would be the code-segmentof libc.so in the program
memory.

Besidestheir methodof monitoringsystem-callinstruc-
tions to identify code-injectionattacks,Linn alsoincludes
a mechanismparallelto our e-NeXSh.so , i.e., for identi-
fying attacksthatuseexistingtrap instructionsin thepro-
gram(or library) codeto invoke systemcalls. Linn classi-
�es theseattacksinto “known address”and“scanning”cat-
egories,andfocusesonusingobfuscationtechniquesto de-
featsuch“scanning”attacks,including(a) usingthePLTO
tool to replacethetrap instructionswith othermachinein-
structionsthatareguaranteedto alsocauseakerneltrap,(b)
removing from executablesany symbolic informationthat
might aid an attacker in �guring out wherethe trap in-
structionswerereplaced,(c) interspersingnop -equivalent
instructionsin theprogramcode,and(d) interspersingthe
addressspaceof the executablewith munmap'd memory
pages.This collectionof obfuscationtechniquesservesto
preventa “scanning”attacker from usinganexisting trap
location in theprogramcodeto invoke systemcalls. How-
ever, whencomparedto e-NeXSh.so that accomplishes
thesamepurpose,weseethatLinn'sperformanceoverhead
(15%)is approximately� ��� greaterthanthatfor e-NeXSh.
Linn attributestheir largeoverheadprimarily to a degraded
instruction-cacheperformance,andpointsoutthattheir lay-
outrandomisationeasilyleadsto ahighrateof TLB misses.
Anotherdisadvantageof their techniqueis theneedto mod-
ify theexecutable�les in a highly intrusive fashion,which
is likely to complicatemattersfor bothdebuggingpurposes
andinteroperabilitywith other, independentdefencetech-
niques.

Someintrusion-detectionsystemsrequiremanualeffort
to de�ne and updateexplicit policies [18, 49] to restrict
programs'run-timeoperations.Our techniqueobviatesthe
needfor suchexplicit policies:instead,weusetheprogram
codein the .text segmentandits disassemblyinforma-
tion asguidelinesfor animplicit policy.



5.2 DefenceAgainst Code­Injection Attacks

Process-speci�crandomisedinstruction sets [13, 38]
andprocessshepherding[40] have demonstratedresilience
againstcode-injectionattacksby only permitting trusted
codeto execute,wherethetrustis dictatedby theoriginsof
thecode.Thesesystemsrely heavily on theuseof machine
emulatorsor binary translatorsincurring large overheads,
andhenceareunsuitablefor real-world use.

Techniqueslike [3, 5, 10, 55] protect against code-
injection attacksby making the programstack,heapand
staticdataareasnon-executable.By default, thesedataar-
easare mappedto memorypagesmarked writable in the
Linux operatingsystem.Sincethe 32-bit x86 architecture
only providessupportto specifywhetherindividual mem-
ory pagesarewritableand/orreadable,thereis no ef�cient
meansof specifyingwhethera given pageis executable.
This hasresultedin operatingsystemslike Linux consid-
ering readablepagesasalsobeingexecutable.Thesenon-
executablestackand heaptechniques[3, 55] have devel-
opedasoftwaresolutionfor distinguishingthereadableand
executablecapabilitiesfor individual pages,andhave been
successfulin preventingthe executionof codein thesear-
eas,althoughin a mostly non-portablemanner. A critical
drawbackof theseapproachesis that they breakcodewith
legitimateneedfor an executablestack,promptingthede-
velopmentof complex workaroundsto facilitatesuchcode,
e.g.,trampolinesfor nestedfunctions(a GCCextensionto
C) andsignal-handlerreturncodefor Linux.

Recentprocessors[30] provide native hardware sup-
port for non-executablepagesvia a NoExecute(NX) �ag.
This, however, will serve only to make redundantthecode
usedto emulatethe per-pageexecutebit — the complex
workaroundsandassociatedoverheadsto allow executable
stacksandheapsfor applicationsthat requirethemstill re-
main.Furthermore,thesetechniquescoveronly a subsetof
exploitation methods(e.g.,existing-codeor libc-basedat-
tacksarestill possible).

Our approachcan also be thought of as making data
memorynon-executablefor the purposesof injectedcode
invoking systemcalls or LIBC functions. However, our
techniquedoesnotprohibit theexecutionof mostcodethat
hasbeendepositedinto datamemory(the exceptionis the
trap instructionto make systemcalls),makingit possible
to runapplicationsthatrequireanexecutablestack.

5.3 Addr essObfuscation

Address-obfuscationtechniques[3, 14, 20] candisrupt
libc-basedattacksby randomisingthelocationsof key sys-
tem library code and the absolutelocationsof all appli-
cation code and data, as well as the distancesbetween
different data objects. Several transformationsare used,

such as randomisingthe baseaddressesof memory re-
gions (stack,heap,dynamicallylinked libraries, routines,
andstaticdata),permutingthe orderof variablesandrou-
tines,and introducingrandomgapsbetweenobjects(e.g.,
by randomly paddingstack frames or malloc() 'd re-
gions).However, Shachametal. [54] recentlydemonstrated
the futility of suchaddress-obfuscationtechniquesfor 32-
bit systems(they canonly utilise � 16 bits of randomness)
by creatingan attackto defeatPaX's addressspacelayout
randomisationin 216seconds.e-NeXShis notvulnerableto
thisattacksincewedonotobfuscatethememoryaddresses
of LIBC functions.Thesecretcomponentin our technique,
i.e., the nonce,is reliably secureagainstre-useby attack-
ers sincewe createand destroy the noncevaluesentirely
within e-NeXSh.so . Furthermore,we employ up to 104
bits (compareto 16bitsfor thetestsin [54]) of randomness,
whichgreatlyincreasesthedif�culty for anattacker.

6 Open Issuesand Future Work

An underlying assumptionin our work is that an at-
tack needsto interactwith the systemoutsideits compro-
misedprocess,andthatthis interactioncanbetightly mon-
itored and controlledby the OS kernel. Linux allows an
applicationto carry out memory-mappedI/O without hav-
ing to issuesystem-callsexcept for one initial call to the
mmapsystemcall. The techniquespresentedin this paper
cannotdetectwhena compromisedprocessis performing
memory-mappedI/O. However, suchan attackis effective
only againsta programthat hasalreadyset up memory-
mappedaccessto critical �les.

e-NeXSh is incompatible with systemsthat involve
copying executablecodeto datasectionsfor the purposes
of execution— this will immediatelybe �agged asexecu-
tion of injectedcode,and the processwill be halted. For
instance,techniqueslikeLibVerify [12] andProgramShep-
herding [40] that requireexecutionof managedor shep-
herdedcodestoredin datapagescannotbe usedin con-
junctionwith e-NeXSh.

Onede�ciency of our systemis that it doesnot protect
againstattacksthatexploit vulnerabilitiesto overwritecru-
cial (non-codepointer)data.This couldenabletheattacker
to bypassapplication-speci�caccess-controlchecks,or, in
extremecases,evenbeableto specifytheparameterfor the
program's own invocationof the system call. However,
few techniques[18, 49] monitorsystem-callparametersto
protectagainstsuchattacks,andonly with manuallyedited,
explicit policies.

6.1 Futur eWork

Our implementationrelieson programand library dis-
assemblyfor validating stacktraces,and is currently un-



ableto carryout properuser-spacecall-stackvalidationei-
therif optimisingcompilershavebeenusedto producecode
without theold-frame-pointer entry in stackframes
(i.e., cannotdo stacktraces),or if the programexecutable
hasbeenstrip 'd of symbols(i.e.,cannotdisassemblethe
code).Theobvioussolutionto thisprobleminvolvesimpos-
ing certainbuild-time constraints— applicationcodewill
needto becompiledwith theold-frame-pointer en-
abled,andthe executablescannotbe run throughstrip .
Anotherpossibilityis to usemorerobustdisassemblerslike
IDA-Pro [8].

A possiblefuturedirectionfor ourwork is to relocatethe
user-spacestack-veri�cation codeinto thekernel.Having a
self-containede-NeXShmechanismin thekernelwill allow
for a simplerdesign,avoiding theneedfor anextra system
call or storagespacefor a noncein thePCB.Furthermore,
thecall-stackveri�cation canbeextendedto monitorlibrary
codein statically linked executables.However, this deci-
sioncouldalsoleadto largerperformanceoverheadsasthe
kernelhasto validatetheuser-spacestack.

We areworking to improve thehandlingof codepoint-
ers in the call stack. In additionto collectinginformation
aboutthesetof acceptableusefor functionpointersin the
call stackduringtrainingstages,weareconsideringtheuse
of static-analysistechniquescombinedwith somerun-time
programdata[11] to computefull call graphsfor programs.

7 Conclusions

We have presenteda techniquethatmakesuseof infor-
mationabouta process'run-timememory, creatingan im-
plicit policy to ef�ciently monitorall systemcall andLIBC
functioninvocationsmadeby theprocess.Thishelpsin de-
featingprocess-subversionattacksfrom causingany dam-
ageoutsideof thecompromisedprocess.Thistechniquehas
demonstratedsuccessfulprotectionof softwareagainstboth
code-injectionandlibc-basedattacks,usingWilander'stest-
suite [64] in addition to our own syntheticeffectiveness
benchmarks.We haveestablishedthatourapproachis both
feasibleandeconomical,imposingnegligible overheadson
ApacheandcommonUNIX utilities, andis applicablefor
bothlegacy andclosed-sourceapplicationssincewe donot
requireany changesto applicationsourcecode.
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A Appendix

Figures8, 9, 10,and11demonstratedecliningaverageexecutiontime for systemcalls in our extendedmicro-benchmark
tests,andindicatethattheoverheaddueto e-NeXShis in therange3–8��� perinvocation.

Micro-benchmark: syscall open
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Figure 8. Micro-benchmarkresults:open.

Micro-benchmark: syscall mprotect
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Figure 9. Micro-benchmark results: mpro-
tect.

Micro-benchmark: syscall connect
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Figure 10. Micro-benchmark results: con-
nect.

Micro-benchmark: syscall socket
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Figure 11. Micro-benchmarkresults:socket.


