Inter net Security Visualization CaseStudy:
Instrumenting a Network for NetFlow Security Visualization Tools

William Yurcik andYifanLi
NationalCenterfor Supercomputind\pplications(NCSA)
Universityof lllinois at Urbana-Champaign
605E. Spring eld Avenue
Champaign|L 61820
byurcik, yifan @ncsa.uiuc.edu

Abstract

With the developmenbf the Internetand organizational
intranets,it hasbecomean increasinglycritical and dif -
cult task to monitor large and complex networks- indis-
pensableo securityrisk managementand networkperfor-
manceanalysis.Monitoring for securitysituationalaware-
nesswith visualizationhas beenshownto be an effective
andefcient approadc. However, the quality of sourcedata
for visualizationtools directly determinegesultingperfor-
mance In the securitymonitoring visualizationtools de-
velopedat NCSA,diverselog les are employedthe most
importantonesbeingCiscoNetFlowsand ArgusNetFlows.
Dueto their uniformrecod formatand distinctivelevel of
abstiaction over raw padkets, NetFlowsare increasingly
usedby securityenginees to infer securityevents.

In spite of the wide usage of NetFlows,there hasonly
beenlimited work on the data managementissuesof us-
ing NetFlowsas a uniquedata source Althoughseveral
popular tools have beendevelopedfor processingCisco
NetFlows,only NCSAand the University of Chicago have
developedprocessingools for Argus NetFlows. In addi-
tion, several prominentdifferencesxistbetweerCiscoNet-
FlowsandArgusNetFlows.Lastly, with increasinglyhigher
line rates,samplingappeasto be the trendfor minimizing
router overheadand dataoverload. Samplingmedianisms
employedby Cisco and sFlow are introduced,along with
discussiorof their possibleeffecton securityanalysis.This
workis expectedo providepractical insightinto dataman-
agementissuesinherent with the use of NetFlowssource
datafor securityand networkperformancemonitoring

Keywords: NetFlovs, network security monitoring,
sFlows, sampling

1 Intr oduction

High-speedetwork infrastructureposenew challenges
to security engineers. It becomesnon-trivial to monitor
large and complex networks. Visualizationis provento be
an effective approachto obtain situationalawarenessn a
realtime fashion.However, the quality of the dataprovided
to the visualizationtools plays a key role in determining
theperformancef thetools. A correctandexhaustve data
sourcewill leadto properdecisionsandpromptresponses,
while poor quality datamay resultin misleadinggraphical
representations.

Two visualizationtools have beendevelopedat NCSA,
ahost-basedystem:N\MsionlP [2] 1, anda network-based
system:VisFlowConnec{22] 2. We take advantageof di-
versedatalogs, the mostimportantoneof which is thelog
of NetFlowvs. Currently two typesof NetFlovs are com-
monly emplgyed: CiscoNetFlovs andArgusNetFlovs.

A network ow is anabstractiorof a sequencef pack-
etsbetweentwo endpoints,which areidenti ed by IP ad-
dressesand transportlayer port numbersaswell asinfor-
mationlike protocoltype, timestampsand the amountof
trafc, etc. Being a comprehensie and contetual data
source,NetFlows strike an appropriatebalancebetweena
low volume,coarse-grainedatasource(e.g.,SNMP [17])
and a high volume, ne-grained datasource(e.g., paclket
level data). Dueto their distinctive level of abstractiorand
uniform recordformat, NetFlows are increasinglyusedto
identify andinvestigatanterestingsecurityevents.

Given the wide usageof NetFlaws, it is surprisingthat
only limited work hasbeencompletedin processingand
analysisof NetFlonvs. As opposedo a few existing tools

1The software can be downloadedfrom http://securityncsa.uiuc.edu
[distribution/NVisionIPDavnLoad.html.

2The software can be downloadedfrom http://securityncsa.uiuc.edu
[distribution/MisFlovConnetDownLoad.hil



for reporting,aggreyation, Itering, andvisualizing Cisco
NetFlonvs[11] [9] [10Q] [4], thereareno similartoolsfor Ar-
gus o wsotherthantheclient programsassociatedvith the
Argussystem. To the bestof our knowledge,no previous
work hasanalytically comparedhesedifferentsourcesof
NetFlows.

In this paper we introducethe deploymentof Ciscoand
Argus NetFlow collectorsat NCSA. To unify the various
formatsof NetFlows, we corvert theminto a pre-de ned
internalNCSA format,which is inherentlya datastreamof
x ed lengthrecords. Eachrecord consistsof somecom-
monandyvital attributes(e.g.,|IP addressesixtractedfrom
multiple versionsof NetFlows. At NCSA, boththeinternal
CiscoNetFlavs andthe external Argus NetFlows are pro-
cessednto logs using a generalformat readby visualiza-
tiontools. Systemati@andrecord-level comparisorbetween
CiscoandArgusNetFlovs areperformedaimingto reveal
insightonthe natureof NetFlov datamanagemerdandpro-
cessing. Someof their prominentdifferencesare pointed
out. Thework is expectedto enhancehe useof NetFlovs
for securityandnetwork performancenalysis.

Due to the adwancein networking technologies,the
speedto processNetFlons becomesa bottleneck,asit is
non-trivial to keepup with the increasingwire rates. Sam-
pling seemgo be a naturalsolution,which is gainingmore
supportin latestroutersand switches. Two representatie
modelsaredescribed CiscoSampling[14] andsFlow tech-
nology [20]. The impactthat samplingbringsto security
analysisis alsodiscussed.

Theremaindemnf the paperis organizedasfollows. We
brief the conceptof network o w andintroducethe Cisco
and Argus NetFlovs in Section2. The network architec-
ture and o w collectordeploymentare introducedin Sec-
tion 3. Section4 providesCiscoandArgusNetFlonvs com-
parisons. We presentdescriptionaboutsamplingtechnol-
ogy in Section5. Section6 givesbackgroundon previous
relatedwork. Finally, we concludethe paperin Section?.

2 NetFlows

A network ow is de ned asa sequenc®f pacletsthat
aretransferredetweergiventwo endpointithin acertain
time interval. The endpointsareidenti ed by IP addresses
aswell astransporiayerportnumbersNetFlons represent
a datasourceat a granularitylevel thatis scalablefor net-
work managemenandsecurityanalysis.Table1 compares
NetFlonvsasadatasourcewith lowerlevel paclettracesand
higherlevel load utilization data. NetFlovs nd broadap-
plicationsincluding network monitoring,network planning
and analysis,accounting/billing,application/usemonitor
ing andpro ling, andNetFlonv datawarehousingandmin-

ing.

2.1 CiscoNetFlows

Asde nedin [7], aCiscoNetFlowis de ned asanunidi-
rectionalNetFlow thatis identi ed by thefollowing unique
keys: sourceP addressdestinatiorlP addresssourceport,
destinationport, protocoltype, TOS (type of service),etc.
As describedn [5], CiscoNetFlows aregeneratedhrough
intelligent o w cachemanagementywhich containsa set
of sophisticatedalgorithms. The algorithmsdetermineif
a paclet shouldbe includedin an existing o w or should
generatenev o w cacheentry, perform o w updatesand
handle o w agingandexpiration. A o w expiresandis re-
movedfrom thecachef oneof thefollowing holds:

1. The o w hasbeenidle for agiventimeinterval (default
valueis 15 seconds).

2. The ow hasbeenalive for a giventime interval (de-
fault valueis 30 minutes). Basically the long lived
o w is cutinto several o ws of 30 minuteseach,if the
defaultvalueis assumed.

3. Whenthecachasfull, theoldest o w is selectedisthe
oneto be expired. The replacemenpolicy andaging
mechanisntonsistof anumberof heuristics.

4. TheTCPconnectionsneetthe FIN/RST ags.

The above processis depictedin Figure 1. The ex-
pired ows are clusteredtogetherto form NetFlow Ex-
port UDP datagramshataretransferredrom the NetFlow-
enableddevicesto ow collectors(e.g., dedicatedwork-
stations). The NetFlov Export datagramsontainapprox-
imately 1500 bytes, which amountto about20—50 o w
records. With heavier network trafc, the datagramsare
sent more frequently The NetFlow collectors provide
fast, scalable,and ef cient datacollection from multiple
NetFlonv-enableddevices. Primarily, a NetFlov collec-
tor consumeshe multiple-sourceo w datagramsperforms
datareductionthrough ltering andaggreation,andstores
ow informationin at les thatarereadyfor furtherpro-
cessingle.g.,visualization,analysisetc.). Thearchitecture
of CiscoFlow generationis shavn in Figure2 [6]. Net-
Flows can also be imported from the following network
managemenplatforms: C owd, NetScoutNgenius, Net-
work AssociatesSniffer, Agilent NetMetrix or manually
createcandimportedfrom text les or spreadsheets.

2.2 ArgusNetFlows

Argusis a realtime o w monitor thatis able to track
andreportnetwork transactiong detectghroughanetwork
interface[1]. In contrastto Cisco NetFlows, Argusviews
eachnetwork o w asa bidirectional sequencef paclets
thattypically containtwo sub- ows, onein eachdirection.



Datasource|| Description Advantage Disadwantage
Paclet lowest level of granular | most detailed data and | unscalable for capturing
ity; all raw pacletswith all | statistics; especiallygood | large volume of trafc;
elds for protocol analysis;eas-| needsto be decodedfor
iestdatato obtain context of protocolinterac-
tion; includesall signaling
with somethat may be ig-
noredfor network manage-
mentor securityanalysis
NetFlons || source/ destinationpairs | scalablefor capturing all | may not contain needed
with IP / port / protocol/ | trafc; availablefrom mul- | protocol/ data elds; con-
timestampsmay/ maynot | tiple sources;uniform for- | nectioncontext mustbein-
containdata eld matfor processing ferred
Load aggregate utilization lev- | highlights high volume | nodetailaboutprotocolin-
els; canbebrokendown to | eventssuchasDoSattacks,| teractionnor source/ des-
shav protocol / port / IP | peer to peer trafc, and | tination trafc; especially
mix by percentager nom- | abnormal trafc patterns;| direction egress/ ingress;
inal values best for trafc engineer | low volume events ob-
ing capacity planning;| scured;levels changedy-
available from routers or | namicallyin time
sniffers

Table 1. Comparisons of diff erent level data sour ces

Create and update flows in NetFlow Cache

Srelf | SrelPadd Dstif DstiPadd  Protocol TOS Flgs Pkts  SrcPort SrcMsk SrcAS DstPort DstMsk DstAS NextHop  Bytes/PktActive Idle
FalD 173100212 Fa00 10022712 11 80 10 11000 DO&2 24 5 oA 24 15 100232 1528 1745 4
Fa1f 17310032 FalD 10022712 6 40 0 2491 15 2B 196 |15 24 15 100232 740 415 1
Falf 1173100202 Fald 10022712 11 80 (10 10000 004 24 180 00A1 124 15 100232 1428 11455 3
FalD 17310062 Fal0 100227126 40 0 2210 19 A0 180 19 24 15 100232 1040 245 14
[ ]
+ Inactive timer expired (15 sec is default)
EXpiI’ﬂtiOﬂ + Active timer expired (30 min (1800 sec) is default)

«NetFlow cache is full (oldest flows are expired)

+ RST or FIN TCP Flag
ISrcif | SrclPadd Dstif | DstiPadd Protocol TOS Flgs Pkts  SrcPort SrcMsk SrcAS DstPort Dstiisk DstAS NextHop Bytes Pkt Active Idle
iFalfl 173.100.21.2 Falim 10.0.2327.12 |11 80 10 (11000 00A2 24 5 00Az 024 14 110.0.23.2 /1528 1800 4

Figure 1. The Cisco o w cache expiration (adapted from [6]).



Figure 2. The Cisco NetFlow architecture .

Similarto Cisco o ws, each o w recordhasattributessuch
as sourcelP, sourceport, destinationlP, destinationport,
protocoltype, andso on. Note that the sourceand desti-
nationare swappableheresincea network o w is bidirec-
tional. This presents potentialproblemsincethedirection
of owscanbedif cult to determingclientvssener, ow
initiator, etc.). Basically an Argus o w is a setof paclets
thatsharea commonsetof attributes,including addresses,
protocol, TTL, sessionDs, etc. Accordingto [15], a new
o w is createdvhena pacletis to be countedthatdoesnot
matchthe attributesof anexisting o w. Argusrecordstime
whenanew ow is createdandat thattime some o w at-
tributes(IP addressegorts,protocolsetc.) aredetermined.
A LastTimevalueis associatedvith each o w thatindicates
thetime whenArgussaw thelastpaclet of the o w.

3 NetFlowsat NCSA

In this section,we introducethe NetFlow collectionde-
ploymentat NCSAandsomegenerabprinciplesto dealwith
fast o ws.

3.1 Cisco/Argusdeployment

The architectureof Cisco/Argus NetFlovs at NCSA is
shawvn in Figure3.

NetFlowExport[5] UDP datagramgeneratedby routers
are deliveredto Cisco ow collectors. (Therearein fact
multiple ow collectorsinstalled at NCSA, only one of
which is shovn in Figure3.) Sincedifferentversionsof
Cisco NetFlov Export are installedin the routing equip-
mentsof diversetypes/modelsthere are several different
datagranformats. For the sale of easyaccessontroland
datamanipulation,the multiple datagranformatsare uni-
ed into our uniqueuniform NCSAformat which consists

Figure
NCSA.

3. The Cisco/Ar gus deployment at

of x edsizerecords.Eachrecordcontainstheprinciplein-

formationabouta net o w, including IP addressesports,
traf c amountandtypeof service etc. Moduleshave been
built to readthe NCSA format datastreamandprovide the
sourceto the visualizationtools (NVisionIP and VisFlow-

ConnectlatNCSA[2, 22].

As arealtime ow monitor, Argus generategn audit
log of all network actiity thatit obseresvia a live inter-
face.Thus,it canbe con guredto monitorbothindividual
end-systemandawholeenterprissnetwork. Thetraf c be-
tweenthe network outsideNCSA andthatinsideNCSA is
of mostinterestto us, comparedo the internaltrafc that
is createcby thecommunicatioramongthehostsat NCSA.
Thus,wetapthelink betweertheborderouterandinternet,
capturingall thetraf c to ourinterest.(Thedifferentplace-
mentsof anArguscollectorareillustratedin Figure4.) The
ArgusNetFlows arethenproducedandstoredin an Argus
collector, from which the o ws arereadand processedo
befed into thevisualizationtools. Accordingto theinfras-
tructureat NCSA, it is worth pointing out thatthe amount
of CiscoNetFlavsis typically largerthatthatof ArgusNet-
Flows, sincethe former arecomposedf the traf c within
NCSA, whichtendsto beignoredby Argusbecausét does
notnecessarilgo to theborderrouter, aswell asthetrafc
goingout/ cominginto NCSA,whichis alsoseerby Argus.

Furthermorewe alsocorvertthe uniform NCSA format
NetFlonsandArgusNetFlonvsinto theOSUinternalformat
to make useof theexisting analysigoolsdevelopedn OSU
(to bediscussedh therelatedwork Section6).



Figure 4. The diff erent ways to locate Argus
0 w collector .

3.2 Handling fast o ws

With the developmentof network infrastructure,high
bandwidthnetwork channelsallow gigabyteor even ter
abytetransmissiorrates. This hasposedgreatchallenges
to network o w collectorswhoseperformancéeaily de-
pendson the availability of free CPU cycles. Typically,
therearethreewaysto collectnetwork o w logs. Figure5
shaws the naive methodof creatinglogs overlong timein-
tenals,which mayrisk losing o w recordsuponhightrans-
missionratesfrom over ow or blocking. An alternatve is
depictedin Figure6, wheresomesmalllog les over short
time intervals are storedbefore getting memgedinto a big
le. Itisin principleaserialprocesswhichsharegthesame
problemasthepreviousapproachin orderto avoid missing
NetFlown recordsthatresultfrom the possiblegapbetween
veryfasttraf ¢ transmissiospeecdandthelimited free CPU
resourcewe employ thefollowing scheméo distribute the
net ow captureand network log generationas showvn in
Figure 7. This parallel approachof processingNetFlows
in adistributedmannereffectively relievestheload of each
o w collector so thatit will not be over subscribed.The
drawbackis that multiple o w collectorsmay be required
underthis schema.

Figure 5. High bandwidth stream directed into
a log.

High bandwidthtraf ¢ makesit dif cult to performthe

Figure 6. High bandwidth stream captured
into small time period logs and combined into
aunied log.

Figure 7. Distrib uted schema to provide scal-
ability for high bandwidth monitoring.

o w analysisin a realtime fashion.At NCSA, we process
logs in a batch modesuchthat multiple data bucket of a
giventime interval arestoredin a centraldepositoryfor fu-
ture investigation,as presentedn Figure8. Currentlywe
setthe sizeof eachbucketto be 5 minutesand24 hoursfor
CiscoandArgusNetFlonvsrespectiely.

Figure 8. High bandwidth trafc
in a batch model.

is analyzed

4 ComparisonbetweenCiscoand ArgusNet-
Flows

Dueto thedifferentde nitions of a NetFlon anddiffer-
ent mechanismgo generateNetFlows, the o ws recorded
by CiscoandArgustypically arenotidentical,evenif they
are usedto audit the samenetwork activity, althoughthe
o ws take on somesimilar features. Examplesof ascii
outputsof Cisco and Argus NetFlowvs are shavn in Fig-
ure9 andFigurel0respectiely, thelP addressebave been



Figure 9. NCSA Cisco NetFlow ASCII output: start_time, end_time, src_ip, src_port, dst_ip, dst _port,
num _of _bytes, num _of _packets, etc.

Figure 10. Argus NetFlow ASCII ouput: start_time, end _time, protocol, src_ip, src_port, o w direction,
dst _ip, dst _port, num _of _packets, num _of bytes, a g, etc.

CiscoNetFlavs

ArgusNetFlovs

o w direction

uni-direction

bi-direction

generatiormechanism

group/aggrgation of ex-
pired NetFlon cache en-
tries

groupof packetsof similar
attributes

generatiorocation routers ary machine
maximumtime lengthfor eachrecord || 30 minutes(default) 1 minute(default)
softwaredistribution manner commercial opensource

similarities

both de nes o w asa setof similar paclets between
two endpointghatareidenti ed by IP addressesort
numbersandprotocoltypes,etc.

Table 2. Comparisons between Cisco NetFlows and Argus NetFlows




anorymized. The comparisorof the o w characteristicef
CiscoandArgusis summarizedn Table2.

It is the differencedetweenCiscoandArgusNetFlovs
thatmake themacomplementargatasourcefor eachothet
An additionalsourceof datawill bevaluablewhentheother

o w collectoris missingsomedatarecordsfor somerea-
son (this actuallyoccurredbeforeat NCSA). Furthermore,
when attackstake place, investigatingthe relevant o ws

from different perspecties provides deeperinsight of the

incidents. Finally, someof their distinctive functionsin

CiscoandArgussystemsare of greathelpin intrusionde-

tection. For example,Argus canbe con gured to capture
a given numberof bytesfrom the applicationdata o w as
well asthe headerinformation,which may enableexperts
to recover someusername/passwd informationaboutthe

intruderg[12]. Ontheotherhand,sinceCiscoNetFlovsare
generate@troutersit is corvenientto collectthe complete
network o ws for agivenenterprisenetwork, which would

incur extra costotherwise(e.g., it may be requiredto get
Argusinstalledat mostor all hostsfor the samepurpose).

Due to the existenceof multiple types of incompati-
ble NetFlows, which impedesthe sharingof logs among
researchand industry communities,we have built a con-
verter that supportsmost commonly used NetFlows, in-
cluding Cisco NetFlowvs and Argus NetFlovs. For more
information about our tool, interestedreadersare re-
ferredto http://securityncsa.uiuc.eduigtribution/Canire
DownLoad.html .

5 Sampling NetFlows, a futur e dir ection?

Consistentlyincreasingnetwork line rateshave greatly
challenged the corventional model of touching every
switchedpaclet for NetFlov accounting. Simultaneously
thereis growing desireto collectcharacterististatisticson
the traf ¢ for the managemenand planningof large net-
works. In orderto alleviate the performanceenaltyandto
keeptrack of the traf ¢ at the sametime, samplingtech-
niguescomeinto play. Samplingsubstantiallydecreases
the CPU utilization by allowing the majority of the pack-
ets to be switched without additional NetFlonv process-
ing. Furthermorejt can be statistically proven that sam-
pledNetFlovs areadequatdor determiningtraf ¢ patterns
andfor determiningusagefor billing. Currently in sup-
port of sampling,the Cisco 12000seriesInternetrouters
provide a sampledNetFlowoption. A growing numberof
switch/routewvendorgeliver productavith sFlow[20] sup-
port,a hardware-basedetwork monitoringtechnology

5.1 Ciscosampling

In sampling-enable@iscorouters,packetsaresampled
asthey arrive, beforearny NetFlow cacheentriesforms for

thosepaclets. Namely only a subsetof the paclets are
processedria NetFlov cacheto generatenetwork o ws.

Speci cally, only oneoutof ( isauserde ned parame-
ter) pacletsis selected.As claimedin [14], statisticaltraf-

¢ samplingsigni cantly reducegheconsumptiorof router
resourcesvhile providing valuableNetFlov data.

In general, there are two mechanismscurrently ex-
ploited. SampledNetFLow([18] employ the deterministic
sampling which selectsvery -th pacletfor NetFlov pro-
cessing For example,assume is 100,thenthe 1st,101st,
201st,etc. pacletswill be picked out for processing.In
contrastRandonSampledNetFlow[14] takesadvantageof
randomsampling whereone paclet is selecteduniformly
atrandomevery incomingpackets. Following the same
assumption( ), RandomSampledNetFlon could
selectthe 38th,157th,204th,andsoon paclets,asopposed
to theonesselectedy deterministicsampling.

Randomsamplingis more statisticallyprecisethande-
terministicsampling,since SampledNetFlov could bein-
accuratevhentraf c takeson some x ed pattern. For in-
stance,in the previous example,if thosepaclets bearing
somepatterninformationonly shawv up in themiddle of ev-
ery 100 continuouspaclets, they will never be chosenby
Sampled\etFlow.

5.2 sFlow sampling

sFlow is amulti-vendorsamplingtechnologyembedded
within switchesand routerswhich tries to provide contin-
uousapplicationlevel traf ¢ monitoring from a network-
wide view. This hardware-basednonitoringis especially
usefulfor VLANs andtraf ¢ nottypically capturedby Net-
Flow sensoiprobes.Thanksto the useof sampling,sFlow
is capableof monitoringthetrafc on all interfacessimul-
taneouslyat the line rates. Being a scalableand low cost
solutionto network auditing, sFlow is becomingan indus-
trial standard.

As de ned in [16] (the latest version 5 is speci ed
in [21]), two forms of samplingare employed: statisti-
cal paclet-basedsamplingof switched ows (ow sam-
pling) andtime-basedamplingof network interfacestatis-
tics (countersampling).

sFlov sampling ows is accomplishedas ows: A
counterwhoseinitial valueis randomlydetermineddecre-
mentsits valueuponanarrival of a paclet. Oncethevalue
reachezero,asamplés takenby copying the paclet'shead
or extractingfrom thepaclet. After that,thecountelis reset
with arandomnumberto decidethe next skip. Themecha-
nismensureshatary pacletinvolvedin a o w hasanequal
chanceof beingsampled.

sFlow samplingof network interfacestatisticsis created
by periodicallypolling eachdatasourcgle.g.,interfaces)n
the device and extractkey statistics. The maximumvalue



of the time interval betweentwo successie samplingsis
assignedbeforehandbut polling can be freely scheduled
so asto maximizeinternal ef ciency. Theresultsof ow
samplingand countersamplingare assemblednd sentin
theform of datagramso collectors.

It shouldbe notedthat o w samplingand countersam-
pling aredesignedaspartof anintegratedsystemandwork
independenthaccordingo its own parameters.

5.3 Tosampleor not to sample?

Samplingsenesa naturalresultof the reconcilingbe-
tweenfast line ratesand the needof trafc monitoring.
In addition, it is statistically sufcient for network plan-

ning, traf c engineeringrouting pro ling andusage-based

billing.

However, samplingis not a goodideafor securityanal-
ysis. Samplingwould let the majority of the paclets go
unnoticed which could leadto missingimportantsecurity
events. A possiblejusti cation for samplingis that an at-
tackis typically composedf repetitive trials, thusat least
partof it could be capturedwith high probability (suchas
high-volume DoS attacksor indiscriminatelyscanningby
propagatingvormsandviruses).However, it maystill pose
dif culties to securityengineerssincemostattacksconsists
of multiple stageswhich canhardly be re ected compre-
hensvely in the logs relying on sampling. It is suggested
thatthe useof samplingshoulddependon the applications.
Thedilemmais aninterestingopic for futureresearch.

6 Relatedwork

Mark FullmerandSteve Romigdevelopeda setof tools,
knownasOSU o w-tools,torecord, Iter , printandanalyze
CiscoNetFlovs[11]. ThoseUNIX commandiketoolscan
be pipelinedandcombinedwith otherUNIX commandgo
accomplishvarioustasksfrequentlyusedin network plan-
ning, performancemonitoring, accountbilling, andintru-
siondetectiongtc. Thetoolkit is extensvely used.

As a popularNetFlow visualizationtool, FlowScan[10),
createcby Dave Plonka,analyzesandreports o w dataex-
portedby (Cisco)routers. The softwarepackages ableto
provide a globalview of the network actwities. Otheranal-
ysistoolsworking with CiscoNetFlows arealsoavailable.
Particularly C owd [4] can collect and aggreyate Cisco
NetFlowns, basedon which a variety of textual/graphical
views canbe generatedNotethatC owd is not supported
by CAIDA[3] ary longer In addition, Ciscoalso hasits
own tools [9] for NetFlov collection,wheresomefeatures
includingaggreyation,graphingandbilling areintegrated.

In contrast,there are very few tools available to per
form analysison Argus NetFlows, other than the clients

that comewith Argussystem[1]. The clientsprovide ca-
pabilitiesin supportof reporting,aggreyation, sortingand
archival of the ArgusNetFlows. Larry Lidz createdsome
scriptsfor the Argus NetFlows [13], while he was at the
Universityof Chicago.

Dueto theincreasinggapbetweerthe ability to process
NetFlovs andthefastwire rates samplingNetFlovs seems
to be the future direction, which is extensively supported.
Two representatie modelsare Cisco Sampling[14] [18]
andsFlav technology[20] [16] [21].

Se€[19] for aexcellentreview of currentstate-of-artraf-
¢ monitoringproducts.

7 Conclusion

In this paperwe describeour work on the processingf
NetFlons at NCSA. To the bestof our knowledge, this is
the rst work to comparethe processingf the two main-
streamNetFlowv datesources:Ciscoand ArgusNetFlows.
Speci cally, we discussthe deploymentof NetFlows pro-
cessingat NCSA whereit is usedfor securityeventmoni-
toringusingvisualizationtools. NetFlow processings chal-
lengedby processingat high line speedsandnon-standard
formatting- we addresshoth of thesechallengeswith so-
lutions. For more detailedinformationaboutvisualization
tools basedon NetFlows, we refer the userto our website:

http://www.ncassorg/projects/sift/ .

As networks becomelarger and more complex with
higherline speedssamplingis anotherdirectionwherere-
searchis taking placefor NetFlovs processing.We point
out the disadwantagesof using samplingtechnologiedor
securitypurposesandfeel this work providesprovenalter
nativesfor NetFlows processing.
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