A -
Paul Sop, CISSP, CISM,
Chief Strategy Office
Founder, Intellitacticg-‘ ¥i



& L8
l & 1! ¥
v.'l'|:l,!l i b
1 -

”iHZaﬂon
\(ot with
Yy

; |' |, h
hip E |t|on Fuzzy

Super Baselir

Super Base
Business L

Baselining
Feature Sele

Baselining, t



e Why?
— Separate SI( | .

— Deter 'n.,_ at’
changi Sl

— Be ab

— Make

— Help re
seeing

what they're
-~



In the begr\-

redwolfsecurity:/var/log/apache2# tcpdump | grep -V ph.ph.cox | grej
tcpdump: verbose output suppressed, use -V or -vv. for full protocol of
listening on ethO, link-type EN10MB (Ethernet), captur i 96 | e
23:15:58.077987 IP redwolfsecurity.com.1995 > nsl.colo4dza
23:15:58.079238 IP nsl.colo4dallas.net.domain > r |fs 'rqi!'
23:15:58.079455 IP redwolfsecurity.com.1995 > ns1.colo4da ";_
23:15:58.080359 IP nsl.colo4dallas.net.domain > r dwolfs c
23:15:58.130377 IP redwolfsecurity.com.1995 > nsl.colo4dallas . . - 72 in-addr.:
23:15:58.131825 IP nsl.colo4dallas.net.domain > redyvoltse urity. 95 nd[am]-.,| |
23:15:59.452402 802.1d config 8000.00:50:bd:0e:4c:4a.8 5 : 3 t 19 age 1 max
23:16:01.356076 IP 207.210.219.65.colo4dallas.net > f d;'\, \ST.NE ello (1), length: 44
23:16:01.356281 IP redwolfsecurity.com.1995 > ns ' ? 5.( f. 224.in-addr.arpa. (40)
23:16:01.357853 IP nsl.colo4dallas.net.domain > red 'f.: "’u 998" R[|domain]
23:16:01.357992 IP redwolfsecurity.com.1995 > ns;. oY/ da air 5. .'iO.ZO?.in-z
23:16:01.358967 IP nsi.colo4dallas.net.domain > redy Ifsecu ' AN
23:16:01.452294 802.1d config 8000.00:50:bd:0e:4c: 46{‘81 5t 19 age 1 ma
23:16:03.452853 802.1d config 8000.00:50:bd:0e:4c:4a.81c st 19 age 1 ma
23:16:05.452650 802.1d config 8000.00:50:bd:0e:4c:4a.8 80 | th S 9-age 1ma
23:16:07.452779 802.1d config 8000.00:50:bd:0e:4c: 00/0 ‘:’ 19 age 1 ma
23:16:09.452996 802.1d config 8000.00:50:bd:0e:4c:4¢ (o] 0.00 "-"-= o t 19 age 1 ma
23:16:10.795818 arp who-has 207.210.219.65.colo4d N rNOC :
23:16:10.795999 IP redwolfsecurity.com.1995 > nsl.c 5’5.1 19.210. 207.in
23:16:10.797108 IP nsl.colo4dallas.net.domain > red qbﬁ* 5. fl62) |\
23:16:11.356531 IP 207.210.219.65.colo4dallas.net > .NET (1 ngth 44
23:16:11.453151 802.1d config 8000.00:50:bd:0e:4c:4 ) 0.3 .5 bO”} athcos'Z\ age 1 ma
23:16:11.755773 CDPv2, ttl: 180s, Device-ID ‘069054 . i
23:16:12.015676 IP redwolfsecurity.com.www > bdhz .wanadoo. |.]’3. 82: F b 181077: 1600181077\ 1o
23:16:12.015830 IP redwolfsecurity.com.1995 > nsi.c allas.net.c omain: 52303+ PTR? 78.143.69. 81 in-addr. arpa (43) .
23:16:12.141510 IP nsl.colo4dallas.net.domain > red ecurity.com.1995; 52 303* Images copyright
23:16:12.159868 IP bdhz-1714e.adsl.wanadoo.nl.3182 redwo secyrity.com. win 65535 Paramount, and
23:16:13.453304 802.1d config 8000.00:50:bd:0e:4c:4a. 81c6 root 8000.00:30:f2 85 bO 4%1I thcost 19 age 1 max 20 hello 2 20th Century Fox
23:16:13.524164 |P bdhz-1714e.adsl.wanadoo.nl.3182 > redwolfse¢urity.com 'R 1: |1( ack 1 win O .

- | - Respectively
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Filters

Frame
List

Frame
Detall
(decoded)

Frame

The

B softsPac ' mE

Eile Edit ¥iew Go Capture Analyze Statistics Help

o @i xRS RevoT s EE QaaF @

'E\Iter: ¥ Expression... Clear Apply
Mo, Time . Source Destination rotoco | Info S
5165 2186,2313; 10.59.1.17 67.10.41.215 HTTP  GET Ascraphook/2005/4ndex. php HTTR/1.1

24 win=8432 Len=0

Win=0 Len=0

http » 53877 [ACK] se

5166 2186, 2914 67.19,41.215 1

.59.1.17 TCP
e [ 0. 11

Al
of a reassembled PDU]
of a reassembled PoU]
[AcK] sSeq=324 aAck=1461 win=65535 Len=0
of a reassembled FOU]
of a reassembled Pou]
603 Win=65535 Len=0

[TCP segment
[TCP segment
53877 » http
[TCP segment
[TCP segment
53877 = http

Seq=324 Ack=7106 win=84158 Len=0

2191, 3493 Fo i 3 TCP 53877 » http
178 21091.3503 10.59.1.17 (e e e ] TCP 53877 » http [FIN, ACK] Seg=324 Ack=7106 Win=65535 Len=0
5179 2161.35331 10.59.1.17 67.19.41.215 TCP 53878 » http [Syn] Seq=0 Ack=0 wWin=65535 Len=0 MSS=1460 wWS=0 TSV=005260848 TSER=0
5180 2101.3543110.50.1,.17 67.16.41.215 TCP 53879 > http [S¥n] Seqg=0 Ack=0 win=65535 Len=0 MS5S=1460 wWS=0 TSV=005260848 TSER=0
5181 2191.4113 67.19.41,215 EOS0EEEER TCR http > 53877 [ACK] Seq=71l08 Ack=325 win=8432 Len=0
5182 2191.4173 67.19.41.215 R B TCR http > 53878 [S¥H, ACK] Seg=0 Ack=l Win=5840 Len=0 M55=1460 i
BRI MLl APFI AT 14 47 P15 1N 541 17 TR httn = BIR?G Tavn ark]l San=n ack=1 win=5840 | en=n Mes=T4A/0 ]

| Frame 3238 (477 bytes on wire, 477 bytes captured)
| Ethernet II, Src: 10.59.1.1 (00:13:10:08:a8:5d), Dst: 10.59.1.12 (00:02:6F:34:4a:c7)
1 Internet Protocol, Src: 66.94.234.72 (66.94.234.72), Dst: 10.59.1.12 (10.59.1.12)
| Transmission Control Protocol, Src Port: http (803, Dst Port: 3087 (3087), Seqg: 1, Ack: 2823, Len: 423
- Hypertext Transfer Protocol
+ HTTR/L.1 200 OKNFYA
Date: Mon, 05 Dec 2005 22:39:34 GMTNrY\n
P3p: policyref="http:// p3p.yahoo. com w3ic /p3p.xml”, CP="CAD DSP COR CUR ADM DEV TAI PSA PSD IVAail IVDT Coni TELo OTPT OUR DELT sami oTRT UNMRT PUBT IMD PHY ONM
Cache-Contral: no-cacheyryn
Connection: closasrin
Transfer-encoding: chunkedyryn
content-Type: image/gifriyn
ey
# HTTP chunked response
# Compuserve GIF, version: GIFS9a

BRG]

£

0000 00 02 6F 34 4a <7 00 13 10 08 a8 5d 08 00 45 00 cLoddo.o UUUTOE. A
0010 01 <f 62 &0 40 00 32 06 a0 5h 42 52 ea 48 0a 3b ..n.@.2. ([BALH

0020 01 Oc 00 50 0c Of 2f 40 d2 40 a4 2c a2 eb 50 18 LoWPLLB LB, LR,

0030 ff £f f2 =2 00 00 48 54 54 50 2f 31 2e 31 20 32 ...... HT TP/1.1 2

0040 30 30 20 4f 4b 0d 0a 44 61 74 63 3a 20 4d of ae 00 OK..D ate: Mon

0050 2C 20 30 35 20 44 65 63 20 32 30 30 35 20 32 32 , 03 pec 2005 22

D060 3a 33 39 3a 33 34 2047 4d 54 Od Qa 50 33 50 32 :39:34 G MT..P3P:
D070 20 70 6F 6C 69 63 79 72 65 66 3d 22 68 74 74 70 policyr ef="http
D080 3a 2F 2F 70 33 70 2e 79 61 65 &f 6f 2e 63 6F 6d  ://p3p.y ahoo.com
oS0 2f 77 33 63 2F 70 33 70 2e 78 6d 6c 22 2c 20 43 Av3c/p3p o', ©
D0a0 50 3d 22 43 41 4F 20 44 53 50 20 43 4 52 20 43 P="CAO D SP COR C
p0bO 55 52 20 41 44 4d 20 44 45 56 20 54 41 45 20 50 UR ADM D EV TAIL P "

Frame (477 bytes) | De-chunked entity body {43 bytes)

[ Compag WLAN MultFart W200 (Micros [P 13763 D: 13763 M: O




0.000
0.223
1.026
1.222
2.634
2.668
2.800
2.800
3.856
2.856
3.606
4,357
5.108
5.164
5.164
5.856
5.915
£.665
11.680
11.784
13,550
13.550
13,551
13.773
13.774
13,613
16.616
17.729
17.779
17.624
19.484
19.738
22,547
23,730
23,736
23,735
23.746
23,778
23.882
24,838
24,679
32.085
32.203

.17 Broadcast

10 Comment

1024 » 3631 [P5H, ACK] Seq=0 Ack=0 Wiin=16082 Len=1

[TCP Previous segment lost] 3531 > 1034 [ACK] Seq=1 Pok=1
[TEF Keep-ive] 3531 » 1034 [PSH, ACK] Seq=d fok=1Win=6
1034 » 3531 [ACK] Seq=1 Ack=1 Win=16081 Len=0

5101 > 1324 [ACK] Seq=0 Ack=0 Win=7217 Len=0

Standard query A Aitactics.com

$tandard query response, Mo such name

Standard query A AN.RECTICS.com.Messagesanling net
Standard query response, Mo such name

Name query. NB & TACTICS COM<DD>

Name query NB & ITACTICS. COMe00>

Mame query MB AW TACTICS. COMDD>

$tandard query A Av.messagesaniine.net

Standard query respanse, o such name

Name query NB #4007

5101 » 1324 [ACK] Seq=0 Ack=124in=7793 Len=0

Name query NB <00

Name quany NB Av<00>

fAHOO_SERWVICE_NOTIFY, YAHOO_STATUS_TYPING

[TCP Prewious segment lost] 1324 > 5101 [ACK] Seq=124 Aock=
3631 > 1034 [PSH, ACK] Seq=1 Ack=1 iin=64108 Len=32
1402 » 3621 [$YH] Baq=0 Ack=0 Win=16384 Len=0 W55=1450
1024 » 3521 [PSH, ACK] Seq=1 Ack=33 Win=17520 Len=10
[TEPR Out-Of-Order] ¥AHOO_SERVICE_MOTIFY, ¥AHOO_STA
[TCR Dup ACK 2081] 1324 > S101 [ACK] Seq=124 Ack=118 Wi
3621 » 1024 [ACK] Seq=32 Ack=11 Win=64008 Len=0
o has 10.59.1.17 Tel 10.59.1.17

Who has 10.49.1.17 Tel 10.59.1.17

Standard query PTR 17.1.58.10 in-addr ama
Standard query response, Mo such name

Host C257. ion, Server, NT

Wiho has 10.59.1.17 Tell 10.59.1.17
1402 > 3631 [SYMN] Seq=0 Fek=0 Win=16384 Len=0 MS5=1460
Wiho has 10.58.1.17 Tell 10.50.1 17

10.59.1.1 is 2t D0:13:10:06 28:5d

NG

Wiho has 10.59.1.1% Tell 10.50.1.17

ONG 43

53812 » 1963 [ACK] Seq=5 Ack=8 Nin=65535 Len=D TE=0052:
Standard query PTF 1.1.59.10.in-addr.arpa

Standard query responsz, Mo such name

hessage, TAHOO_STATUS_OFFLINE

1324 > 5101 [ACK] Seq=124 Ack=321 Win=17069 Len=0
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Ethereal haz encountered a problem and needs to cloze.
‘We are sony for the inconvenience.

If you were in the middle of something. the infarmation you were warking on
might be lost.

Please tell Microsoft about thiz problem.

‘wie have created an erar repart that you can zend to uz. ‘wWe will treat
thiz report as confidential and anonymous.

To see what data this emor report containg, click here.

Debug | Cand Error Renort -

— 3

3




Ethereal

e | don’t wanna pick on it:
— Great (fantastic even?) DIAGNOSTIC tool

— GREAT if you want to move from MICRO FOCUS and
gradually expand into HYPER CRYSTAL CLARITY
 But
— Not so great to determine policy violations made by
people
— Not so great for security planning

— Not so great to get baselines of big networks
 Why? Hard to see features over long periods of time

— | want the outer limits: to change the focus to a soft
blur, or sharpen it to crystal clarity.




So | started dreaming

 How do you describe a representation or a
feature you want to see?

— In English first, then in some precise representation?
— Relevance is not a true/false bivalent concept

e Translate this into SQL
— “Usually” and “Occasionally”
— “about as often as”
— Network is very quiet
— Traffic between two hosts is very heavy
— Server has many ports open
— Host communicates over the internet most of the time



At this point | determined

NEW, MORE
SCIENTIFIC WAYS
WERE NEEDED



So | set some big goals

* | set some goals

— How to filter out big amounts of noise from
certain kinds of attacks

— How to see what | need to protect

— How to see ‘mysterious’ traffic separated from
normal traffic



A bad network day (SNOT)



Show me the attack signature,
attack type, and target where target
IS real host.

BDL.:
Event_id —priority> taxonomy_type —priority>t_ip.isa(real_host)



Hmm, It's just one host being hit



How did we do that?

e Each picture is just a ‘connect the dots’ with
each node given a name, and what it relates to.
Simple rules are given in a visual language to
— a) extract features
— b) build a semantic graph that we can look at

— ¢) use different shapes/colors

e Essentially:
— Event_id taxonomy type t ip.isa(real _host)



An example of a visual language to
select features

Business

Unit

Ingress/

egress
/Scanslworms

Port DOS

«  Attacks

Quick

._—— Scans



Another SNOT attack on a
different network topology



Same Feature Visualization



So, the ability to group features
was deemed useful, people
rejoiced

All we had to do was to:

e Store historic state for hosts
— What ports it has open
— What ports it is *USING* -- big difference
— JUST WHO connects to the ports
— WHEN do they connect
— WHERE are they connecting to (IP, and logical names)
— WHAT DOES THE HOST CONNECT TO?
— Has it ever done anything bad?

« Use world knowledge not in sniffers, nessus, etc...
— Classification of server (e.g. criticality)
— Geographic and business unit membership




Historical Behavior and
Business Heuristics



Quest UPDATE

| had found simple ways to set up rules to select
specific features
— No SQL needed - visual object flow diagram
— Updated all models as events came in
— Supplied great insights into networks - fingerprints

e |t was also
— Pretty slow! Ate lots of RAM and CPU too!
— Everyone appreciated their desktop upgrades!
— Not so good for ad-hoc analysis, filtering, or pivots.

« YOU CAN DO IT FOR FREE

— Anyone can do much the same with shell scripting
and AT&T’s GraphViz for free!



The next goal:

 The next goals was to make It easier to
looking at network traffic by
— Reducing dimensions (too many IP’s!)

e Signatures Taxonomy of events
e |[P Addresses Business units

— Time travel (zoom in and out)
 Wanted like MRTG, but interactive









Business Labels = Big Happy

* S0 business labels were a good idea and
helped everyone understand traffic’'s
legitimacy In a business context for the
first time.

— Where do you put this in network devices in a
consistent and structured way? | don’t see it!



 But all the things you've shown so far
seem to lack the time dimension . Often,
we need to know what happened before

something else.










So!

It seems that we can look at

— Frames and Packets

— Traffic Groupings

— Business Centric views

But a lot is still left up to interpretation by the analyst and
their experience. One might assume that two analysts
looking at the same visualization will have different takes
on what they see.

That’s because it's a perceptual problem.

What can we do about coding common perceptions so
the software will be even smarter?



CHECKPOINTING

e Feature map built from by

— Compositional rules to build visualization graphs (you
could call it correlation)

— Ontological membership
— Business labels: geographic, criticality

e Lots of ways to view said info
— Directed Graphs (shapes, colors)
— 3D business label
— Connection flow diagrams

— Unique scatter plots of events/time uncovered new
ways of looking at data

— NO PIE AND BAR CHARTS NEED APPLY!



What | felt was next step

* The widgets were pretty good, but
specifying features got hard.

— Easy to specify things that were terribly
inefficient. (happens to most expert systems)
| decided to refactor and use something

called ProtoForm language (PFL) and
create a database of about 150 deduction

rules.
— Mapped into GCL (generalized constraint
langauge)




Decision Table

A;: The jth
symptom

a;: The value of
jih symptom
name

D: Diagnosis



Fuzzy knowledgebase

Fuzzy if then rules:

(X'I1sp R) and (X,Y) Is S)

(X isr R) 1s unlikely) and (X iss S) is likely
If X I1s small then Y Is large

. equality constraints

. inequality

. subsethood

. possibilistic constraint

. veristic constraint

. probabalistic constraint

. random set constraint

. fuzzy graph constraint

. usuality constraint (X isu R means usually (X is R)

. Pawlak set constraint (upper and lower approximations to X)



So | came up with 150 features

e | brainstormed Iin 2004 for several months
and came up with about 150 ‘views’ on the
world that I'd like to see.

— Users getting lots of spam
— Users wasting time on the internet
— Rare/first time connections to sensitive assets

— Any asset that gets connections from more
than 3 business units









« And party with our friends with better
screens, like this:






Some tests

 Now, Instead of visualizing all traffic
patterns, we can choose to visualize a
specific feature, like this worm:

— If source has fanout and traffic connecting
hosts is long and source occasionally
connects to random hosts

— OR:
* |f source possibly infected















So what's a baseline then?

| think It’s just a specification of features,
and the ability to compute with information
that matches and doesn’t match those
features.

— It’s better than ‘spikes’ and ‘statistical
variances on behavior’.

— The more ‘semantically meaningful’ the
feature selections, the better.



Am | there yet?

10 years of work, some pretty pictures.

— I'll sell you prints

Growing understanding of how to
effectively baseline real (crazy) networks

Found ways to capture experience by
defining features as expressions visually

Explored several visual approaches to
representing information for different
purposes and audiences



Thank you!
Hope you enjoyed it!

Paul Sop, CISSP, CISM, CISA
Chief Strategy Officer
RedWolf Security

paulsop@redwolfsecurity.com



