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In the begi

redwolfsecurity:/var/log/apache2# tcpdump | grep -v-ph ph C( | \
tcpdump: verbose output suppressed, use -V or -vv. for full | protocol ¢ | ' ) |
listening on ethO, link-type EN10MB (Ethernet), capture size 96 by e SN
23:15:58.077987 IP redwolfsecurity.com.1995 > ns )7+ PTR :
23:15:58.079238 IP nsl.colo4dallas.net.domain > r%ﬂfs 'r{jﬂ{ om. 19 212 ( ‘
23:15:58.079455 IP redwolfsecurity.com.1995 > nsl 4d net. . >TF [, 1{3 %(16 .in-addr.arpa. (45)
23:15:58.080359 IP nsl.colo4dallas.net.domain > olfse / ) ,'

23:15:58.130377 IP redwolfsecurity.com.1995 > olo4dallas. n ? 62.86.5 i |n -addr.arpa. (42)
23:15:58.131825 IP nsl.colo4dallas.net.domain > redyvol ecurity. 95 : 1 rl'ial

23:15:59.452402 802.1d config 8000.00:50:bd:0e:4c:4a.81¢6 root 8000.00:30 ath 9 a 1 max 20 hello 2 fdelay 15
23:16:01.356076 IP 207.210.219.65.colo4dallas.net > C \ST.NE , Hell ength: 44

23:16:01.356281 IP redwolfsecurity.com.1995 > ns ) 'n{addr.arpa. (40)
23:16:01.357853 IP nsl.colo4dallas.net.domain > ain] -
23:16:01.357992 IP redwolfsecurity.com.1995 > n =
23:16:01.358967 IP nsl.colo4dallas.net.domain > rec S
23:16:01.452294 802.1d config 8000.00:50:bd:0e:4c: 4a.81c6
23:16:03.452853 802.1d config 8000.00:50:bd:0e:4c: 4a.81¢
23:16:05.452650 802.1d config 8000.00:50:bd:0e:4c:4
23:16:07.452779 802.1d config 8000.00:50:bd:0e:4
23:16:09.452996 802.1d config 8000.00:50:bd:0e:4c:4e

23:16:10.795818 arp who-has 207.210.219.65.colo4c
23:16:10.795999 IP redwolfsecurity.com.1995 > ns

15i 68.in-addr.arpa. (43)

.210.207.in-¢

19ag'e1n'1a
ii.' 9 age 1 ma
ﬁ {agelma

9age 1 ma
';{ 9age 1ma

’6'51 1 .2@0.207.m

23:16:10.797108 IP nsl.colo4dallas.net.domain > red > §{62) (i

23:16:11.356531 IP 207.210.219.65.colo4dallas.ne ’ : length: 44

23:16:11.453151 802.1d config 8000.00:50:bd:0e:4c: ).00:30:f2: 5‘b 48 athcost 9 age 1 ma

23:16:11.755773 CDPV2, ttl: 180s, Device-ID '06905¢ |' : ! '

23:16:12.015676 IP redwolfsecurity.com.www > bdhz .wanadoo.nl. sé—F 600181077:160018107758 }

23:16:12.015830 IP redwolfsecurity.com.1995 > ns1i. as.net.c pmain 5 03+ PTR? 78.143.69. §1 in- addr arpa (43) .

23:16:12.141510 IP nsl.colo4dallas.net.domain > rec urity.com.1995: 52303* ]J% I(190) L Images copyright

23:16:12.159868 IP bdhz-1714e.adsl.wanadoo.nl.3182 > redwolfsecdrity.com.www: . ack L win 65535 Paramount, and
thcost 19 age 1 max 20 hello 2

23:16:13.453304 802.1d config 8000.00:50:bd:0e:4c:4a.81c6 rgot 8000.00:30:f2 85:b0:4§{

e th
23:16:13.524164 IP bdhz-1714e.adsl.wanadoo.nl.3182 > redwolfsegurity.com - R 1:1(0) ack 1 win 0 20% Century Fox
£ 1

Respectively



Mat Johnston’s Plight

Hired friend (1996) to create TCPDUMP
Filters to filter out and classify all traffic in
a little DMZ. (BASELINE IT)

Figured it would take him a day or two.

Six weeks later, there were still packets
we couldn’t classify.
— Weird packets from Microsoft products.

Hmm.... | thought. | must be mean.



Then came GUI Sniffers

 Well, GUI Is perhaps stretching things a bit
(text in boxes).

e \WWe used Network Associates Sniffer

e Later, Ethereal
— A great, free, network analyzer
e We all stood around the monitor: “Gosh

these tools are sure to make short work of
flguring out networks!”




Filters

Frame
List

Frame
Detall
(decoded)

Frame

The Ethereal GUI



Ethereal gets visual






Ethereal

e | don’t wanna pick on it:
— Great (fantastic even?) DIAGNOSTIC tool

— GREAT if you want to move from MICRO FOCUS and
gradually expand into HYPER CRYSTAL CLARITY
 But
— Not so great to determine policy violations made by
people
— Not so great for security planning

— Not so great to get baselines of big networks
 Why? Hard to see features over long periods of time

— | want the outer limits: to change the focus to a soft
blur, or sharpen it to crystal clarity.




So | started dreaming

 How do you describe a representation or a
feature you want to see?

— In English first, then in some precise representation?
— Relevance is not a true/false bivalent concept

e Translate this into SQL
— “Usually” and “Occasionally”
— “about as often as”
— Network is very quiet
— Traffic between two hosts is very heavy
— Server has many ports open
— Host communicates over the internet most of the time



At this point | determined

NEW, MORE
SCIENTIFIC WAYS
WERE NEEDED



So | set some big goals

* | set some goals

— How to filter out big amounts of noise from
certain kinds of attacks

— How to see what | need to protect

— How to see ‘mysterious’ traffic separated from
normal traffic



A bad network day (SNOT)



Show me the attack signature,
attack type, and target where target
IS real host.

BDL.:
Event_id —priority> taxonomy_type —priority>t_ip.isa(real_host)



Hmm, It's just one host being hit



How did we do that?

e Each picture is just a ‘connect the dots’ with
each node given a name, and what it relates to.
Simple rules are given in a visual language to
— a) extract features
— b) build a semantic graph that we can look at

— ¢) use different shapes/colors

e Essentially:
— Event_id taxonomy type t ip.isa(real _host)



An example of a visual language to
select features

Business

Unit

Ingress/

egress
/Scanslworms

Port DOS

«  Attacks

Quick

._—— Scans



Another SNOT attack on a
different network topology



Same Feature Visualization



So, the ability to group features
was deemed useful, people
rejoiced

All we had to do was to:

e Store historic state for hosts
— What ports it has open
— What ports it is *USING* -- big difference
— JUST WHO connects to the ports
— WHEN do they connect
— WHERE are they connecting to (IP, and logical names)
— WHAT DOES THE HOST CONNECT TO?
— Has it ever done anything bad?

« Use world knowledge not in sniffers, nessus, etc...
— Classification of server (e.g. criticality)
— Geographic and business unit membership




Historical Behavior and
Business Heuristics



Quest UPDATE

| had found simple ways to set up rules to select
specific features
— No SQL needed - visual object flow diagram
— Updated all models as events came in
— Supplied great insights into networks - fingerprints

e |t was also
— Pretty slow! Ate lots of RAM and CPU too!
— Everyone appreciated their desktop upgrades!
— Not so good for ad-hoc analysis, filtering, or pivots.

« YOU CAN DO IT FOR FREE

— Anyone can do much the same with shell scripting
and AT&T’s GraphViz for free!



The next goal:

 The next goals was to make It easier to
looking at network traffic by
— Reducing dimensions (too many IP’s!)

e Signatures Taxonomy of events
e |[P Addresses Business units

— Time travel (zoom in and out)
 Wanted like MRTG, but interactive









Business Labels = Big Happy

* S0 business labels were a good idea and
helped everyone understand traffic’'s
legitimacy In a business context for the
first time.

— Where do you put this in network devices in a
consistent and structured way? | don’t see it!



 But all the things you've shown so far
seem to lack the time dimension . Often,
we need to know what happened before

something else.










So!

It seems that we can look at

— Frames and Packets

— Traffic Groupings

— Business Centric views

But a lot is still left up to interpretation by the analyst and
their experience. One might assume that two analysts
looking at the same visualization will have different takes
on what they see.

That’s because it's a perceptual problem.

What can we do about coding common perceptions so
the software will be even smarter?



CHECKPOINTING

e Feature map built from by

— Compositional rules to build visualization graphs (you
could call it correlation)

— Ontological membership
— Business labels: geographic, criticality

e Lots of ways to view said info
— Directed Graphs (shapes, colors)
— 3D business label
— Connection flow diagrams

— Unique scatter plots of events/time uncovered new
ways of looking at data

— NO PIE AND BAR CHARTS NEED APPLY!



What | felt was next step

* The widgets were pretty good, but
specifying features got hard.

— Easy to specify things that were terribly
inefficient. (happens to most expert systems)
| decided to refactor and use something

called ProtoForm language (PFL) and
create a database of about 150 deduction

rules.
— Mapped into GCL (generalized constraint
langauge)




Decision Table

A;: The jth
symptom

a;: The value of
jih symptom
name

D: Diagnosis



Fuzzy knowledgebase

Fuzzy if then rules:

(X'I1sp R) and (X,Y) Is S)

(X isr R) 1s unlikely) and (X iss S) is likely
If X I1s small then Y Is large

. equality constraints

. inequality

. subsethood

. possibilistic constraint

. veristic constraint

. probabalistic constraint

. random set constraint

. fuzzy graph constraint

. usuality constraint (X isu R means usually (X is R)

. Pawlak set constraint (upper and lower approximations to X)



So | came up with 150 features

e | brainstormed Iin 2004 for several months
and came up with about 150 ‘views’ on the
world that I'd like to see.

— Users getting lots of spam
— Users wasting time on the internet
— Rare/first time connections to sensitive assets

— Any asset that gets connections from more
than 3 business units









« And party with our friends with better
screens, like this:






Some tests

 Now, Instead of visualizing all traffic
patterns, we can choose to visualize a
specific feature, like this worm:

— If source has fanout and traffic connecting
hosts is long and source occasionally
connects to random hosts

— OR:
* |f source possibly infected















So what's a baseline then?

| think It’s just a specification of features,
and the ability to compute with information
that matches and doesn’t match those
features.

— It’s better than ‘spikes’ and ‘statistical
variances on behavior’.

— The more ‘semantically meaningful’ the
feature selections, the better.



Am | there yet?

10 years of work, some pretty pictures.

— I'll sell you prints

Growing understanding of how to
effectively baseline real (crazy) networks

Found ways to capture experience by
defining features as expressions visually

Explored several visual approaches to
representing information for different
purposes and audiences



Thank you!
Hope you enjoyed it!

Paul Sop, CISSP, CISM, CISA
Chief Strategy Officer
RedWolf Security

paulsop@redwolfsecurity.com



