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Motivation

» Fight Cyber-Crime and Make Money ©
» Current forms of protection alone are not generally effective




What is Intrusion Prevention Software?

» For this case study, Intrusion Prevention Software refers to:
» PREVENTION of intrusion of zero day and non-zero day threats
» Non-signature centric
» Protects system resources via policies/rules
» Records rule violations via ‘events’
» For practical purposes — it needs to be manageable

There is no accepted single industry standard definition for IPS today!
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Challenges for Intrusion Prevention Technology

» False Positives (noise)

» False Negatives

» Usability

» Defining Policies/Rules

» Managing Policies/Rules

» Collating, Reporting, analyzing on Data
» Cost of Ownership

» Performance

» Scalability

» Sabotage and Subterfuge
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Challenges: A real world trade off......

» Implementing secure systems is a matter of compromise.
» The more you compromise the more you are compromised.

» The less you compromise the less viable the solution
becomes.

» We realised we didn’t have all the answers, but we had more
than anybody else.

» The only way to gain a holistic insight was to hunt in packs.
Expertise was obtained by unique heuristics approach to
IPS.
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Case Study: The Prevx Solution

» Provide a Scalable back end database technology
» Implement a Kernel Device Driver

» Provide a user interface for the desktop

» Provide a web based administration interface

» Provide a web based reporting and query interface
» Provide a DNA architecture for threat events

» Implement a white list scheme

» Implement realtime ‘get advice’ assistance

» Allow the IPS system to ‘hunt in packs’




% Prevx Pro - Management Console

Based on technology
developed for Prevx
Enterprise.

Prevx Home protects your
computer from new and
emerging attacks from
internet worms, trojans,
spyware, and hackers.

Prewx Home is provided free
of charge.

Prevx has detected 213
potential intrusion attadks
on this system

Protecton Level

User Defined -

INTRUSION PREVENTION SOFTWARE

Prevx Pro is the
ultimate layer of
defense.

Other security tools rely
on signatures - leaving
you vulnerable to
unknown attacks.

Prewvx Pro's unigque
approach means that vo
are protected from
attacks that bypass
anti-virus and firewall
products.

For help, contact:
ro-su rt@prevy. com

About
- Click on a prong for more information about the types of attack

that Prevx Home stops,

Close
Update | * Help




4% Prevx Pro - Management Console

Based on technology
developed for Prewvx
Enterprise.

Prevx Home protects your
computer from new and
emerging attacks from
internet worms, trojans,
spyware, and hackers.

Prewvx Home is provided free
of charge.

Prevx has detected 213
potental intrusion attacks
on this system

Protecton Level
User Definad -

Security Settings

Settings

Phy=ical Memory Owerwrite
BAT Files in Program Areas
BAT Files in System Areas
CMD Files in Download Areas
CMD Files in Program Areas
CMD Files in System Areas
COM Files in Download Areas
COM Files in Program Areas
COM Files in System Areas
CPL Files in Download Areas
CPL Files in Program Areas
CPL Files in System Areas
DLL Files in Download Areas

Install Attempt (.bat)
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00000000000000 %

0000000000000 0ME

o

Prevents files named *.bat in the Downloaded Program Files directory (and it's

subdirectories) from being oeated or modified. Worms, trojans and malware

often use these directories.

You can prevent, guery, report or turn off security settings.
Select QUERY if you want to be prompted to allow or deny an

Event.

* Help

Prevx Pro is the
ultimate layer of
defense.

Other security tools rely
on signatures - leaving
you vulnerable to
unknown attacks.

Prewvx Pro's unigue
approach means that vo
are protected from
attacks that bypass
anti-virus and firewall
products.

For help, contact:




4% Prevx Pro - Management Console

Based on technology
developed for Prewvx
Enterprise.

Prevx Home protects your
computer from new and
emerging attacks from
internet worms, trojans,
spyware, and hackers.

Prewvx Home is provided free
of charge.

Prevx has detected 213
potental intrusion attacks
on this system

Protecton Level
User Definad -

Event History

Ewvent

- Today

—.. P windows Explorer

- Process: C:\WWINDOWS\EXPLORER. EXE

=l Evenis Log

— - Jmilll Generic Host Process for Win32 Services

- Process: C: WINDOWS\SYSTEM32\SVCHOST.EXE
=i Ewvents Log

+ - [l Irelke Service Application

— - Last 7 days

— - S a0OM MFC Application

+ - Events Log

Process
Source
Type

Time
Date

Switch View Event Details

Double-didk on an Event in the list to see the details.

Process: C:\VWROGRAM FILESYCOMMOMN FILESVAD. ..

C:\DOCUME ~ 1VADMIMI ~ 1Y OCALS ~1N\TEMPY_TLI14...

Prevx Pro is the
ultimate layer of
defense.

Other security tools rely
on signatures - leaving
you vulnerable to
unknown attacks.

Prewvx Pro's unigue
approach means that vo
are protected from
attacks that bypass
anti-virus and firewall
products.

For help, contact:




4% Prevx Pro - Management Console

Based on technology
developed for Prewvx
Enterprise.

Prevx Home protects your
computer from new and
emerging attacks from
internet worms, trojans,
spyware, and hackers.

Prewvx Home is provided free
of charge.

Prevx has detected 213
potental intrusion attacks
on this system

Protecton Level

User Definad -
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1l Update _
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Preforences

Update every:

Clear history if more than:

e be part of the Prevx Advanced Warning System
PAWS Insight™ gives you a unigue insightinto the liv
collected by the Prevx PAW -System.

'_ Enable password protecton Change Password

Pazsword reguired for Query Operations

Rules Management
Don't s ' me again” rules

ot
Advanced optons for Queries

Sawe Changes

Protect your configuration from unauthorized changes by
setting a password.

Prevx Pro is the
ultimate layer of
defense.

Other security tools rely
on signatures - leaving
you vulnerable to
unknown attacks.

Prewvx Pro's unigue
approach means that vo
are protected from
attacks that bypass
anti-virus and firewall
products.

For help, contact:
ro-su rt@preva, com
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4% Prevx Pro - Rule Editor

The Rule Editor is used to manage user defined rules.
Mote: These rules only apply to security settings that have been set to Query mode.

Right-cick on an item for more options.

Application Security Settings

L

..DBED IDAD-C9495-4A17-ADC 1-6498 5B4FF 5 5D0} \n fa i IE - BHO

++.DBOIDAD-C96-44A 1 F-ADC 1-6-4B 5B4FF 5500y fa A IE - BHO
++.DBD 1IDAD-CO496-9A17-ADC 1-6498 5B4FF 5500 \n/a A IE - BHO
v DED D AD-C945-44 1 7-ADC 1-648 5B4FF 5500 03 i IE - BHO
..DED1DAD-CI46-4A17-ADC 1-6<18 5B4FF 5 5D0} yn fa Al TIE - BHO
v+ DBD IDAD-C9495-494 1 7-ADC 1-648 5B4FF 5500 03 i IE - BHO
..DED1DAD-CI46-4A17-ADC 1-6<18 5B4FF 5 5D0} yn fa Al TIE - BHO
v DBD 1IDAD-C9496-48 17-ADC 1-6498 5B4FF 5500 0 /a i IE - BHO
++.DBOIDAD-C96-44A 1 F-ADC 1-6-4B 5B4FF 5500y fa A IE - BHO
. DEDIDAD-CI495-9A17-ADC 1-6498 5B4FF 55D0} \nfa A IE - BHO

—Item information

O

Cancel
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Prevx Event

File System Event

PR
PREV X'

POTENTIAL INTRUSION ATTEMPT DETECTED
Summary
The application NTVDM.EXE is trying to READ, WRITE the protected filefdirectory C:
\WINDOWS\FRED.EXE

Install Attempt (*.exe)

This is due to a program trying to modify a protected file or directory. Windows updates and
software installations fconfigurations may modify these files. If yvou are not installing or updating any
programs, then this may be malidous activity.

4 p Eventilofi ™ Remember my answer for COMLY
Event Details Terminate ' the application shown above:

Get Advice Suspend Allow Deny
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IPS Case Study: Policy Definition via XML (raw view)

» Meta Policy Data ================ Title: MS Installer (Installing Attemp) KeP/: /
Version: 00.0 Platform: Windows Security Type: Re?istry Attributes: Queryable,
Reportable, Mutable Install Mode: Mandatory Default: query Policy ID: 0100103000 --
>

- <policy ID="0100103000" inherit="all">
- <process>
<name />
<platform>Windows</platform>
</process>

- <image> <!-- All executables -->
<path>\...\*</path>
<path>\*</path> <!-- PREVX Applications excluded -->
<excludedPath>%ProgramFiles%\PREVX\...\PXL1.exe</excludedPath>

<excludedPath>$$PREVX:Reg:PREVXHome$$\PXL1.exe</excludedPath> <!--
Windows Update Applications -->

<excludedPath>%SystemRoot%\System32\wuauclt*.exe</excludedPath>

<excludedPath>\WUTemp\com_microsoft.*\*.exe</excludedPath> <!-- Microsoft
Management Console -->

<excludedPath>%SystemRoot%\system32\mmc.exe</excludedPath>

» <excludedPath>%WinDir%\system32\mmc.exe</excludedPath> <!-- Exclude the
following Anti-Virus tools: --> <l-- Kaspersky -->

vVvyvyvVvvyVvyVvYVvYVYyYy

vy

v




@ Prevx - Host Intrusion Prevention Systems - Microsoft Internet Explorer
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Managing Data: Prevx Advanced Warning

TION

File Edit View Favorites

Toaols

Help

esad< - Q @ @ th ,OSeardﬂ *Favorih&s @ veda 2 @v ,‘.{} - D %ﬁ B’ §

Address @ http: j/paws.prevx.com/pawsresearch. asp?pg=agentchronextrafdirect=L&IID =38 A | Go Links **
M - | v| p Search = .# Highlight {ﬂ Options [3{] Pop-ups Blocked (283) = &l Hotmail & Messenger 8 My MsN
Y_’ - £v| L”Seardﬂ Web |v|5v @v | = Mail - @My ‘Yahoo! Games ~ (] Shopping » %" Personals -+ b LAUNCH ~ | SignIn |v|

Hi ralph_harvey@previ.com

Research
& Advanced Warning

Detailed information for interaction ID:38

Top Threat Vectors
Threat Alert
Top Charts
Chart Library
Chart Compare
Attack Search

& Audit & Monitoring

Audit Report on your
Company

@ My Account

2388
First Act : | 11/6/2004 12:04:00 AM
Last Act : | 12/7/2004 2:12:00 AM

Actor File : | 0 .
Victim file : | 1354454130 ’
Policy Number : | 310000 =
Policy Name : | MS Sves (Stack) XP %
Actor File Name : | ? =
O

Subscriptions

Actor Suffix :
Victim File Name : | LSASS
Victim Suffix : | EXE
Actor First Seen : | 11/1/2004

Victim First Seen :

10/12/2004 2:50:00 PM

Propagation of interaction 38

From Nov 6 2004 To Dec 7 2004 in Weeks
Hover over for column data

MD5 Checksums
Actor MD5 Actor MD5 Actor MD5 Victim MD5 Victim MD5 Victim MD5 Victim MD5
Name Sibling Assigned Checksum Name Siblings Assigned
0 0
Clusters
Date Cluster Cluster Cluster Determination Action Cluster Cluster Creator
Clustered Name Notes Size Taken Creator Name E
@ Done | 9 Internet nl




Top threat monitoring

@ Prevx - Host Intrusion Prevention Systems - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBad( - e @ @ @ pSeardw *Favon’hes @ vedia @ @v é_% = - D%ﬁ 3

Address @ http: //paws. prevx.com/pawspelicyrank.asp

Go Links *
2

Defending your PCs and Servers from the growing numbers of attacks that Firewalls,
PR&EVXC Network IDS, Anti-Virus systems and Patches cannot

|
> Home ADVANCED WARNING SERVICES
Hi ralph.havey@prevx.com Click Here to See More information
Research
@ Advanced Warning Top 20 Threat Vectors For Dec 7 2004
Top Threat Vectors Bhreat Level "IPCs Affected % 20
Threat Alert 18
Top Charts 1
Chart Library !

Chart Compare
Attack Search
@ Audit & Monitoring

Audit Report on your
Company

& My Account

=}

Subscriptions
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Coolwebsearch attack

L
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| Prevx - Host Intrusion Prevention Systems - Microsoft Internet Explorer,

File Edit  View

eBack - \._)

Favorites

@ @ {:h ﬁSearch *Favurites @ @v L{_; @ - |_J ﬁ .‘3

Tools  Help

fddress |@ http:/fpaws. prevy, comfpawsresearch, asp?pg=agentchronfudirect=FaIID=426520 A | 2o Links **
GODSIE - | v ‘ % Search Web - @ El 2 blocked 'E AutaFil B E options 4"
-
Hi paul.stubbs@prevx.com Agent 800012222 in Area US with DNA of PDCAB
[ ate TS o Allowed Actor File Victim File Actor Path i
Research Seen -
B Advanced Warning Tamp firaas 2l2wed. i
20/ 1/2004 FPalicy in systemdrive %
Top Threat Yectors eoiar (EQE?J'DIIIDDDDB) eport | CALYXPOINT 4.0.EXE MR R b, EXE oy Htel
Threat Alert made dovenloadsh
EXE Files Allavwed
3071142004 Wtemp
Top Charts Bozgy ] (Sys Areas) once by MMWORK.EXE UNSTALL EXE \“aemp“ %
Chart Librar'_.l.' o (1101000027 user
Chart Compare 201142004 EXE Files  Allowed et . n
P ozes 1 (Sys Areas)  once by  hMWORK EXE DOMVNLOAD. EXE “aemp\ %
Attack Search o (1101000027 usar =t
@ Audit & Monitoring ! Allovved
, S0A1/2004 Run-kevs by DOWNLOAD EXE DEALHELPERDOWN "REGVAL Wwindirh  hluvPsofbwareimicrose
Audit Report on your 16:22:51 (100100002) 7
Company EXE Fil Allowed
Hes alne
. 30/11/2004 Wtemp
@ My Account P [Sys Areas)  onee by  MMWORK EXE MMUPS.EXE memp\ %
Subscriptions £1101000027 user s
EXE Filas Alloved
3041142004
anns (Sys Areas) onece by DOMNLOAD EXE DEALHELFER.EXE Saindirih %
= £110100002) user
Allovwed
3041142004 Run-Keys . o )
16:20:00 1 (100100002 ance by MMUPS.EXE MEDIAMOTOR.EXEFRE GWAL i rodirie hklmisothwareimicroso
uzer F
Kl D
@ ﬂ Internet

.
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A Prevx - Host Intrusion Prevention Systems - Microsoft Internet Explorer

Ele Edit View Favorites Tools Help L
QBack \_) @ @ {h pSearch *Favcrit&s QMedia @ 8' % - |_‘J % ﬁ _'ﬁ

Address |@ hittp: ffpaws . prevs. com/pawsresearch. asp?pg =agentchronextraddirect =L &I1D =38&e xtDet=coSmisc v| Go | Links **

msn" - | v| Dsearch - #richight Al options | () Pop-upsBlocked (283) + iolHotmal 3% Messenger [ My MsN

Y_’ - ?vl j Search Web |vl5v @' | = mail ~ @My vahoo! ] Games - (7] Shopping - H7 Personals - b LaUNCH - W
It L Detailed information for interaction 1D:38 Propagation of interaction 38 [+]

Research

@ Advanced Warning

First Act : ‘ 06/11/2004 00:04:00

:fezila:nVECtors Company details for: 38 M
Top Charts « 1x BEOTELNET
. » 11x BHARTI BROADBAND NETWORKS LIMITED

Chart Library .+ 1x BHARTIINFOTEL LTD

Chart Compare Po s 2xBLOCK FOR SUCEAVA

Attack Search o 2x BLUE COMMUNICATION AS
a Audit & Monitoring I« 2x BLUECOM-ADSL-KRISTIANSAND

. - —« 2xBLUEWIN IS AN INTERNET SERVICE PROVIDER IN CH
ég%sﬁyem on your Actc | gx BOSTREAM AB
o o 1x BOURNEMOUTH UNIVERSITY

@ My Account s 1x BOWLING GREEN STATE UNIVERSITY

Subscriptions Victir » 4x BRANDENBURG TELEPHONE COMPANY

-+ 2xBRESNAN COMMUNICATIONS LLC
\ + 2x BROADBAND
At 1xBROADBAND ACCESS IN ETH ADSL NETWORK
.

3x BROADBANMND ACCESS POOL

Victit over for column data

MD5 Checksums

Actor MD5 Actor MD5 Actor MD5 Victim MD5 Victim MD5 Victim MD5 Victim MD5

Name Siblings Assigned Checksum Name Siblings Assigned
0 01/01/2000 0 01/01/2000
Clusters
Date Cluster Cluster Cluster Determination Action Cluster Cluster Creator
Clustered Name Notes Size Taken Creator Name E
&] Done 0 Internet
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A Prevx ADMIN Site. - Microsoft Internet Explorer

Fil= Edit WView Fawvorites Tools Help .-
@ Back - -.\_;l E @ \-'_;j @, Search ‘?/\f‘ Fawvorites * Media @ B - "‘-ﬁ - l_J '@!5 ﬁ .‘3
Address @ https: ffadmin. prevx.comfadminactstats.asp V| Go Links **

I3

ACT Updater Content Served Statistics
PREVXE
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logged on as: Ralph Harvey Version:1 - -
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Policy Violations Monitoring

2 Prevx - Host Intrusion Prevention Systems - Microsoft Internet Explorer
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File Edit ‘Wiew Favorites Tools  Help

Qe - © - [x] [ & ) ssarch Sz Favarites €2) =2- g} M- ) 33

Address @ http:ffpaws. previ. comfpawsThreatalert, asp

v| Go Links **

Research
@ Advanced Warning
Top Threat Wectors

Threat Alert L i sp3
[Tk an
Top Charts [
Chart Library | ey sp3
Chart Campare 77 spd
Attack Search 2K-Pro spl
@ Audit & Monitoring WA spa
- 2W-Sr spd
ég?r:tpsr?ﬁm e b P sp2
3 My Account ok spd
Subscriptions K-Pro
2K-Pro spd
P-Pers
:r-rro zpl
o
:r-rro sp2
[0p-Pers spl
HP-Pers sp

GOOgl€v| V| &SearchWeb @ @ nglocked ‘EnutoFill g EOptions y
Hi paul. stubbs@prews. com f

Total Violations For All Policies By Operating System
Between Dec 7 2004 00:00 and Dec 8 2004 00:00

@ Done

0 Internet




Tracking Events

Events By Day
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Intrusion Prevention — Case Study Summary

» Prevx have implemented a product and expertise based
solution that is working for > 250,000 active users today

» The techniques and software adopted can be applied to both
controlling and monitoring access to key resources as well
as pure Intrusion Prevention

» The product and knowledge based architecture scale from
consumer (free) versions through to Enterprise
implementations.

» Try it for free at www.prevx.com




QUESTIONS?

Ralph Harvey
CTO Prevx Inc
ralph.harvey@prevx.com

WWWw.prevx.com




