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AuthenticationfiSSues

Authentication; therfoundation ei*goodi security;
Many authentication methods

Many just in'biometric, authentication

Need to maximize investment

Need to minimize risk in picking the wrong solutions
Need to keep up withichange

Local authentication selttions wen't work

CAS™ Central Authentication Overview

Central Authentication
- Much more secure than/locallauthentication
- Uses best-of-breed industry solutions;
- Easily take advantage of next-generation offerings
Central Administration
Centrally managed platform
Fast updates to rules and policies
Control down to the individual'user level
Use existing, centrally protected data stores
Supports decentralized authentication using Smart Cards
LLayered Verification
- Combine the best features ofiall methods
- Combine methods /'technologiesifor better results
= Significant advantages over single authentication solutions




CAS Architecture

Scalable

- Distributed databases and
modules

- Threaded processes
Interoperable
- Multi-platform support

Open development
environment

Internet, Smart Card,
Telephony: Toolkits

Adaptable
- lLayerediauthentication
- Custom decisioni policies

Strong Authentication

Biometrics complement existing security systems. In particular, they:

» Enhance security, cannot be stolen or copied
* Increase convenience, cannot be lost or forgotten

* Accuracy dependent on human changes, environmental
conditions, application demands, technology (hw/sw)
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voice, face,
fingerprint
\é’ Smart
$ Cards
§ Tokens
S —
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ET what you
you HAVE KNOwW
keys, cards, PINs,
tokens passwords Passwords / Cards




Biometric Market Drivers

Growing
- fear of fraud
- threat of Identity theft
- need for privacy
- high profile security breaches and hacker attacks

Other authentication methods cannot assure the identity
of the user

Internet applications are driving the need for increased
security

HIPAA

Infrastructure becoming available at low prices (Webcams,
Microphones, silicon fingerprint readers....)

Dutch Burn InsStitute

Non-profit organization: that conducts researnchiabout
burn injuries

Based in the Netherlands
No good central patient databases: until new.
Developing evidence-baseditreatments is a key goal

Very few evidence-based protocols currently in use ox
under development in Eurcpe

Large samples are required to form conclusions
Many different groups invelved in the process




Business Challenge

Data collection fromiregional burnicenters
Need to meet stringent government standards
Strong authentication for data acecess

Simple access for doctors andiscientists
General data security concerns

Privacy and confidentiality’concerns

Need for non-repudiation

Overall Goals

High security (guaranteed authentication)

Privacy (local template storage)

Trusted third party (THP) controlling authentication
- Diginotar (Netherlandsidigital public notary,)

- Trusted third party certificate authority

- Issues end-user digital certificates




Overview of the ' Solution

Digital Identity; PKIEbased; X508va3
Biometrics: voice andifingerprint

Use of a smart card for storage of: digjtallidentity’and biometrcs

templates

Activation of digital identity’ basedion biometrics
Different domains only' acecessible Via exchange key
Encryption/ between all'devices

Encryption| of database records

Overview of the Solution
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Important Points

No storage of “live” samplerdata by Diginetalt
Secure yet simple acecess by USErs
Solution can scale to meet futurerneeds

Other biometrics can easily: be added for additional security and

convenience
Face
Iris
Signature

Morer...

The Future of Enterprise Authentication
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The Future of Central Authentication
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Questions?
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